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Introduction
The OMA Device Management service is able to control virtually all aspects of a handset. It is a complete framework of infrastructure and over-the-air protocols that has been designed to address the complete management of mobile devices in the field. As such 3GPP needs to leverage this work and only define the Selective Disabling of UE Capabilities feature where OMA DM cannot address a specific scenario when a rogue UE(s) is misbehaving and impacting network service.

The Architecture 2 outlined in 23.8de TR on Selective Disabling of UE Capabilities (S2-050967) gives an overview of how the OMA DM service can be used in conjunction with a Selective Disabling Management Object to support the selective disabling of UE capabilities. We fully support this approach and recommend it be the main mechanism for management of UE(s) that require over-the-air disabling/enabling of capabilities.
Case for 3GPP mechanism

But, even with the use of OMA DM there may be some rare but possible misbehaviours or even attacks on specific network infrastructure that would require some mechanism from within the 3GPP infrastructure to directly disable a UE capability. Examples may be;

· Denial of Service Attack on the Device Management Server: if the misbehaving UE(s) is actually performing a denial of service attack on the DM Server within the operator network this could render the DM Server useless.
· Disabling of Packet Service: in this scenario the misbehaving UE(s) requires the disabling of packet connectivity (GPRS/PS Domain) to the UE(s). OMA DM servers are generally designed on the premise that packet connectivity is available to the UE. So once the packet service is disabled the OMA DM service is unable to contact the UE unless an alternate mechanism is available. Therefore while the initial problem of disabling a misbehaving UE can be dealt with using OMA DM, the ability to correct the UE over-the-air and re-enable the packet service is not possible. Two alternates to connect to the UE once the packet service is disabled are circuit-switched data or SMS. In the case of SMS this may severely restrict the ability of the OMA DM Server to control/correct a UE due to the possible delays in SMS message delivery and limited bandwidth of SMS i.e. downloading a software patch over SMS. The use of CS-Data, while feasible, may in practice not be implemented by the DM Server or supported by the UE. 
For the Denial of Service Attack on the DM Server, an alternate mechanism to connect to and disable a feature on the offending UE(s) would be needed. For the Disabling of Packet Service, some mechanism to connect to a UE other then the packet service is needed in order to correct and re-enable the packet service over-the-air. These two problems lead to the suggesting that a solution involving infrastructure signalling protocols (GMM/MM) may be needed to connect to and disable or correct and re-enable capabilities on a UE. But before work in 3GPP is undertaken to create such mechanisms the actual risk of these two possible scenarios occurring must be weighed against the cost of creating a solution to address these problems. It may be that these scenarios are not realistic and can be discounted as a serious concern.
The OMA DM service does provide a notification feature that can be implemented over SMS.  This notification feature may be enhanced to incorporate feature disabling capabilities.
Co-Ordination of Disabling mechanisms between 3GPP and OMA DM

If 3GPP finds it necessary to define its own mechanism for disabling of UE capabilities it will be necessary to co-ordinate the use of this feature with the OMA DM servers that are operational within the operator network. There needs to be a way that the OMA DM Server can detect or know when the 3GPP network operator has disabled a feature via an internal infrastructure mechanism. This is to ensure that actions taken by an operator using the 3GPP Selective Disabling Feature are not reversed or otherwise circumvented by the OMA DM Servers. A specific type of “red alert” communicated between the 3GPP operator and those controlling the DM Servers needs to be designed into the 3GPP Selective Disabling feature ensuring the DM Severs are aware of changes made by the 3GPP infrastructure.






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































