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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

To ensure that 3GPP users and network operators are protected from the effects of misbehaving mobile stations, in the case in which the effects have not been mitigated by preventative measures, it is necessary for network operators to be able to selectively disable services on the misbehaving MS.  The requirements for this capability are defined in TS 22.011, Section 4.5. 

There is a need to select the optimal service architecture that delivers the Selective Disabling of UE Capabilities functionality. This TR provides a study of the different possible service architectures.

For reference the text from this CR to 22.011 is presented below:

4.5
Control of UE Capabilities

To protect the user from the effects of a misbehaving UE (e.g causing additional charges, degraded performance) and to protect the network operator's network capacity, including radio resources and network signaling and processing, means shall be provided for the HPLMN and the VPLMN to provide an indication to the UE as to which network provided services or functions it is not allowed to use.

The Selective UE Capabilities list, shall be maintained in the UE and the UE shall not request any services indicated as disabled. At registration the HPLMN or VPLMN may interrogate the status of the list and provide a new list.

The Selective UE Capabilities list shall not be deleted at switch off and will remain valid until the network provides a new list. The Selective UE Capabilities list relates to the ME and not to the subscription.

It should be ensured that UEs are not maliciously or accidentally disabled, or kept disabled, and there shall be a mechanism for restoring disabled UEs in all situations (e.g. in the case that the serving network does not support the control of UE Capabilities).

The UE should use the indications given in the Selective UE Capabilities list to inform the user of the non-availability of services or functions. 

There shall be a means for the network to provide an optional customer service number(s) which can be used, by the user, to assist in determining the cause of non-availability of specific services. The specifications should also provide the capability for the network to include an optional text string that will be displayed by the UE. 

The UE Capabilities list shall take precedence over subscribed services.

The services to be included in the list are: 

- Call Control functions

- Supplementary Services

- Emergency Calls (including the (U)SIM-less case and subject to regional regulatory requirements, i.e. emergency calls shall not be disabled in regions where support of them is required)

- SMS, via CS and PS

- LCS, via CS and PS

- GPRS based services

- MBMS

- IMS
1
Scope

The present document presents an assessment of different service architecture implementations for the new Selective Disabling of UE Capabilities specified in TS 22.011, Section 4.5. 

For each service architecture the document provides:

· A detailed description of the architecture 

· An assessment of the architecture against the SA1 requirements described in TS 22.011, Section 4.5.

· An assessment of the architecture’s strengths and weaknesses 

The document provides a conclusion identifying the preferred service architecture of the SA2 TSG.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Identification System: A system used to identify a ‘misbehaving’ UE through analysis of the network traffic that it creates. The nature of the system is out of scope of this document.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

IS
Identification System

4 Analysis of Possible Architectures

4.1


Architecture 1 

4.1.1

Architecture 1: Description

Figure

Figure 1: Architecture 1 Information Flow

4.1.2

Architecture 1: Assessment against SA1 requirements

4.1.3

Architecture 1: Strengths and Weaknesses

4.1.3.1

Security 

4.1.3.2

Customer Care

4.1.3.3

Roaming

4.1.3.4

Operational Aspects for Deployment
[Editors note: This sub-clause should cover operational aspects of deployment such as: Equipment/Nodes impacted (E.g. SGSNs, UEs, (U)SIMs), number of nodes impacted and estimated timescales to deploy complete service architecture]

4.2


Architecture 2 

4.3


Architecture 3 
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Conclusion

[Editors Note: This clause details the preferred service architecture] 
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