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1. Introduction

A lot of good work has gone into the issue of WLAN network selection.  However, a focus has emerged which seems to make it essential to “select the correct WLAN and interworking VPLMN correctly the first time”.  This has resulted in several schemes that becoming increasingly more complicated.

This paper asserts that either this solutions must become much more complicated, or can return to simpler approaches without harm.
2. Analysis 
Network selection is a critical task in the GSM and GPRS networks.  Given the time and (literal electrical) energy it takes to find and lock onto a network, it is worth having a complicated procedure to do this task.  Dozens, if not hundreds of radio channels must be examined to determine which network to use.  The radio interface is specifically optimized to broadcast helpful information, but even then the task takes tens of seconds (if not minutes!) to complete.
WLAN, however, is a different environment.  Instead of hundreds of radio channels, 802.11b, for instance, only supports 11.   Many environments will only have 3 or 4 active channels which may be selected.  This, by itself, reduces effort required to examine a specific network.

The other major difference in these environments is security. A GSM handset is reasonable certain, for instance, that the radio frequencies it is examining belong to some legitimate operator.  An illegal operator is easy to detect by the legitimate operators, and governments in most countries will prevent an illegal operator from broadcasting.  This reduces the need for a GSM handset to worry about “spoofing” attacks when selecting a network.

This is NOT the case in the WLAN environment.  It is very legal (in most countries) for individuals to own 802.11b equipment, and configure it in any way it pleases them.  The cost of the equipment is minimal, and most of our delegates probably have enough equipment with them, or in their homes to broadcast as an 802.11b access point.  Given the low cost and general availability of this equipment, it will be inevitable that some “hackers” will set up WLAN equipment to emulate the WLAN equipment used by an operator or an operator’s business partner.

This is not just difficult for a 3GPP UE to detect… it is impossible!  There would be NO information that would be provided on a legitimate system that an “illegitimate” system could not duplicated.  This would include SSID values, authentication requests, EAP messages describing “supported VPLMN networks” and the like.  The only point at which the fraud will be detected is when a “mutual authentication” occurs, and the UE determines the current network fails this test.  This currently occurs first during PDG Tunnel setup, which is a considerable number of steps away from the initial tunnel setup.
“Direct” solutions to this could be developed.  “Initial challenges” could be organized so that a UE could determine this is a legitimate network, or “new RF interfaces” developed specific to 3GPP!  Much of this work would not be able to be used on existing infrastructure, however, and would undermine the goal of using existing systems to support this work.

The more appropriate solution may seem counter intuitive: Let the deception continue UNTIL PDG Tunnel set occurs, and then take action.  This will only take a matter of a few seconds on most systems, and (hopefully) most accesses will not take place in an environment where there are fraudulent systems!  If a fraud is detected, then the current system is rejected from consideration, and the next candidate WLAN system is used instead.

Assuming that only a few seconds are used for each system, then checking all possible available WLAN systems would take less than a minute.

3. Summary and Conclusion

Much of the work on network selection has been useful. Given several candidate WLAN networks, it is necessary to specify how the WLAN will choose an initial selection.  However, as this paper discusses, the consequences of selecting a wrong network first are NOT catastrophic and can be easily recovered.  Adding complex the system to avoid such a wrong choice is possible, but results in a complicated system to prevent a problem which is very easy to solve.  

HP would suggest that either the work on Network Selection start developing mechanisms for initial mutual authentication, or preferably, simply document a simple approach for selecting a WLAN network, and recovering if it is an incorrect choice. 




















































































































































































