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1 Introduction

In the deployment of "early" IMS using IPv4, it is likely that these "early" systems do not fully support all the features defined in either R5 or R6 systems. If these “early” systems do not provide all the necessary R5 or R6 security features then interim solutions will be needed to maintain security. There needs to be a smooth and cost effective migration path for operators who deploy interim security solutions for IMS-based services to migrate to 3GPP compliant security solutions as soon as suitable products become available at an acceptable cost. However, it is recognised that terminals based on any interim security solution will need to be maintained even after 3GPP compliant terminals are deployed. The interim solution shall therefore be required to co-exist with the existing solution. In particular, it shall be possible for the SIP/IP core to differentiate between a subscription using an interim security method and a subscription using 3GPP security. To maximise interoperability with earlier IMS terminals, the impact of the interim security mechanism on the terminal should be kept to a minimum.

Currently, the main requirement is to support secure access over the 3GPP PS domain (including GSM/GPRS and UMTS). Access based on WLAN scenario 2, or other alternative access networks, is a lower priority at this time. 

2 Key factors in initiating this work

The primary stimulus for this work is that the anticipated pre-IMS security mechanisms may restrict the tariff models that operators can utilise. Conversely, with the small network enhancements described within this paper, operators can obtain much greater flexibility in their tariff models.

Another factor to consider is that, while USIMs are expected to be readily available, many “early IMS implementations” might be software clients that are installed on 2G-only mobiles, and, these 2G-only mobiles might not support the interface to the USIM (instead they just use the SIM module on the UICC).

3 Problem

To understand what controls are needed to address the security requirements, it is useful to describe some of the threat scenarios that we are trying to address. The threats include: Impersonation on IMS level using an IMS public user identity of an IMS user, IP address spoofing, and the two combined.

Threat scenario 1: Impersonation on IMS level using the public user identity of an innocent user

· Attacker A attaches to GPRS, GGSN allocates IP address, IPgprs-a

· Attacker A registers in the IMS using his IMS identity, IDims-a

· Attacker A sends SIP invite using his own source IP address (IPgprs-a) but with the IMS identity of B (IDims-b).

If the binding between the IP address on the bearer level, and the public and private user identities is not checked then the attacker will succeed, i.e. A pays for IP connectivity but IMS service is fraudulently charged to B. The fraud situation is made worse if IP flow based charging is used to ‘zero rate’ the IP connectivity. 

The major problem is however that (without this binding) multiple users within a group “of friends” could sequentially (or possibly simultaneously) share B’s private/public user identities, and thus all get (say) the push-to-talk service by just one of the group paying a monthly subscription. Without protection against this attack, operators could be restricted to IP connectivity based tariffs. This is unlikely to provide sufficiently flexibility in today’s market place. 

Threat scenario 2: IP spoofing

· User B attaches to GPRS, GGSN allocates IP address, IPgprs-b

· User B registers in the IMS using his IMS identity, IDims-b

· Attacker A sends SIP messages using his own IMS identity (IDims-a) but with the source IP address of B (IPgprs-b)

If the binding between the IP address that the GGSN allocated the mobile in the PDP context activation and the source IP address in subsequent packets is not checked then the attacker will succeed, i.e. A pays for IMS service but IP connectivity is fraudulently charged to B. Note that this attack only makes sense for IMS services with outgoing traffic only because the attacker will not receive any incoming packets addressed to the IMS identity that he is impersonating.

Threat scenario 3: Combined threat scenario

· User B attaches to GPRS, GGSN allocates IP address, IPgprs-b

· User B registers in the IMS using his IMS public identity, IDims-b

· Attacker A sends SIP messages using IMS identity (IDims-b) and source IP address (IPgprs-b)

If the bindings mentioned in scenarios (1) and (2) are not checked then the attacker will succeed, i.e. A fraudulently charges both IP connectivity and the IMS service to B. Note this attack only makes sense for IMS services with outgoing traffic only because the attacker will not receive any incoming packets addressed to the IMS identity that he is impersonating.

There are of course many other threats, but which are outside the scope of this discussion paper.

4 Overview of Proposed Solution

The mechanism works by creating a secure binding in the HSS between the public/private user identity and the IP address allocated to the user at the GPRS level. To do this, the GGSN provides the user’s IP address / MSISDN pair to the HSS when a PDP context is activated towards the IMS system. The HSS has a binding between the MSISDN and the private user identity, and is therefore able to store the IP address from the GGSN against the user’s private user identity. The GGSN informs the HSS when the PDP context is deactivated/modified so that the stored IP address can be deleted/changed. When the S-CSCF receives a SIP registration request or any subsequent requests for a given IMS identity, it checks that the IP address in the SIP header is the same as the IP address that was stored against that subscriber’s private user identity in the HSS. 

The mechanism assumes that the GGSN does not allow a mobile to successfully transmit an IP packet with a source IP address that is different to the one assigned during PDP context activation. In other words, the GGSN must prevent “source IP Spoofing”. The mechanism also assumes that the P-CSCF checks that the source IP address in the SIP header is the same as the source IP address in the IP header received from the mobile. 

The mechanism prevents an attacker from using his own IP address in the IP header but spoofing someone else’s IP address in the SIP header, so that he pays for GPRS level charges, but not for IMS level charges. The mechanism also prevents an attacker spoofing the address in the IP header so that he does not pay for GPRS charges.

5 Detail of Proposed Solution

Figure 1 below shows an example of a possible message sequence for the proposed interim security solution. The figure misses out some of the steps that are unchanged.

Network provision of mobile’s IP address to HSS during PDP context activation

During PDP context activation request for IMS, the GGSN needs to provide the HSS with the IP address allocated to the mobile during the activation procedure. This may be done in a number of already documented ways, that may not need standardising:

1) A RADIUS server is located within the HSS and therefore the GGSN sends a RADIUS "ACCOUNTING-REQUEST START" message to the RADIUS server attached to the HSS. The message shall include the UE’s IP address and MSISDN (at least). The behaviour and format of the message shall be compliant with 3GPP TS 29.061. On receipt of the message, the HSS shall use the MSISDN to find the subscriber’s IMS identity (derived from IMSI) and then store the IP address against the IMS identity. 

2) The AAA architecture of used in I-WLAN may be re-used i.e. the 3GPP AAA Proxy or Server and its capability to perform RADIUS to DIAMETER conversion such that the HSS will not specifically need to support RADIUS.

As a result of these procedures, the GGSN shall not accept the PDP context activation if the message exchange is not successfully handled by the HSS. 

During PDP context deactivation, the GGSN sends an appropriate message (e.g. Accounting-Request Stop) to the HSS (e.g. triggered by expiry of the idle timer in the GGSN). The HSS will then start the 3GPP HSS-initiated de-registration procedure in IMS. 

Protection against IP address spoofing in GGSN

All GGSNs that offer connection to IMS shall implement measures to prevent source IP address spoofing. Specifically, a UE attached to the GGSN shall not be able to successfully transmit an IP packet with a source IP address that is different to the one assigned by the GGSN during PDP context activation. If IP address spoofing is detected the GGSN shall drop the packet and log the event in its security log against the subscriber information (IMSI/MSISDN).

Source IP address checking in the P-CSCF 

The P-CSCF shall check the IP address in the “sent-by” parameter of the top “Via” header field according to section 18.2.1 of RFC 3261. Specifically, if the host portion of the "sent-by" parameter contains a domain name, or if it contains an IP address that differs from the source IP address of the packet carrying the SIP message, the server adds a "received" parameter to that Via header field value. This parameter MUST contain the source IP address from which the packet was received. After this processing, the P-CSCF forwards the SIP message to the I-CSCF.

Source IP address checking in the S-CSCF 

S-CSCF shall use the IMS public user identity (private if the request is a SIP REGISTER) to retrieve the IP address stored during PDP context activation. For all requests, the S-CSCF first checks whether a “received” parameter exists in the top “via” header field. If a “received” parameter exists, S-CSCF shall compare the IP address recorded in the “received” parameter against the UE’s IP address stored during registration. If no “received” parameter exists in the top “via” header field, then S-CSCF shall compare IP address recorded in the “sent-by” parameter against the IP address stored by the HSS during PDP context activation. In both cases, if the HSS retrieved IP address and the IP address recorded in the “via” header do not match, the S-CSCF shall reject the registration or subsequent procedures with the appropriate error code.

It should be noted that if the request sent is a REGISTER, then the S-CSCF shall always query the HSS to retrieve the IP address registered during PDP context activation. The S-CSCF shall also implement procedures to recover the registration information stored in case of a system failure. 

Identification of terminals supporting the interim solution

At some stage, it is expected that both fully 3GPP compliant terminals and terminals implementing only the interim security solution will access the same IMS. Therefore some identification of which kind of terminal is needed and is for further study (e.g. possibility to use a “poc-token” as defined in OMA PoC specifications).

Issue with this proposed interim solution

If public – private address translation or IP version interworking is to be employed between the P-CSCF and S-CSCF (as shown in Annex A.1), the interim security may be bypassed as during translation if a SIP-ALG modifies the "via" field within the SIP message as this causes a mismatch between the IP address stored in the HSS and that read by the S-CSCF. 

Completion of the proposed interim solution

It is proposed that the complete analysis of this interim solution is completed in SA3. Further investigation is needed into the monitoring subsequent SIP requests (after the initial registration). 


[image: image1.wmf]UE 1

GGSN

P-CSCF

S-CSCF

PDP Context Activation Request

PDP Context Activation Accept

(PDP Address Allocated: 

ff.ee.dd.cc)

RADIUS/

HSS

Accounting Request Start (PDP

Address Allocated – 

ff.ee.dd.cc,

+ MSISDN)

Accounting Request 

Ack

SIP REGISTER

(

via: "sent-by" -

aa.bb.cc.dd)

(

private user id of UE1)

IP

src: 

aa.bb.cc.dd

Check source IP

address against SIP

"via" field

SIP REGISTER

(

via: "sent-by" -

aa.bb.cc.dd

"

received" – 

aa.bb.cc.dd)

(

private user id of UE1)

.

.

Cx-Pull

(

private user id of UE1)

Cx-Pull-Resp

(IP Address stored 

ff.ee.dd.cc)

Check "received" IP

address against HSS

stored IP address

SIP: 403 Forbidden

UE 2

(

previously allocated IP

address: 

aa.bb.cc.dd)

GGSN checks for IP

address spoofing

SIP REGISTER

(

via: "sent-by" -

aa.bb.cc.dd)

(

private user id of UE1)

IP

src: 

aa.bb.cc.dd

Map private user id to

MSISDN to retrieve

associated IP address


Figure 1. Possible Message Sequence for Interim Security Solution showing identity theft

6 Proposed Changes to TR 23.881

It is proposed that as a result of this discussion paper, the following change to TR 23.881 is approved. This change documents the need to carry the IP address, allocated to a PDP context for IMS, over the Cx interface to allow this interim security solution to work. The remaining details of the solution are to be documented by other WGs.

***** First Modified SECTION ******

5.1.3
IP Versions in UE and P-CSCF

IMS security relies heavily on the security association between UE and P-CSCF: IPSec is used between P-CSCF and UE. Any intermediary node between UE and P-CSCF, which changes the IP messages exchanged, would create serious security problems and require significant changes to the IMS security architecture. Moreover, if SIP compression is used between P-CSCF and the UE, then SIP messages cannot be read or modified by intermediate nodes. In addition mechanisms for P-CSCF discovery would require modification if IP version interworking was applied between UE and P-CSCF.

Thus it is recommended and assumed in this TR that SIP communication between UE and P-CSCF either uses IPv4 or IPv6 without intermediaries changing the IP version.
Additionally, if the UE does not support all the security functions, the network shall use an interim security solution detailed in Annex B and the above assumption also remains valid. 
******* ADDITIONAL SECTION  ********

Annex B:
Interim security solution
If a UE does not support all the security functions defined in 3GPP TS 33.203, the network shall support an interim security solution. The interim solution relies on binding the IP address allocated to the UE during the establishment of the bearer associated with the IMS registration to the IMS Identities( public and private user identities). For a UE and user that is not already registered, the S-CSCF shall be able to obtain and store the IP address allocated during the Registration procedures from the HSS alongside the remainder of the IMS subscription data, i.e. the Cx-Pull in subclause 5.2.2.3 in TS 23.228 [4]. 
The obtained IP address shall then be compared with the IP address of the originator of the message. If there is a mismatch then the request shall be rejected. 
A known issue is where public – private address translation or IP version interworking is to be employed between the P-CSCF and S-CSCF (as shown in Annex A.1), the interim security may be bypassed during translation if a SIP-ALG modifies the "via" field within the SIP message as this causes a mismatch between the IP address stored in the HSS and that read by the S-CSCF. This subsequently will cause the IP address checking to fail at the S-CSCF.
Editor's Note: The full details of the interim security solution are to be standardised by SA3.
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Figure B-1: Possible message sequence for interim security solution showing identity theft
_1142765668.doc


UE 1







GGSN







P-CSCF







S-CSCF







SIP REGISTER



(via: "sent-by" -aa.bb.cc.dd)



(private user id of UE1)







PDP Context Activation Request







PDP Context Activation Accept



(PDP Address Allocated: ff.ee.dd.cc)







RADIUS/HSS







Accounting Request Start (PDP Address Allocated – ff.ee.dd.cc, + MSISDN)







Accounting Request Ack







IP



src: aa.bb.cc.dd







Check source IP address against SIP "via" field







SIP REGISTER



(via: "sent-by" -aa.bb.cc.dd



"received" – aa.bb.cc.dd)



(private user id of UE1)







.



.







Cx-Pull 



(private user id of UE1)







Cx-Pull-Resp



(IP Address stored ff.ee.dd.cc)







Check "received" IP address against HSS stored IP address







SIP: 403 Forbidden







UE 2



(previously allocated IP address: aa.bb.cc.dd)







GGSN checks for IP address spoofing







IP



src: aa.bb.cc.dd







SIP REGISTER



(via: "sent-by" -aa.bb.cc.dd)



(private user id of UE1)







Map private user id to MSISDN to retrieve associated IP address












