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1. Introduction
SA plenary asked for further information on the support of MMS over WLAN. Previous SA2 discussions on this topic have suggested that no work was required because MMS can operate over any IP connection. Thus there should be no need for MMS to interact with the WLAN-specific elements.

This contribution considers in more detail whether this is in fact true.

2. Release 6 MMS architecture

MMS architecture (Stage 2) is specified in 23.140, currently at version 6.5.0 (2004-03), although this document appears to define much more than traditional “Stage 2” functional architecture and information flows.

The interface of concern when considering MMS over WLAN is the MM1 interface between the client and the MMS Relay/Server. Two implementations of this interface are described in Annex B to 23.140, the WAP Implementation and the IP based implementation.
2.1 WAP based implementation

The introduction to this part of the Annex in 23.140 states:
“This informative annex shows how MMS will be implemented using the WAP MMS specifications suite. The WAP Forum has created MMS specifications in response to a request from 3GPP to include MMS as part of WAP. At the time of writing, the WAP MMS specifications are still under development in the WAP forum.”

The WAP forum has been absorbed into OMA, although this happened somewhat earlier than the time of writing of the above text (that is, the approval date of the document, March 2004).

The WAP implementation of MMS uses the WAP Session Protocol (WSP), which is carried over the WAP Datagram Protocol (WDP), which in the environments of concern to 3GPP is just UDP over IP. Once IP connectivity is established between the terminal and the network hosting the WAP/MMS servers, then this protocol can operate in exactly the same manner as over GPRS or Circuit Switched Data (although see below with respect to authentication).

The WAP implementation of MMS also utilises WAP Push technology to deliver MMS notifications to the UE. The notification is actually delivered to the client using the WAP Push Over-The-Air protocol, which again is delivered over WSP/WDP. In this case, WDP may be carried over SMS. This would be necessary, for example, if the client did not have IP connectivity over which the notification could be delivered.

2.2 IP based implementation

The introduction to this part of the Annex in 23.140 states:
“This informative annex conceptually demonstrates how IP based MMS would be fulfilled using standard internet transport and email protocols.

It is not expected that fully featured implementations of MMS will be realised using existing IETF protocols until additional capabilities are included to support all aspects of MMS. It is anticipated that in due course, these new capabilities will be standardised by appropriate standards organisations and will be described in a future release of the present document.”

The Annex then briefly describes the use of standard IETF protocols such as SMTP, POP3, IMAP and HTTP for the support of MMS.

3. Open issue

This section describes some issues which appear to be open with respect to MMS support over WLAN, based on the above specification.

3.1 Status of specification work

According to the above quoted Annex, both the WAP implementation and the IP implementation of MMS are work-in-progress. The former in OMA WAP group and the latter in the IETF, presumably in the LEMONADE working group.

3.2 Authentication

TS23.140 states in section 8.1.1:

“On the MM1 reference point an underlying authentication mechanism should be available. 

The network-provided MMS User Agent’s ID (e.g. MSISDN or IMSI) should be made available to the MMS Relay/Server by the RADIUS mechanisms defined in [54]. This ID should be used to authenticate the MMS User Agent.”

The implication of this appears to be that RADIUS is used to bind the users identity (MSISDN or IMSI) to their IP address at the MMS server. It must then be assumed that the IP connection between client and MMS server is secure against address spoofing or other attacks.

If this approach is to be used with MMS over WLAN, then a similar mechanism would be required to bind IP address to user identity. It is presently under discussion within CN3 whether the Wi interface should include the same RADIUS interactions as the Gi interface. If these are provided, then they can be used for MMS in exactly the same way as for GPRS. However, unlike GPRS, the PDG already performs a AAA interaction over the Wm interface, in order to authenticate the user and authorise the connection. It should be considered whether a second AAA exchange, in the form of a Wi RADIUS interaction, is required or whether Wm is sufficient.
3.3 Support of MMS notifications

It is not clear from 23.140 whether MMS notifications for the WAP-based implementation are always sent using SMS transport, or whether IP is used when an IP connection to the UE is available.

In the case of WLAN, several options remain open for the implementation of SMS. In particular, MMS may be one of the implementations for SMS, in which case SMS transport could not be used for MMS notification!

However, in the case of WLAN, we can assume a long-lived connection to the IP network, established when the UE enters the WLAN. Such a connection would be required for SMS anyway, according to the agreed architecture.

Therefore, there should be no need to ever use SMS transport for MMS notifications when the user is connected over WLAN. Such notifications can always be delivered over IP.

4. Proposal

We propose:

1) to discuss whether a separate RADIUS interaction is required on the Wi interface (to inform MMS servers of the binding between MSISDN/IMSI and IP addresses) or whether the Wm interaction is sufficient.

2) to make appropriate updates to 23.234 to reflect the result of the above discussion

3) to liaise to T2, OMA WAP and IETF LEMONADE groups to confirm/clarify the above points. Specifically:

· Will protocols for the IP implementation of MM1 be available in the Release 6 timescale ?

If so, we suggest this is the obvious choice for MMS implementation over WLAN

· When IP connectivity is available to a UE (as indicated by the RADIUS interaction), is it possible to send MMS notifications over this connection, instead of SMS ?
































































































