3GPP TSG-SA WG2 meeting #37                           
Tdoc S2-040284

Innsbruck, Austria 12th – 16th January 2004
_______________________________________________________________________________

Title:

Proposed Security Text in Section 8 Based on TR 23.877

Source:

Vodafone 
Agenda Item:

9.9

Document for:
For Discussion and Approval
1.
Introduction

This paper proposes the security text in section 8 based on the version of TR 23.877 v1.0.0.

2.
Stage 1 Requirements – 22.243

The stage 1 specification in TS 22.243 contains the following requirements on Security.  

Note that the stage 1 uses the following abbreviations:

SRF – Speech Recognition Framework

DSR – Distributed Speech Recognition
“8
Security 

The "Security Threats and Requirements" specified in 21.133 [1] shall not be compromised.

It shall be possible to deny unauthorized access to 3GPP SRF-based automated voice services. An authorization may be based on the following,

· Identity of the accessing user agent, server or device 

· The destination user, device or user agent

Third parties shall have authorization from the User and PLMN Operators in order to access 3GPP SRF-based automated voice services. 

It shall be possible to reconstitute PCM samples from DSR packets so that the user’s spoken command can be transcribed at a later time, if required. “

3
Impacts on stage 2 – System architecture

According to the stage 1 requirement, any of authorized access should be permitted/any of unauthorized accesses should be denied. This means that system architecture should provide the capability to control access to an HPLMN based ASR platform. Typically this will need the system to store the user’s registration information for speech-enabled-services and to check the identity of users when they access the ASR server.

In CS domain, the HPLMN uses an “operator specific” – Operator determined Barring category to indicate (non) permission to permit or bar access to the ASR server.

In PS domain, the ASR server uses the MSISDN received from RADIUS to check with an administration database whether the user is allowed to access the service. 

In IMS domain, the ASR uses the public and/or private identity in the SIP messages to check with an administration database whether the user is allowed to access the service.. There is no change required for IMS domain.

According to the stage 1 security requirements, the ASR server in a PLMN should allow an authorized access from 3rd party, 3rd parties shall have authorization from the User and PLMN Operators. The interface between ASR server and 3rd party should be secured either via IPsec or OSA/Web service security, etc mechanism.
Also, a certain degree of application level security mechanism might be needed, such as a bank needs to check a user’s identity via voice before providing the bank services. However, the application level security is out of scope of this technical report. E.g. verification of customer credentials; speaker recognition; or other use of biometric authentication technology could be standardized in other bodies.
4. Proposed Text in Section 8 of TR 23.877

8.
Security

The system architecture should provide the capability to control access to an HPLMN based ASR platform. Typically this will need the system to store the user’s registration information for speech-enabled-services and to check the identity of users when they access the ASR server.
In the CS domain, the HPLMN could use an “operator specific” – Operator Determined Barring category (see stage 2 in 3GPP TS 23.015 “Technical realization of Operator Determined Barring (ODB)”) to indicate whether to permit or bar access to the ASR server. 

In the PS domain, the ASR server could use the MSISDN received from RADIUS to check with a service registration database whether the user is allowed access.

In IMS domain, the ASR uses the public and/or private identity in the SIP messages to check with an administration database whether the user is allowed to access the service. 

To allow the PLMN to control access from 3rd parties, the interface between ASR server and 3rd party should be secured by a mechanism such as IPsec, OSA/Web service security, etc.
The application level security is out of scope of this technical report. E.g. verification of customer credentials; speaker recognition; or other use of biometric authentication technology could be standardized in other bodies.
5. 
Conclusion

We would like the proposed text in Section 4 to get agreed and the actual text can be put into current TR 23.877. Also, the “3GPP stage 2 23.015 Technical realization of Operator Determined Barring (ODB)” is needed to be added in the reference section.

