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Discussion

Contribution S2-034347 from SA2#36 proposed a simple W-APN resolution mechanism based on DNS resolution of a PDG-FQDN in the UE itself. However a more detailed description of the DNS resolution procedure is currently missing. This contribution provides a more detailed view on the DNS resolution process.
At the beginning we assume that scenario 2 authentication and authorization based on EAP-SIM or EAP-AKA was successfully performed. As a consequence the UE has selected a preferred visited network identified by its MNC and MCC. 
The UE is now allowed to use DHCP to get
· A local IP address

· The address of a default router in the WLAN

· The address of a local DNS server in the WLAN

Like the NAI in the authentication process the UE has to indicate the selected visited network and the home network in the W-APN, e.g. <wapn id>.<home plmn id>.<visited plmn id>.3gppnetwork.org.
The local name server in the WLAN is configured to forward DNS requests for the zone <visited plmn id>.3gppnetwork.org to a name server in the VPLMN, which may be hosted together with a NAT on the WAG. Requests to other zones (except the own zone) are forwarded to a name server in the Internet.
The name server in the VPLMN is configured in the same way as the local WLAN name server. It forwards requests for the zone <home plmn id>.<visited plmn id>.3gppnetwork.org to a name server in the HPLMN. Requests and responses between name servers in the VPLMN and HPLMN may be connected through the operator’s GPRS roaming network so that the name servers are not accessible from the Internet.
The name server in the HPLMN can implement a simple type of load balancing using the round-robin method: Create several A-records (address records) for <wapn id>.<home plmn id>.<visited plmn id>.3gppnetwork.org in a name server. The name server will use each time it gives an answer to a request another A-record. In fact this is not “real” load balancing as the name server does not recognize the current load of the PDGs but it provides an equal distribution of traffic to the PDGs. Real load balancing requires more sophisticated mechanisms.
To hide the PDG address resolved by the HPLMN name server from the UE the DNS Proxy in the VPLMN can change this address in the record to a private address (NAT functionality), which is routable from the WLAN to a Gateway (e.g. the WAG) in the VPLMN. NATting the address depends on operator configuration. The UE establishes the tunnel to the private address, which is “NATted” at the Gateway. The Gateway forwards the tunnel establishment request to the PDG.
Proposal

We propose the following changes in chapters 3.3 and 7.9.3 of TS 23.234 v2.3.0.
<<< First Modified Section >>>

3.3 Abbreviations
AP
Access Point

APN
Access Point Name

CCF
Charging Collection Function

CGw
Charging Gateway
DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

FQDN
Fully Qualified Doamin Name
IP-SM-GW
IP Short Message Gateway
NAT
Network Address Translation
OCS
Online Charging System

PDA
Personal Digital Assistant

PDG
Packet Data Gateway

UE
User Equipment

WAG
WLAN Access Gateway

W-APN
WLAN APN

WLAN
Wireless Local Area Network

WLAN AN
WLAN Access Network

WLAN UE
WLAN User Equipment

<<< Next Modified Section >>>
7.9.3 Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers controlled by the PLMNs and to DNS servers available only to authorised 3GPP UEs (i.e. those UEs which have successfully connected to a 3GPP Interworking WLAN).
It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be shared across these PDGs.


The following chapter gives an overview of a sample network configuration to resolve a W-APN FQDN within the operator domains and the WLAN. As a prerequisite it is assumed that EAP based access authentication was successfully performed and the UE has selected a preferred visited network identified by its MNC and MCC. The UE gets a transport IP address, the address of a default router in the WLAN and the address of a local name server in the WLAN by DHCP.
Like the NAI in the scenario 2 authentication process the UE has to indicate the selected visited network and its home network in the W-APN, e.g. in the form <wapn id>.<home plmn id>.<visited plmn id>.3gppnetwork.org.

The local name server in the WLAN is configured to forward DNS requests for the zone <visited plmn id>.3gppnetwork.org (called the VPLMN suffix part of the W-APN FQDN) to a name server in the VPLMN, which may be hosted together with a NAT on a VPLMN Gateway, e.g. the WAG. Requests to other zones (except the own zone) are forwarded by the local name server to a name server in the Internet. 
The name server in the VPLMN is configured in the same way as the local WLAN name server. It forwards requests for the zone <home plmn id>.<visited plmn id>.3gppnetwork.org (called the HPLMN suffix part of the W-APN FQDN) to a name server in the HPLMN. Requests and responses between name servers in the VPLMN and HPLMN may be connected through the operator’s GPRS roaming network so that the name servers are not accessible from the Internet.
The name server in the HPLMN can implement a simple type of load balancing using the round-robin method: It is enough to create several A-records (address records) for <wapn id>.<home plmn id>.<visited plmn id>.3gppnetwork.org in a name server. The name server will use each time it gives an answer to a request the next A-record in the list. “Real” load balancing requires more sophisticated mechanisms.
The HPLMN name server responds the address record to the VPLMN name server. To hide the PDG address in the address record from the UE the VPLMN name server (acting as a DNS Proxy) may optionally (based on operator policy) change the PDG address to a private address 10.x.y.z routable in the WLAN to the VPLMN Gateway. The mapping between PDG address and private address is stored at the Gateway (NAT functionality). The WLAN access router has to be configured in a way that packets to 10.x.y.z are routed to the appropriate VPLMN Gateway while all other packets are routed to the Internet, which is the default route.
After the UE has received the address record it can establish a tunnel to the address contained in that record. If it is a private address, the VPLMN Gateway changes the private address to the stored PDG address and forwards the tunnel establishment request to the correct PDG.
The following figure illustrates the described W-APN resolution procedure.
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Figure X: W-APN resolution procedure
1. WLAN access authentication procedure between UE and AAA server based on EAP.

2. UE retrieves PLMN list from WLAN and selects a preferred VPLMN.
3. UE gets transport IP address, local name server and default router address via DHCP.

4. UE builds W-APN FQDN indicating VPLMN and HPLMN and sends DNS request to local name server.
5. Local name server inspects W-APN FQDN and forwards DNS request to VPLMN name server based on the VPLMN suffix part of the FQDN. VPLMN name server runs on a VPLMN Gateway that also hosts a NAT and probably a Firewall. This Gateway may be the WAG.
6. VPLMN name server inspects W-APN FQDN and forwards DNS request to HPLMN name server through GPRS roaming network based on the HPLMN suffix part of the FQDN.

7. HPLMN name server resolves W-APN using round-robin.

8. HPLMN name server responds to VPLMN name server with an address record of the W-APN.
9. VPLMN name server (acting as DNS Proxy) optionally changes the PDG address contained in the address record to a private address and stores the mapping between the two addresses. The private address must be routable within the WLAN to the VPLMN Gateway hosting NAT and VPLMN name server. Changing the addressses may be an option configurable by the operator.
10. VPLMN name server responds the address record to local name server.

11. Local name server responds the address record to UE.

12. UE establishes tunnel to the address contained in the address record. This may be a private address hosted by the VPLMN Gateway itself (otherwise it is the PDG address). This private address must be changed (“NATted”) at the VPLMN Gateway to the “real” PDG address. Thus the PDG address is not visible to the UE.
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