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Introduction

At the last SA2 meeting (New York) a contribution from Lucent proposed separating the Wr/Wb and Ws/Wc reference points as shown in the reference models. The proposal was rejected and discussion ensued about the nature of reference points in general. This continued via email and a consensus seemed to be reached that the two reference point pairs should each be combined, resulting in two reference points.

This contribution implements that apparent consensus.
Discussion

The two reference points Wr and Wb lie between the WLAN and the 3GPP AAA Proxy or Server. Wr is defined as carrying authentication and authorisation information and Wb carries charging-related information. Since a reference point can carry any number of different types of inforamtion and since Wr and Wb lie between the same two entities a new reference point is introduced that is the “sum” of Wr and Wb. This has been named Wa. 

Similarly Wd replaces Ws and Wc.

In most cases the changes to the TS involved a straightforward replacement of appearances of the terms Wr, Wb, Ws and Wc by the appropriate new terms. In addition the existing definitions of the reference points are merged into definitions for the new reference points.

Where a section has been updated the term “interface” has been replaced by “reference point”. This exercise should be repeated throughout the TS.

Proposed Changes

6. Definitions, symbols and abbreviations

…

3.2
Symbols

For the purposes of the present document the following symbols apply:

D'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Gr'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

      Wa

Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging  and control signalling)

Wd
Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control signalling)

Wf
Reference point between a CGw/CCF and a 3GPP AAA Server/Proxy

Wg
Reference point between a 3GPP AAA Proxy and WAG

Wi
Reference point between a Packet Data Gateway and an external IP Network

Wm
Reference point between a Packet Data Gateway and a 3GPP AAA Server

Wn
Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp
Reference point between a WLAN Access Gateway and a Packet Data Gateway

Wo
Reference point between a 3GPP AAA Server and an OCS

      

Wu
Reference point between a WLAN UE and a Packet Data Gateway

Wx
Reference point between an HSS and a 3GPP AAA Server

…

7. IP Connectivity for scenario 3

…

5.7.1
Principles

The WLAN UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. The tunnel shall be between the WLAN UE and the PDG. In the non roaming case, the PDG shall be in the Home PLMN; in the roaming case, the PDG may be either in the Home or in the Visited PLMN (both cases shall be supported).

 The following steps are performed after WLAN access authentication/authorisation:

1. W-APN resolution and discovery of the tunnel endpoint (PDG) IP-address is performed using the following procedures: 
 
-
Details of the APN resolution mechanism are FFS.

2. Tunnel establishment, including mutual authentication, shall occur between the WLAN UE and the PDG.
Note 1: Filtering attributes may be needed in order to enable the WLAN to enforce that the WLAN UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wa reference point. The WLAN sets up appropriate packet filters.

Note 2: The PDG is described in section 6.

The tunnel establishment is not coupled to WLAN access authentication/authorisation. The WLAN UE may establish several tunnels in order to access several external IP networks simultaneously. The external IP network selection is performed as part of the establishment of each tunnel. 

Editor's note: Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study.

…

6 Interworking Architecture 

…

6.1.1
Non Roaming WLAN Inter-working Reference Model
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Figure 6.1 Non Roaming Reference Model. The shaded area refers to scenario 3 functionality

…

6.1.2 
Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo reference points are intra-operator. The home 3GPP network interfaces to other 3GPP networks via the inter-operator Wd reference point.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server using the Wd reference point.     

It can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to WLAN Access Networks via the Wa reference point.
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Figure 6.2a.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Home Network (the shaded area refers to scenario 3 functionality)
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Figure 6.2b.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Visited Network (the shaded area refers to scenario 3 functionality)

…

6.2.2 3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that  resides in the Visited 3GPP Network.  The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server. 

-
Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

-
Reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users

-
Service termination (O&M initiated termination from visited network operator)

-
Protocol conversion when the Wa and Wd reference points do not use the same protocol

For Scenario 3 only:

-
Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network

-
Authorization of access to Visited network W-APNs according to local policy 

The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA Server or any other physical network node. 

…

6.3
Reference Points

6.3.1
Wa reference point 

6.3.1.1
General description

The Wa reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and charging- related information in a secure manner.  The reference point has to accommodate also legacy WLAN Access Networks.

Legacy logical nodes outside of 3GPP scope that terminate or proxy the Wa reference point signalling and do not support 3GPP AAA protocol shall require signalling conversion between the legacy AAA protocol  and the 3GPP AAA protocol.  

EAP authentication shall be transported over the Wa reference point.

6.3.1.2
Functionality

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

· Carrying data for authorization signalling between WLAN AN and 3GPP Network.
· Carrying charging signalling per WLAN user
-
Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.

-
When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination

To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscriber's charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wa reference point.

…







…

6.3.12
Wd reference point

6.3.12.1
General description

The Wd reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point shall be based on a single AAA protocol.
EAP authentication shall be transported over theWd reference point.

6.3.12.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

· Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA server
· Carrying charging signalling per WLAN user
-
Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

-
Used for purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks amongst which the roaming occurs




…

7
Procedures

…

7.2
WLAN Access Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 
2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

All EAP packets are transported over the Wa reference point.

A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
If the EAP authentication was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.

6
WLAN informs the WLAN UE about the successful authentication with the EAP Success message. 

7 3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

…

7.4
Cancelling WLAN Registration
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Figure 7.3
 Cancellation of WLAN Registration Procedure

1.
The 3GPP subscribers WLAN subscription is cancelled in HSS.

2.
HSS cancels subscribers WLAN registration in the 3GPP AAA Server by Wx reference point procedure "Cancel WLAN Registration". In the messages subscriber is identified by his permanent identity. 

3.
If the subscriber's connection still exists, Wa reference point procedure "Session Abort" procedure is executed towards WLAN.

4.
If the radio connection still exists, WLAN disconnects the radio interface connection by WLAN technology specific mechanisms. 


7.5
Disconnecting a Subscriber by WLAN
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Figure 7.4
 WLAN initiated disconnection procedure

1.
WLAN detects that a Session related to a WLAN UE should be terminated towards the 3GPP AAA Server, e.g. when the WLAN UE has disappeared from WLAN coverage.

 


WLAN initiates Wa Session Termination procedure towards 3GPP AAA server.  

2.
In case when the 3GPP AAA server decides to remove the WLAN UEs state from the 3GPP AAA server, the 3GPP AAA server notifies HSS using Wx procedure “Purge” that the WLAN registration in the 3GPP AAA Server has been cancelled.  HSS removes the state related to that 3GPP AAA server, e.g., the address of the serving 3GPP AAA server for the identified subscriber.

7.6
Disconnecting a Subscriber by Online Charging System
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Figure 7.5
 OCS Initiated Disconnection Procedure

1.
A subscriber is being online charged by 3GPP AAA server. 

2. 
OCS (online Charging System) denies credit request from the 3GPP AAA server for WLAN access. The possibly already retrieved online credit runs out.

3.
To disconnect the subscriber's connection, Wa reference point procedure "Session Abort" procedure is executed towards WLAN.

4. 
WLAN disconnects the radio interface connection by WLAN technology specific mechanisms

…

7.8
Charging online charged subscribers
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Figure 7.7 Charging Procedure for Online Charged Subscribers

1.
WLAN user is authenticated and authorized for WLAN access.   User profile is downloaded into 3GPP AAA server.  Part of the profile is information that the user is to be online charged.

2.

3GPP AAA server requests online charging credit from the OCS.

3.

OCS returns credit as time and/or volume quota

4.

Allocated quota is indicated to the WLAN AN

5.

WLAN AN monitors the quota consumption

6.

When quota is almost used, WLAN AN issues re-authentication message over Wa reference point. Used quota is indicated in the request

7.

3GPP AAA Server requests more credit from the OCS

8.

OCS returns credit as time and/or volume quota

9.

Allocated new quota is indicated to the WLAN AN

10.

User disconnects from WLAN

11.

WLAN AN reports the used quota to 3GPP AAA Server over Wa reference point.

12.

User account is debited / credit according the usage information in the final message

Note: In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local CGw/CCF over Wf reference point. In home network the 3GPP AAA Server may also report the usage to the CGw/CCF over the Wf reference point using offline charging procedures for statistical or other purposes.

…

Annex A (informative):
Refererence Points Signalling Flows

…

A.1
Signalling Sequences examples for Wa Reference Point

A.1.1
Authentication, Authorisation and Session Key delivery

The purpose of this signalling sequence is to carry WLAN UE - 3GPP AAA Server authentication signalling over the Wa reference point. As a result of a successful authentication, authorisation information and session keying material for the autenticated session is delivered from the 3GPP AAA Server to the WLAN. 

This Wa signalling sequence is initiated by the WLAN when authentication of a WLAN UE is needed. This can take place when a new WLAN UE accesses WLAN, when a WLAN UE switches between WLAN APs or when a periodic re-authentication is performed.

The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 
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Figure A.1.1 Signalling example on Wa Reference Point for Authentication and Authorisation

1. 
The WLAN initiates authentication procedure towards 3GPP network by sending Diameter_EAP_Request message to 3GPP AAA Server. This Diameter message carries encapsulated EAP Response/Identity message to 3GPP AAA Server. Message also carries a Session-ID used to identify the session within the WLAN.

2.
3GPP AAA Server performs the authentication procedure based on information retrieved from HSS/HLR. 3GPP AAA Server sends message Diameter_EAP_Answer to WLAN. This message carries encapsulated EAP Request message.  The content of the EAP Request message is dependent on the EAP type being used.  WLAN conveys the EAP Request message to the WLAN UE.

3.
WLAN UE responds to WLAN by a EAP Response message. WLAN encapsulates it into Diameter_EAP_Request message and sends it to 3GPP AAA Server. The contents of the EAP Response message is dependent on the EAP type being used.

The number of roundtrip Diameter signalling exchanges similar to the signal pair 2 and 3 is dependent e.g. on the EAP type being used.

2N. 
When 3GPP AAA server has successfully authenticated the 3GPP subscriber, the 3GPP AAA Server sends final Diameter_EAP_Answer message carrying encapsulated EAP Success message to WLAN. WLAN forwards the EAP Success message to the WLAN UE. 

This Diameter_EAP_Answer message also carries the authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) for the authenticated session. Message also carries the keying material from 3GPP AAA Server to WLAN to be used for the authenticated session by WLAN.

A.1.2
Immediate purging of a user from the WLAN access

The purpose of this signalling sequence is to indicate to the WLAN that a specific WLAN UE shall be disconnected from accessing the WLAN interworking service.

This signalling sequence is initiated by the 3GPP AAA Server when a WLAN UE needs to be disconnected from accessing WLAN interworking service. For example, a WLAN UE used by a 3GPP subscriber may need to be disconnected when the 3GPP subscriber's subscription is cancelled or when the 3GPP subscriber’s online charging account expires. 
The signalling sequence shown is based on Diameter. For signalling to WLANs using RADIUS the conversion defined in Diameter specification shall be used. 
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Figure A.1.2 Signalling example on Wa Reference Point for User Purging

1.
When 3GPP AAA Server needs to disconnect (e.g. after receiving an external trigger) a 3GPP subscriber from the WLAN access service, the 3GPP AAA Server sends a Diameter_Abort_Session_Request to WLAN. This message contains the Session ID by which the session is identified within WLAN.


2. 
WLAN responds by Diameter_Abort_Session_Answer as defined in Diameter. 

…

Annex E (informative): Information on the discussed tunnel switching alternative

E.1
Non Roaming WLAN Inter-working Reference Model

The 3GPP-WLAN Interworking reference model in the non-roaming case is shown in Figure E.1.1.
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Figure E.1.1 Non Roaming Reference Model

E.2
Roaming WLAN Inter-working Reference Model

Figure E.2.1 shows the 3GPP-WLAN interworking reference model in the roaming case.

The home network is responsible for access control. Charging records can be generated in the Visited and/or the Home 3GPP Networks.  The Wx and Wo reference points are intra-operator. The 3GPP network interfaces to other 3GPP networks, WLANs, and intermediate networks via the Wa reference point.

The 3GPP AAA Proxy relays access control signalling and accounting information to the Home 3GPP AAA Server.     

It can also issue charging records to the Visited Network's CGw/CCF when required.
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Figure E.2.1   Roaming Reference Model 
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