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1. Introduction

At the last SA Plenary meeting, the TS was judged not to be 80% stable.  This judgment was made in part because an editor’s note to Section 7 outlined several areas to be investigated that were not currently present.  Areas includes such items as registration, deregistration originated from the PDG and WAG, and network re-selection. 

This paper discusses registration and deregistration. Proposed text for relevant sections in TS 23.234 is also included.

2. Registration 
Registration is one of the more basic functions of the existing GSM and GPRS systems and notifies all the affected network elements (including the serving MSC, VLR, and HLR) a subscriber is present and available for service.  Registration is critical for many services, including call delivery and SMS.  It is also a basic component of customer care: when a customer complains their handset is not working, one of the first items checked is if the phone is registered properly in the network.

Registration is a separate process in the current network.  It is distinct, for instance, from PDP Context activation in GPRS.  This makes sense in the GPRS network.   After registration, an SGSN can deliver SMS messages and Page requests from the switched circuit system without a PDP Context being activated.  A subscriber may receive many paying services  in GPRS without activating a PDP Context.

This is not the case in the WLAN Architecture as currently defined.  A subscriber would not be able to receive a call or an SMS message, for instance, until they “activated a context” (i.e. set up a tunnel from the UE to the PDG).  The current architecture does not provide Customer Care or any network function with any means to contact the UE after except a tunnel.   Tunnel setup is essential to all Home Network provided services. This fundamental difference between GPRS and WLAN shows why it is reasonable to combine Registration with other WLAN related processing, and not consider it a separate process. 

2. 1 Definition of Registration

It could be argued that a separate Registration would be useful if subscribers that only want connection to the Internet, and no tunnel based services.  Such a Registration could provide the UE IP address and other information that is not available during the initial WLAN authentication.  This would allow customer care, for instance, to be able to send packets to the UE to check for connectivity and configuration problems.

This doesn’t seem to be useful, however.  Consider the case where customer care may indeed want to perform diagnostics on a subscriber’s UE.  Such an interaction would want to be authenticated, and secure.  An unsecured transaction to the UE would allow hackers to attack the UE, and an unsecured transaction to the network would allow hackers to attack the network.  What is needed is a secure, mutually authentication path for maintenance… e.g. a tunnel!   

This is not the only way this maintenance problem could be solved, but it seems a rather elegant solution.  A tunnel established for maintenance purposes could also be used to deliver call, SMS messages, and other “push” services.  Re-use of the existing Tunnel Setup process prevents the need for new maintenance procedures to be invented.

Bottom line: it reasonable to define Registration in the WLAN as having a tunnel established between the UE and the PDG (i.e. a UE with at least one tunnel established is considered Registered).   It also means that, unlike GPRS, an unregistered UE could receive service (e.g. WLAN only service).
2.1 Registration and Existing Processing

Initial interaction with the UE occurs in two distinct stages:

1. WLAN Authentication

2. Tunnel Setup

There is not enough information provided in the WLAN Authentication to perform a “complete” registration.  At the time the WLAN Authentication occurs, the UE has not yet been allocated a local IP address, which would be needed if the network needs to route packets to the UE.  A lot of important information is available, and will need to be stored, however.  This “limited registration”, for instance, would allow the 3G AAA server to detect accounting records sent from the wrong WLAN system.  Another example could be that UE’s that have not authenticated on a WLAN may not be allowed to set up a tunnel.

The next stage, Tunnel Setup, would allow the Registration processing to be completed.  Tunnel setup involves sharing a lot of information from both end points, including the associated addresses.  This information would be shared from the PDG to the 3G AAA Server, which would store it.  This would complete the registration.

It is also the case where the WLAN AP may send accounting information to the 3G AAA Server as the AP charges for WLAN activity.  This information is not required… but certainly may be received.  It will also probably reference the local IP address of the UE.  This information should be stored, but is suggested that since a tunnel is not established that this, the UE is still not “registered”.  

3.  Deregistration Approaches

Deregistration serves several purposes:

1. It allows the network to recover resources that had been allocated to a given UE.

2. It allows the network to remove service from a subscriber at will (e.g. the subscriber has run out of money in a pre-paid account, or the network has suffered a failure and wishes a graceful shutdown).

3. It allows the subscriber to indicate to the network they no longer desire services, and billing for this session should be halted.

The Editor’s Note indicates the 3G AAA Server, PDG, WAG, and UE can all request a de-registration.  Upon reflection, I believe the PDG and WAG should not be included.  The only case where these elements should be allowed to not respond to a request is a failure of some sort (hardware or capacity), and this has been handled at the protocol level for other elements.

Also the editor’s note did not indicate the 3G AAA Server may be in either the home network or in the visited network.   The principle as been agreed in the WLAN Drafting group that the visited 3G AAA Server has control over the visited network elements and this will require cases where the visited 3G AAA Server notifies the home 3G AAA Server that service is be suspended.  Cases showing deregistrations initiated by the UE, Home 3G AAA Server, and the Visited 3G AAA Server will all be needed. 

One issue about deregistration which needs to be considered is if deregistration removes tunnel services only, or if it also removes WLAN access also.  The suggestion here is that deregistration affects only tunnel services.  This mirrors the fact that a “complete” registration is only accomplished when a tunnel is set up.  Deregistration from the 3G AAA Server’s point of view would then be complete when all active tunnels were shut down.  Deregistration would not, however, mean an end to service.  The UE would still be authorized to send packets from the WLAN.  

Having the “de-authorization” for the WLAN organized as a separate process makes some sense, however.  Since the UE may never have set up a tunnel, the 3G AAA Server needs a way to remove the service that has been granted without relying on tunnel deregistration.  This can be done with the existing protocol, and this is the path that is suggested here.  So, in many cases, the UE upon a power down will do a deregistration to remove the tunnels, and leave the WLAN.  The 3G AAA Servers, in withdrawing all service would do a deregistration followed by a de-authentication on the WLAN to remove both levels of service.  It may also be legitimate to have this done if the subscriber is only to have “tunnel” service (i.e. “Scenario 3 only”).  It makes sense to have these as two separate procedures, however, even if (like WLAN authentication and tunnel establishment) they are performed together. 

One last issue is how the UE signals deregistration.  A special message could be used.  A simpler approach which is consistent with the definition of deregistration above is that UE closes its last active tunnel.  This would signal an event in the 3G AAA Server which could also send out the WLAN de-authorization if all service was to be removed from the subscriber at this time.  It may also be the case that nothing further is done, and the UE could continue to receive service at the WLAN.  

This does raise the issue, not resolved in this contribution, of whether the UE should have a tunnel 

4. Summary and Actions

Registration and deregistration have yet to be handled in the text of TS 23.234.  An examination of these tasks shows that in many cases existing protocols can be used to perform these tasks, but in some areas some new protocols are needed.  A clear understanding of the overall processing is necessary for the SA and CN groups to do their jobs effectively.

The following is suggested:

1. Agree in principle that registration is a part of the existing processing, and may take place over several existing processing steps (e.g. WLAN authentication and tunnel setup).

2. Agree on the definition of “Registered” as meaning a tunnel has been established.

3. Agree that the WAG and PDG do not have an ability to request a deregistration, but the Home and Visited 3G AAA Servers and the UE does.

4. Agreed that deregistration will remove all tunnels from a subscriber, and WLAN de-authentication will remove WLAN access.

5. Review and agree to the following text for TS 23.234.

First Changed Section:

7.2
WLAN Access Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). 
2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

All EAP packets are transported over the Wr reference point.

A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
If the EAP authentication was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN. Registration information indicating WLAN Service has been authorized is also stored.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.

6
WLAN informs the WLAN UE about the successful authentication with the EAP Success message. 

7
3GPP AAA server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity.  This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.

Second Changed Section

7.5
Disconnecting a Subscriber by WLAN
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Figure 7.4
 WLAN initiated disconnection procedure

1.
WLAN detects that a Session related to a WLAN UE should be terminated towards the 3GPP AAA Server, e.g. when the WLAN UE has disappeared from WLAN coverage.

 


WLAN initiates Wr Session Termination procedure towards 3GPP AAA server.  

2.
In case when the 3GPP AAA server decides to remove the WLAN UEs state from the 3GPP AAA server, the 3GPP AAA server notifies HSS using Wx procedure “Purge” that the WLAN registration in the 3GPP AAA Server has been cancelled.  HSS removes the state related to that 3GPP AAA server, e.g., the address of the serving 3GPP AAA server for the identified subscriber.  The registration state for the subscriber will also be updated in the 3GPP AAA Server .
Third Changed Section

7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.8. Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.  

A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2. Depending on internal configuration, the UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note: The configuration of the UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1. UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifierand performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures. 
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the UE continues with step 3. 

2.2. The UE selects a PDG from the list received in step 2.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server (via the 3GPP AAA proxy) for authorization of the UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. 
If the UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG. In this case, the UE continues with step 3 and the registration information for the subscriber is updated accordingly.
2.4. The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The details of this procedure are ffs.

3. Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1. UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures. 

3.2. The UE selects a PDG from the list received in step 3.1, and the establishment of an end-to-end tunnel is performed between the UE and this PDGs. The UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3. During the tunnel establishment, the PDG contacts the 3GPP AAA server for authorization of the UE and to retrieve the information required for the mutual authentication part of tunnel establishment. 

3.4. The PDG and WAG exchange information (via the AAA Server and Proxy) in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. This procedure is ffs.

Fourth Change: Added Sections

7.x  UE Initiated Tunnel Release

This information flow presents the generic message exchange necessary in order to release UE-Initiated tunnel.
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Figure 7.x Example message flow for WLAN UE-Initiated tunnel destablishment

1. The UE decides to release an established tunnel.

1.1. UE sends a request to the PDG indicating shutdown. 

1.2. The PDG honors the request, and notifies the 3G AAA Server

1.3. The 3G AAA Server will note the tunnel is shut down.  If this is the last tunnel the UE had open, the UE will be noted as “Deregistered”.  The 3G AAA Server will also notify the WAG (directly if in the home network, or via the visited network 3G AAA server if the WAG is in the visited network).

7.x  Home 3G AAA Initiated Deregistration

This information flow presents the generic message exchange necessary in order to close down all tunnels an UE has open, and move it to a Deregistered state.
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Figure 7.x Example message flow for WLAN UE-Initiated tunnel destablishment

1. The Home 3G AAA Server indicates to a PDG with an active tunnel to the UE that the tunnel needs to be shut down. 

2. The PDG performs a shutdown sequence with the UE.

3. The PDG notifies the 3G AAA Server when the tunnel is shut down. 

4. The WAG resources are released.  Steps 1, 2, 3, and 4 are repeated for each active tunnel.  When the last tunnel is shut down, the UE will be marked as de-registered.

5. The 3G AAA Server may optionally, based on subscription information, send a WLAN Deauthentication to the WLAN, completely removing all service from the subscriber.
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