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1. Overall Description:

SA WG2 has taken the working assumption that per user charging is a general requirement for Scenario-3 WLAN Interworking, concerning e.g. the user-data volumes tunnelled via the VPLMN when roaming. The assumption is that the per user charging data should be generated in both VPLMN and HPLM, irrespective of whether the services are delivered from HPLMN or VPLMN. Beside user billing itself, the main purpose is to enable reliable inter-operator settlements. The first Action for SA1 is to confirm (or question) this requirement. One alternative could be that per user charging is generated only in HPLMN and that when roaming, the VPLMN generates only charging information on per operator level if services are not directly offered in the VPLMN.
SA WG2 furthermore needs guidance on how to define “per user charging”. For instance, on which traffic attributes per user charging shall be based, e.g.

· Volume (byte count)

· Elapsed time

· QoS

SA WG1 is also asked to consider whether or not per user charging needs to be processed in real-time, for online charging purposes. 

These questions have emerged in an evaluation of End-to-End Tunnelling and the existing charging requirements.  The Wireless Assess Gateway (WAG) is located in the VPLMN in a roaming case, and may be the only function required by the VPLMN (optionally, the VPLMN may also provide Packet Data Gateway (PDG) functionality, but this is considered to be a minority of the cases).  End-to-End Tunnelling does not have the WAG terminate the tunnel; the tunnel simply passes through the WAG after the WAG collects any charging statistics. The implication of this is that there is no “trust relationship” exists between the UE and the WAG.  A packet that comes from an IP address associated with a UE will be accepted and passed on to the PDG.  As such, it would not be correct to say that a given packet comes from a given UE (although most often that would be the case).  What could be done is to note the destination of the data, the amount, and associated QoS.  This would allow the VPLMN to charge the HPLMN for this service provided. 

This also means that packets not from a legitimate user but accepted by the VPLMN would still be billed to the HPLMN.   This would normally be a small number of packets, but if a Denial of Service (DoS) attack was launched, it could generate a significant amount of traffic.  Contributions have already been accepted which show that the WAG could be modified to limit the “damage” to the network by limiting traffic through the WAG.  The network would continue to function, but a bill for such an attack would still be sent to the HPLMN from the VPLMN.

One solution is to require a trust relationship between the WAG and the UE (e.g. terminating the tunnel in the WAG).  Doing this would also imply “per-user” charging to be done as is currently being done in GPRS.  It would also mean abandoning the End-to-End Tunnel assumption, and the advantages that that approach offers.

2. Actions:

To SA1 group.

ACTION 1:   Confirm or challenge SA2 current working assumption that per-user charging is the general high-level requirement for WLAN-Interworking in Scenario-3, in both VPLMN and HPLMN.
ACTION 2:   To provide guidance on the definition per user charging, e.g. with respect to the attributes raised above.
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