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1. Introduction
Note: The source of this doc show the companies have contributes to this document for finding a APN solution.

Basing on the current proposals and discussions in the previous meeting, this doc proposes to combine the valid points or advantage of the current two W-APN resolution options together, to provide an acceptable resolution.

In the offline discussion, main agreements are:
1. Make the resolution functionality to be independent: W-APN Resolution gateway

(1) Authentication and authorization is necessary for resolution of target PDG, the network based resolution is preferred than the simple DNS resolution(answer all the query from any source without any authentication), 

If the APN resolution involves the user subscription (i.e. if it is not a simple address query), then for privacy reasons simple DNS is not appropriate for this.

2．Contact the AAA for the resolution and authorization (subscription check), VPLMN do not download the subscription for this purpose.
3. The W-APN resolution gateway can be in VPLMN or HPLMN?
HPLMN is agreed as the best location for the resolution gateway
Pre-configure the R-GW is possible, because it can be only one R-GW or very few of them, so make the discover of the R-GW simple, for DNS based discovery the UE cash the DNS result. This will also make it rely less on the DNS, and relieve the burden of discovery of the R-GW
3.1 Discovery of W-GW:
The IP Address of R-Gw can be discovered by DNS or pre-configuration，when discovery by DNS the UE may pre-configure the name of the R-GW.
Pre-configure the R-GW's IP address in the UICC is possible, because it can be only one R-GW or very few of them This will also make it rely less on the DNS, and relieve the burden of discovery of the R-GW

The main interest of putting the R-Gw in the HPLMN is that it allows pre-configuration.

In the discovery, any W-APN will be resolve to only one or limited a few  R-GWs.

If public DNS used, UE can easily get the address of the R-GW before his subscription is checked, but the final service PDG address can only be obtained after it is authorized. So the R-GW can be carefully maintained to be more powerful with more security considerations than other PDGs. This makes it slightly more difficult for attackers to obtain the PDG address, but the PDG still requires the same security protection mechanisms as the R-GW.  

3.2 VPLMN provided services(PDG in VPLMN)
VPLMN provided services can also be supported, R-GW interact with AAA server, and AAA server find the service need to be provided from VPLMN then negotiated with AAA proxy/server in the VPLMN fetch the V-PDG address..

4. How to transfer the W-APN resolution info inter UE and the R-GW?

(a). new protocol 

(b). reuses the e2e tunnel establishment request/response

Reuse of the e2e tunnel establishment req/rsp signaling is preferable, because it also need between the UE and PDG.
2. Options proposed for consideration:

OPTION1: W-APN Resolution Gateway involve with the tunneling establishment(Network based)
Basic advantages for Resolution gateway,

· enable the subscription/user profile to be used in the W-APN resolution.
· ensure the UE is authorized before it can get the address of PDG, 
· ensure the UE is authorized before UE can directly contact it, if policy can be deploy on the WAG..

· Reuse the tunneling signal, avoid introducing new protocol.
· The entity number is limited, easy for maintenance and management, basically, only one in the HPLMN is necessary,. 

To optimize the tunnel establishment signaling, the R-GW act as a tunneling controller/proxy
 by establishing the tunnel security between the UE and PDG, transfering the tunnel security information to the authorized PDG, after the tunnel is established., It is not involved in the data route.

VPLMN provided services can also be supported, R-GW interact with AAA server, and AAA server find the service need to be provided from VPLMN then negotiated with AAA proxy/server in the VPLMN fetch the V-PDG address..

LS to SA3 is necessary to verify if this mechanism has any security problem: make the R-GW involve in the tunnel establishment between the UE and the PDG:

UE’s tunnel establishment request is aimed at R-GW, but after the service authorization, the tunneled data is sent to the PDG. The tunnel establishment response is from R-GW, all the necessary tunnel keys and related attributes is derived.

If SA3 answers that the statement above is not possible, hence two successive tunnel establishments will become necessary and we lose one of the most interests of this solution.

OPTION2: UE CLIENT DNS(UE based )
Main advantage: simple, reuse the current public DNS system, almost no efforts need in the 3GPP network for resolution. 

Main Disadvantage: 
DNS do not allow the UE identity authentication; reliable user identification such as NAI or IMSI can not be send to HPLMN to check the subscription. So the user profile can not be involved into the initial determination of the PDG address, The earliest that the user profile can be involved is at tunnel establishment. The user profile has to be involved to issue different PDG for the choice of home or visited PDG. and therefore if the UE chooses the wrong network (e.g. home vs visited) the request will be refused and a second attempt required.
If PDG address is exposed to public DNS and can be query and achieved by any unauthorized entity.
If PDG address is exposed through DNS in the WLAN and can be queried and obtained by any authorized 3GPP UE even though it is not authorised for the APN. 

However this kind of attack can easily be limited in the WAG.{? need more detail explain}

OPTION3, W-APN Resolution Gateway (R-GW), tunnel establishment signaling between R-GW and UE
Share the same basic advantage with option1.

It reuse all the current tunneling interaction procedure and protocol; so, Safe and clear?.

In the general procedure, the UE need initiate two tunnel establishment (to R-GW and then to PDG)
The second authentication is a re-authentication and therefore requires less signalling. The tunnel establishment need to be optimized, option1 is one of the optimization mechanism

Another possibility identified in the offline discussion is to make the first tunnel (i.e. between the WLAN UE and the R-GW) permanent and common to all the tunnel establishment requests to different PDGs. This would limit the impact of the WLAN UE – R-GW initial authentication.
3. Key concern of Decision
 The key decision difference between the network based W-APN resolution and UE based DNS style resolution is: 

-1-Whether we need profile check/authorization before the UE can know the address of PDG and it can contact with PDG? 

Totally DNS based way have to expose all the address to public DNS system, so the address can be get by any one not subscribed to the HPLMN, but only those who have been WLAN ACCESS authorized user can access the PDG.

The network based mechanisms do not expose the PDG address, just expose R-GW address, which is far fewer than the PDG addresses, and the function is simply to help the authorization and resolution, do not need to provide service on it so ease the network maintenance.[centralized/concentrated function, independent with on going services ]
Option 1 in this doc can provide the most large extend to prevent UE contact with PDG before it is authorized, PDG can be configure to ignore any information from UE before the tunnel is established between them. It only trust the tunnel establish request forwarded by the R-GW.

With the tunnel based policy in WAG, it is possible that any non-tunneled message can be forbid to go to PDGs, only signal like tunnel establishment is allow to go to R-GW, so the PDGs can be insulate from the unauthorized access.
4. Proposal

It is proposed to 
(1) Include the resolution gateway solution in the annex of the TS to achieve more attention and involvement, to help the way forward.

(2) Send LS to SA3 to verify: Whether it violates security principles for the Resolution gateway to involve into the e2e tunnel establishment between the UE and PDG
Note: [possible 3 involve way need to be specify in the LS, A.controller, B.proxy forward tunnel est req to PDG after authorization by AAA,  C.wait resp from AAA and PDG then forward to UE ]，
.
5. W-APN Resolution Gateway based mechanism
5.1. Architecture update

6.1.1
Non Roaming WLAN Inter-working Reference Model
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Figure 6.1 Non Roaming Reference Model. 

The shaded area refers to scenario 3 functionality


[image: image2.wmf]3GPP Home Network

WLAN Access Network

WLAN

UE

3GPP AAA

Server

Packet Data

Gateway

HSS

HLR

CGw/CCF

OCS

D' /

Gr'

Wf

Wo

Intranet / Internet

3GPP Visited Network

3GPP AAA

Proxy

CGw/CCF

WAG

Wn

Wr/Wb

Wf

Ws/Wc

Wp

Wm

Wi

Wx

Scenario 3

Wg

Wu

Resolution

Gateway

Wp

Wm'

Wj


Figure 6.2a.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Home Network (the shaded area refers to scenario 3 functionality)
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Figure 6.2b.  Roaming Reference Model- 3GPP PS based services provided via the 3GPP Visited Network (the shaded area refers to scenario 3 functionality)

5.2. Description of W-APN Resolution gateway
W-APN Resolution gateway

The W-APN resolution gateway 
· Process the service request from the UE, interact with 3GPP AAA server to resolve and authorize a PDG for the WLAN UE.
· Help tunnelling establishment between the UE and the authorized PDG
It locates in the HPLMN Wm’ and Wj are related to W-APN resolution gateway.
Wm’
This reference point is located between 3GPP AAA Server and W-APN Resolution Gateway.

 The functionality of this reference point is to enable:

-
The W-APN Resolution Gateway to interact with the 3GPP AAA Server for the requested W-APN resolution, including the service authentication and authorization.

Wj

This reference point is located between PDG and W-APN Resolution Gateway.

The functionality of this reference point is to enable the interaction between UE and W-APN Resolution gateway to result in a tunnel being established between the UE and PDG. The exact interactions required to achieve this are ffs.
Related entity function update

3GPP AAA server is responsible for the authorization and resolution of PDG address according to the received selected W-APN. 
An visited 3GPP AAA server/proxy is responsible for answer the resolution request from the home AAA server of PDG address according to the received selected W-APN when the target PDG is in the Visited PLMN
Wp

This is the reference point between the WAG and PDG or W-APN Resolution Gateway.

5.3. Main message flow interaction:

The R-GW is named as Resolution-Gw (W-APN Resolution Gateway, as  implementation options, it can be a special PDG or WAG) in this example. 
[image: image4.wmf]UE

WLAN AN

WAG

AAA Proxy

AAA Server

Resolution

-

Gw

7.

e2e Tunnel Establishment response

3. e2e Tunnel Establishment Request

PDG

6. Service author

4. Access_request

5. Access_response

2.Resolution gateway discovery

1. WLAN  Access authentication and authorization and WLAN UE loc

al IP allocated


1.
The user is authenticated and authorised for basic WLAN access. If the user has Scenario 3 access, then they will be provided with access to the VPLMN.[Mark(Nortel): you can't identify the source of packets at the WAG, so no per user policy can be applied at the WAG. Policies can be applied to groups of users in the WLAN using VLANs etc.]

2. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The UE will have to find a resolution gateway to resolve the W-APN to a PDG address, this discovery can be based on public or private DNS.
 3 The WLAN UE sends a service request to the W-APN resolution gateway, including the requested W-APN.  This message can reuse the e2e tunnel establishment to avoid invention of a new resolution request protocol.
4.The resolution gateway send service authorization request to 3GPP AAA server, with the included W-APN and user identity from the tunnel establishment request. Additional exchanges between UE and AAA server (via the resolution gateway) may be required to complete authentication of the user.
Optionally, when the AAA find the UE was not authorized to access the target PDG, which will be authorized to provide service. The AAA send access authorization/policy update to WAG through AAA proxy or directly, the WAG apply the policy and respond to the AAA server.
5. AAA server authorizes the service to the UE and sends the authorized PDG address to the resolution gateway.

If the resolution gateway is implemented by a PDG and the same PDG is the PDG resolved and authorized by AAA server(in no roaming case), then the steps 6 or 6’ is skipped.
6. (option1)The AAA server inform the PDG the user is authorized to access the service through it, together with related tunneling attributes or information., the address of the Resolution gateway is also included then the PDG can respond to correct  Resolution gateway instep 7.[both side is informed by AAA]
. (option2)The AAA server inform the Resolution Gateway the user is authorized to serve by a PDG, and the related tunneling information is also included. The resolution gateway then include necessary information in a forwarded e2e tunnel establishment message to the PDG.[This need the PDG can trust this Resolution Gateway by other mechanism] 
7. The PDG response the establishment to the Resolution gateway, then the Resolution gateway forward the response including the PDG address and tunnel attributes, to the WLAN UE,  
After this, the e2e tunnel between PDG and the WLAN UE established, the Resolution gateway do not involve in further interaction between them.
5.4. Example message flow ( R-GW act as tunnel Est controller):

The initial end point is named as Resolution-Gw (APN Resolution Gateway, as  implementation options, it can be a special PDG or WAG) in this example. When a PDG act as Resolution gateway, it is not act as a normal PDG function.
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1.
The user is authenticated and authorised for basic WLAN access. If the user has Scenario 3 access, then they will be provided with access to the VPLMN.[Mark(Nortel): you can't identify the source of packets at the WAG, so no per user policy can be applied at the WAG. Policies can be applied to groups of users in the WLAN using VLANs etc.]

2. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The UE will have to find a resolution gateway to resolve the W-APN to a PDG address, this discovery can be based on public or private DNS.
 3 The WLAN UE sends a service request to the W-APN resolution gateway, including the requested W-APN.  This message can reuse the e2e tunnel establishment to avoid invention of a new resolution request protocol.

4.The resolution gateway send service authorization request to 3GPP AAA server, with the included W-APN and user identity from the tunnel establishment request. Additional exchanges between UE and AAA server (via the resolution gateway) may be required to complete authentication of the user.
5. AAA server authorizes the service to the UE and sends the authorized PDG address to the resolution gateway.

If the resolution gateway is implemented by a PDG and the same PDG is the PDG resolved and authorized by AAA server(in no roaming case), then the steps 6 to 8 are skipped.

6. (option1)  The resolution gateway requests allocation of the necessary tunnel resources at the PDG (e.g. SPI or port number allocation).
7. The resolution gateway allocates the necessary resources and responds to the resolution gateway.

8. The resolution gateway completes any necessary security negotiations with the UE (not shown) – for example any negotiations which could not be completed before the tunnel identification information (SPI/port numbers) were known. The resolution gateway then responds to the PDG with the negotiated security parameters.
9. The final tunnel response is provided to the UE.

10. The resolution gateway provides details of the packet filters needed to identify tunnel data packets for this specific tunnel to the AAA server. 

11. The AAA server forwards these packet filters to the AAA proxy

12. The AAA proxy uses the packet filters to apply policy at the WAG which admits matching packets to the inter-PLMN network.

After this, the e2e tunnel between PDG and the WLAN UE established, the Resolution gateway do not involve in further interaction between them. Tunnelled data can now be sent directly to the PDG by the UE.
5.5. Example message flow (not optimized basic flow – Option 3):
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1.
The user is authenticated and authorised for initial WLAN access. If the user has Scenario 3 access then the user will be given access to the VPLMN.

2. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The UE will have to find a resolution gateway to resolve the W-APN to a PDG address, this discovery can be based on public or private DNS.
 3 The WLAN UE sends a service request to the W-APN resolution gateway, including the requested W-APN.  This message can reuse the e2e tunnel establishment to avoid invention of a new resolution request protocol.

4.The resolution gateway send service authorization request to 3GPP AAA server, with the included W-APN and user identity from the tunnel establishment request. Further exchanges between UE and AAA server, vs. the resolution gateway, may be required to authenticate the user.
5. AAA server authorizes the service to the UE and sends the authorized PDG address to the resolution gateway.

If the resolution gateway is implemented by a PDG and the same PDG is the PDG resolved and authorized by AAA server(in no roaming case), then the steps 6 - 10 are skipped.

6.The resolution gateway then include the PDG address in a e2e tunnel redirect message, reusing the PDG-UE tunnel protocol, send to the UE
7.the UE base on the PDG address sends a e2e tunnel establishment request to the authorized PDG

8-10. The PDG interact with AAA server to perform user authentication and  service authorization, and then response to the UE to establish the e2e tunnel. The authentication at this stage may be based on credentials derived at step 4 (i.e. a re-authentication), avoiding the need for further signaling. 

11. The PDG provides the packet filters needed to identify tunnel data packets to the AAA sever

12. The AAA server provides these filters to the AAA proxy

13. The AAA proxy provides these filters to the WAG. Packets matching the filters will not be admitted to the inter-PLMN backbone
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