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9.5.2
Privacy Procedures

The privacy profile of the UE subscriber (SLPP) may be stored in HLR/HSS and/or in H-GMLC/PPR. If the privacy profile data are stored in SLPP of H-GMLC/PPR, then the pseudo external identities, if required, shall be contained in the SLPP of the HLR/HSS. Also if the privacy profile data are stored in H-GMLC/PPR, H-GMLC/PPR sends the indicators of privacy related action or the pseudo external identities to the serving nodes in order to inform the results of the privacy check procedures in H-GMLC/PPR.
The SLPP stored in the HLR/HSS shall be downloaded to the VMSC, MSC Server and SGSN together with the rest of his subscription information in the existing operation INSERT_SUBSCRIBER_DATA. It will be deleted with the existing operation DELETE_SUBSCRIBER_DATA.

The POI is transferred from the GMLC to the VMSC/MSC Server/SGSN in the location request. Based on the location of the GMLC the VMSC/MSC Server/SGSN evaluates whether to accept or ignore the received POI according to the definition in clause 9.5.1.
If the POI is accepted the location requested is unconditionally performed. Otherwise if the POI is ignored the VMSC/MSC Server/SGSN evaluates the privacy options in the UE subscriber's subscription profile (assuming this is held in the VLR/MSC Server/SGSN) or evaluates the received privacy related action indicators. If the corresponding register does not contain the UE subscription profile, LCS will rely on the existing GSM recovery mechanisms to obtain the profile.

If local regulatory requirements mandate it, any MT-LR for an emergency services LCS client and any NI-LR for an emergency services call origination shall be allowed by the VMSC/MSC Server.

If the location request is allowed by the privacy options the location request is performed. Otherwise, if the location request is barred by the privacy options, the location request is refused an error response is returned to the LCS client with a cause code indicating that the request was rejected by the subscriber.

<< Skip to Next Modification >>

9.5.3.1
Universal class

When the user of the UE subscribes to the "Universal Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed by all LCS clients.

If the UE subscribes to the universal class, any CS-MT-LR or NI-LR shall be allowed by the VMSC/MSC Server and any PS-MT-LR or PS-NI-LR shall be allowed by the SGSN. 
If the UE subscribes to the universal class and H-GMLC/PPR knows that the serving node supports the indicator of privacy check related action, H-GMLC/PPR sends the indicator for call/session unrelated class, which indicates “Location allowed without notification”. If the UE subscribes to the universal class and H-GMLC/PPR knows that the serving node does not support the indicator of privacy check related action, H-GMLC/PPR may sends the appropriate pseudo external identity as described in Annex C.
<< Skip to Next Modification >>

9.5.4
Indicator of privacy check related action 

When the client type indicates value added service and the serving node supports LCS capability set 4, H-GMLC/PPR shall select indicators for privacy check related action and the indicators shall be included in the Provide_Subscriber_Location request towards the serving node. The indication is sent to the serving node directly from the H-GMLC or via V-GMLC. There shall be an indicator for the call/session unrelated. Another indicator for the call/session related is optional and it shall be sent only if call/session related identity, i.e. the number dialled by UE or APN-NI, is sent to the serving node.

The possible values of the indicator of privacy check related action for call/session unrelated case shall be:

· Location allowed without notification

· Location allowed with notification

· Location with notification and privacy verification; location allowed if no response

· Location with notification and privacy verification; location restricted if no response

· Location not allowed  (only applicable when the indicator for call/session related case is sent.)

The possible values of the indicator of privacy check related action for call/session related case shall be:

· Location allowed without notification

· Location allowed with notification

· Location with notification and privacy verification; location allowed if no response

· Location with notification and privacy verification; location restricted if no response

If both indicators are sent but indicating different actions and the call/session related criteria met in the serving node then an action according to the indicator with the looser action according to the definition in Annex A shall be chosen as shown in Annex A.3.
If the UE subscribes to the universal class, H-GMLC/PPR sends the indicator for call/session unrelated class with the value of “Location allowed without notification”.
<< Skip to Next Modification >>

Annex A (normative):
Privacy Class selection rule

A.1
Interrelation among privacy settings
There are five privacy settings and the interrelation among each privacy setting in terms of privacy strictness is shown as follows: 
Table A.1: Privacy settings 
	loose
	Positioning allowed without notifying the UE user

	(
	Positioning allowed with notification to the UE user

	
	Positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

	(
	Positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user

	strict 
	Positioning not allowed


A.2
Privacy class selection rule for pre Rel-6 mechanism
In pre Rel-6 network, the users privacy profile (SLPP) is stored HLR/HSS and is downloaded to the serving MSC/SGSN. If more than one privacy class are subscribed or in case Service Types and at least one privacy class are subscribed, privacy class for an MT-LR is selected by the serving MSC/SGSN according to the flow diagram shown in Fig. A-1.

An MT-LR may be applied to more than one privacy class or to Service Types and one or more privacy classes. In this case, looser privacy setting shall be selected. The privacy settings to be compared are the results of the privacy checks for each applicable class and Service Type. 
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Figure A.1: Privacy Class selection flow diagram

Note 1:
The client type indicates PLMN Operator service, and the client is within or associated with the VPLMN.

Note 2:
The client type indicates value added service; the UE originated call/session to the requesting LCS client is established and the address associated to the LCS client used by the UE in call/session set up matches with that contained in the location request.

Note 3:
The client type indicates value added service.

Note 4:
The looser privacy setting shall be selected.

If the user subscribes Service Types, once that the privacy class has been selected according to figure A.1, the resulting privacy setting shall be compared with the result of Service Type privacy checking, and the looser condition shall be applied to the MT-LR, provided that the LCS client was authorized by the UE user to get location information.

A.3
Privacy related action selection rule for Rel-6 and later
In Rel-6 and later, the privacy checking function is moved from MSC/SGSN to H-GMLC/PPR of the target UE. H-GMLC/PPR selects one or two indicators of privacy check related action and sends the indicators to serving MSC/SGSN as shown in the clause 9.5.4. If the serving MSC/SGSN receives the indicators from H-GMLC, the serving node selects the privacy related action according to the flow diagram shown in Fig. A-2.
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Figure A.2: Privacy related action selection flow diagram

Note 1:
The UE originated call/session to the requesting LCS client is established and the address associated to the LCS client used by the UE in call/session set up matches with that contained in the location request.

Note 2:
The looser privacy setting shall be selected.

<< Skip to Next Modification >>

Annex C (Informative):
Pseudo external ID 
In case that UE’s privacy profile is stored and is checked in the GMLC (H-GMLC) or in the PPR, a pseudo-external identity may be selected as a result of the privacy check in GMLC/PPR.

The pseudo-external identities may be set in the external LCS client list of the HLR privacy exception list shown in Table 10.2. The pseudo-external identity is not the identity of real external LCS client but the identity which is used for notifying SGSN/MSC of the location request class (call/session related or non-related) and the required type of indication for each class. Operator allocates E.164 addresses for the pseudo-external identities. The pseudo-external identities are used for interworking with pre Rel-6 serving nodes.
Fourteen pseudo-external identities shall be defined. The pseudo-external identities are summarized in the Table C.1. 
Table C.1: Pseudo-external identities 
	Pseudo-external identity 
	Privacy setting for Call/Session related class
	Privacy setting for Call/Session unrelated class

	Pseudo-external identity 1

	N.A.
	Location allowed without notification

	Pseudo-external identity 2

	N.A.
	Location allowed with notification

	Pseudo-external identity 3

	N.A.
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4

	N.A.
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5

	Location with notification and privacy verification; location restricted if no response
	Location not allowed 

	Pseudo-external identity 6
Indicator 6
	Location with notification and privacy verification; location allowed if no response
	Location not allowed 

	Pseudo-external identity 7

	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 8

	Location allowed with notification
	Location not allowed 

	Pseudo-external identity 9

	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 10

	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 11

	Location allowed without notification
	Location not allowed 

	Pseudo-external identity 12

	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 13

	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 14

	
	Location allowed with notification 


Note: There are five privacy settings shown in Annex A.1 for each class (call/session unrelated class and call/session related class), so there are twenty-five possible combinations of the privacy settings. However, as shown in Annex A.2, even if the call/session related class criteria is met, the privacy setting for call/session unrelated class is selected when the privacy setting for the call/session unrelated class is looser than the privacy setting for the call/session related class. Therefore the twenty-five combinations can be reduced to the above fourteen combinations. 
If the UE subscribes to the universal class, H-GMLC/PPR sends the pseudo external identity 1 to the serving nodes.
Usage of the pseudo-external identities are as follows:
-
The pseudo-external identities are registered in SLPP of the HLR/HSS.

-
The SLPP is sent to the serving nodes, during the Insert Subscriber Data procedures.

-
After the privacy check in the H-GMLC/PPR, the H-GMLC/PPR selects an appropriate pseudo-external identity according to the required privacy related actions (i.e. checking the on-going call/session and/or notification/verification procedures) in the serving node. 

-
H-GMLC sends Provide Subscriber Location message to the serving node, which includes the pseudo-external identity instead of the real external client identity. The real external client identity may be included in the additional information element and is sent to serving node. The pseudo-external identity is sent to the serving node directly from H-GMLC or via V-GMLC.
Table C.2 and C.3 shows how the pseudo-external identities are set in the SLPP in HLR/HSS. 

Table C.2: Example of SLPP in HLR/HSS for Call/Session unrelated Class

	Pseudo-external identity  
	Privacy Setting

	Pseudo-external identity 1 


	Location allowed without notification

	Pseudo-external identity 2 


	Location allowed with notification

	Pseudo-external identity 3 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5 


	Location not allowed

	Pseudo-external identity 6 


	Location not allowed

	Pseudo-external identity 7 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 8 

Indicator 8
	Location not allowed

	Pseudo-external identity 9 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 10 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 11 


	Location not allowed

	Pseudo-external identity 12 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 13 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 14 


	Location allowed with notification


Table C.3: Example of SLPP in HLR/HSS for Call/Session related Class
	Pseudo-external identity 
	Privacy Setting

	Pseudo-external identity 5 


	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 6 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 7 


	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 8 


	Location allowed with notification

	Pseudo-external identity 9 


	Location allowed with notification

	Pseudo-external identity 10 


	Location allowed with notification

	Pseudo-external identity 11 


	Location allowed without notification

	Pseudo-external identity 12 


	Location allowed without notification

	Pseudo-external identity 13 


	Location allowed without notification

	Pseudo-external identity 14 


	Location allowed without notification


The selection of pseudo-external identity is based on the result of the privacy check in the H-GMLC/PPR. Table C.4 shows the relation between privacy check result and the pseudo-external identities. 

Table C.4: Pseudo-external identity selection at H-GMLC/PPR

	Privacy related actions as a result of privacy check
	Pseudo-external identity 

	Location request is allowed without notification, regardless of on-going call/session. 
	Pseudo-external identity 1 



	Location request is allowed with notification, regardless of on-going call/session,
	Pseudo-external identity 2 



	Location request is allowed with notification and privacy verification, regardless of on-going call/session. Location request is allowed even if there is no response from UE. 
	Pseudo-external identity 3 



	Location request is allowed with notification and privacy verification, regardless of on-going call/session. Location request is restricted if there is no response from UE. 
	Pseudo-external identity 4 



	If there is call/session with the client, location request is allowed with notification and privacy verification. Location request is restricted if there is no response from UE.

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 5 



	If there is call/session with the client, location request is allowed with notification and privacy verification. Location request is allowed even if there is no response from UE.

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 6 



	If there is call/session with the client, location request is allowed with notification and privacy verification. Location request is allowed even if there is no response from UE.

If there is no call/session with the client, location request is allowed with notification and privacy verification. Location request is restricted if no response. 
	Pseudo-external identity 7 



	If there is call/session with the client, location request is allowed with notification. 

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 8 



	If there is call/session with the client, location request is allowed with notification.

If there is no call/session with the client, location request is with notification and privacy verification. Location request is restricted if no response.
	Pseudo-external identity 9 



	If there is call/session with the client, location request is allowed with notification.

If there is no call/session with the client, location request is allowed even if there is no response from UE.
	Pseudo-external identity 10 



	If there is call/session with the client, location request is allowed without notification. 

If there is no call/session with the client, location request is restricted.
	Pseudo-external identity 11 



	If there is call/session with the client, location request is allowed without notification.

If there is no call/session with the client, location request is with notification and privacy verification. Location request is restricted if no response.
	Pseudo-external identity 12 



	If there is call/session with the client, location request is allowed without notification.

If there is no call/session with the client, location request is allowed even if there is no response from UE.
	Pseudo-external identity 13 



	If there is call/session with the client, location request is allowed without notification.

If there is no call/session with the client, location request is allowed with notification.
	Pseudo-external identity 14 
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