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1. Introduction
In the current business mode, which was used in China, if the Location service requestor is a MSISDN, China Mobile will responsible for the authorization and charging issue because we believe that the MSISDN user is a customer of China Mobile and all the authorization and charging data is stored in the relative entity of our network. In this business mode, the LCS clients cannot do this by themselves. 

According to the 3GPP TSG-SA WG2 meeting #33 meeting. The S2-032543 “Introduction of Requestor authorization”, submited by China Mobile, Huawei and Ericsson was noted. Due to the different business mode between China mobile and other operators of the Location services, China mobile have to do the authorization and authentication to the requestor in order to ensure the Qos of the requestors and also charging them if a requestor is a MSISDN. In this document China Mobile will give three possible methods of in which entity to do such authorization and authentication to the requestor and How to do it. China mobile will also give the list of the authorization and authentication related data in this document. China Mobile believes this security problem should be solved and the corresponding method should be incorporated in TS 23.271. This way, when Operators establish their roaming agreements and the agreements involve the Requestor’s authorization issues; TS 23.271 can be used as a reference. 

2. Discussion

2.1. Profile of the authorization and authentication of the requestor

To solve the above problem, China Mobile propose that a Requestor authorization process should be added before the privacy check process in the MT-LR procedure and We believe that the following parameter should be added:
The basic data of the requestor (if the requestor is a MSISDN)

Name of the requestor;

Password;

Gender;

Age;

Degree of the credit;

The Mobile phone information (for example: the type of the mobile phone, the size version of the software etc.)

The state of the requestor (if the requestor is a MSISDN)

Whether the subscriber can use the Location services;

Which data services the requestor can use;  (for example: MMS, K-JAVA, WAP)

Whether the requestor is fraud;

Whether the requestor is deactivating.

The service contract information (if the requestor is a MSISDN)

Which Location services the subscriber can use (including the MSISDN of the requestor; the fake id of the requestor; SP id; service id)

The above information can be modified by the requestor by using the operator’s service management system and China mobile believe the above profile is necessary in the Location services and it could be added with the development of the Location service.

2.2 Which entities are using to store this profile
There are three entities inside which these authorization and authentication profile of the requestor may be stored: the HLR, PPR and the H-GMLC (The requestor’s home GMLC).

If these profile are stored in the HLR, the profile of the HLR shoud be extended and the current Lh interface should also be modified. The more improtant thing is it was not seen possible to add the authorization information in HLR in a big network.
If these profile are stored in the PPR, the current definition of the PPR should be modified (the current definition to the PPR is “Privacy check may be done in the privacy profile register. The HLR or HSS contains the address to the PPR. The PPR is accessible from the H-GMLC via the Lpp interface. PPR may be a standalone network entity or the PPR functionality may be integrated in H-GMLC”). It seams that the current PPR is just do the privacy check to the target UE and do not responsible for the authorization and authentication to the requestor. The Lpp interface also has to be changed in these profile  are stored in the PPR.

If these profile are stored in the H-GMLC (The requestor’s home GMLC). The function of the H-GMLC should be expended and the Lr interface should be modified according to the function.

In general, the additional Requestor authorization process could be added into either HLR or PPR and H-GMLC, which is in the requestor’s home PLMN. China mobile prefer to add these requestor profile either into the current PPR or define a new entity (In China Mobile, we call it Data Service Management Platform) to store such profile and relative interface shuld also be modified or be done.

2.3 Which GMLC initiate the authorization and authentication request, the H-GMLC of the requestor or the R-GMLC
China mobile belive that either the R-GMLC or the H-GMLC of the requestor can initiate the authorization and authentication request, that is depends on the different network archethcture and business mode. China mobile now use the H-GMLC to send the authorization and authentication request due to their current network status. It is clear that if we choose the H-GMLC to send the request the Lr interface should have a little change.
3. Proposal

China Mobile believes this anthorization to the requestor should be considered and the corresponding method should be incorporated in TS 23.271. And we also suggest OMA to add this message flow as an independent message into the Lr interface. In these document China mobile listed the Profile of the authorization and authentication of the requestor that is necessary for us, we also suggest to use a new entity to store these profile and China mobile believe that from technical point of view both the H-GMLC and the R-GMLC can initiate the authorization and authentication requestor, the operator should choose a appropriate entity to send this request.






































































