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Introduction

In the current text in TR 23.867 the requirements on GGSN in the establishment of an IMS emergency session leave some open questions on the interactions between IMS, GGSN and the Emergency Centre. The main unsolved issues are how GGSN is connected to the Emergency Centre and also at which point in time the connection is established. It is also unclear whether the path between GGSN and EC is triggered by GGSN without any interaction with IMS signalling or whether the setup of this path establishment is triggered by the IMS system?  Considering the strict delay requirements associated with any emergency service access, this issue may have further implication of the design.

This contribution discusses the needed requirements in GGSN in the establishment of an IMS emergency session. 

Open / Unsolved issues

Ericsson has identified the following open issues:

1) The first issue that needs to be agreed on, is when in the IMS establishment sequence the connection between GGSN and EC is setup?

a) Either during the PDP context activation, i.e. triggered by GGSN itself when a new activation request for the emergency context is received from SGSN?

b) Or triggered by the IMS system after the IMS session has been established.

2) The second issue that must be discussed is what kind of security (i.e. integrity protection) that is needed on the path between GGSN and Emergency Centre?

a) Simple IP routing, i.e. no added security?

b) IPsec?

c) Tunnels, i.e. VPN connections?

d) Need for other, even more secure links?

3) Then a third issue is how GGSN is able to route the packets for the emergency call within the GPRS network as well as to the correct emergency centre.

a. Within GPRS network, 

i. Is the emergency indication to be used for any special handling of GTP traffic so the traffic receives priority?

ii. Will there be possibilities of inter-SGSN relocation scenario where the emergency indication needs to be transferred?

b. Towards EC

i. Only look at the destination address in the IP header. I.e. GGSN filters all packets based on address field in the uplink packets.

ii. Only use Special emergency PDP context. I.e. marked as an “Emergency Call context” during activation of the context.

iii. Special emergency APN, in combination with Emergency PDP context.

Discussion

1) When to establish GGSN – EC connection?

Even if the current assumption has been that it is the IMS system that triggers the establishment of the connection to the EC, this handling has not been properly described yet, and a more detailed discussion is needed before any decision can be taken on what is the preferred solution.
There are two aspects to consider here, one case where the IMS signalling phase and the PDP context used and then the media path of the emergency session in which a PDP context may be established in addition to the PDP context used for IMS signalling.  The destination IP addresses will be different as signalling must go via the CSCF nodes, where as media will go directly from GGSN (via the interconnecting IP networks) towards the EC.

Going into the alternatives there is of course a point in establishing the connection against EC as soon as possible, but as this is IMS emergency, IMS should be in control of the procedures.

If GGSN – EC connection is to be established during PDP context activation, then we can reuse the existing functionality in GGSN for connection to an external network. We only need some kind of emergency indication in the context activation message so that GGSN can give special treatment for this context and possibly also establish a secure link against the EC. One problem with the GGSN initiated establishment might be that the choice of EC should be based on geographical location of the subscriber and so far GGSN does not have that kind of information. Of course a selection of EC could be based on the serving SGSN, but we can’t guarantee that the SGSN coverage area is covered by only one EC.  Other possible problems with this approach is that we need to ensure that the emergency PDP context is only used to carry SIP signalling and/or media flows related to a valid emergency session. In addition we might even need a mechanism that verifies that an IMS session is really established before any emergency traffic is allowed, to avoid that an emergency PDP context is created even for non IMS user. Or may be emergency PDP context should be allowed to any user, and then the traffic should be restricted towards IMS subsystem and/or EC only or rejected at GGSN based on operator policy.

The concept of binding in IMS relates to the establishment of secondary PDP contexts for the transport of media flows, however in case of emergency sessions it is the PDP context being used for signalling (and it might also be used for media) that needs to be policed, i.e. the existing binding mechanism is not applicable.

If on the other hand the GGSN – EC link setup is triggered by the IMS subsystem after the IMS session has been established, then there is a need to define a new interface and new procedures for the interaction between IMS and GGSN. There is also a need for the IMS subsystem to provide GGSN with enough information to be able to do a proper EC selection. 
This approach has higher impact on the architecture and complicates the existing architecture more than necessary. It also violates the service agnostic nature of GSSN as well as duplicates a procedure that can be handled via use of existing GPRS principles like a dedicated APN. 

2) Need for secure (integrity protected) path between GGSN and EC?

In most cases and always when routed via external IP networks there should be a requirement that the information sent against EC must be secured. One possible exception could be when the subscriber is at home and both GGSN and EC are located within and controlled by the home network?

In the cases when secure links are required then we assume that IPsec and VPN technology should be secure enough.

3) GGSN routing mechanism?

If possible the simplest way would be that GGSN routes the emergency packets to the special emergency path towards a preconfigured destination. For any chosen solution it should probably be made mandatory that the EC routes be configured in the GGSN. Even in the case when UICC exist, it is only the network that knows exactly which EC that shall be connected. 

If routing cannot be based on destination address alone, then there is a need to introduce some other mechanisms in GGSN that is able to route only the emergency traffic into the secure IPsec/VPN links and ordinary traffic on the other links.

Dedicated emergency APN, i.e. both GGSN and EC selection is performed based on the APN received from the UE and the APN is exclusively connected to the IPsec tunnel or VPN to which the set of ECs are connected according to the operator policy. It should be possible to configure a set of possible EC dedicated towards certain supporting SGSNs and configured at the GGSN based on the APN (e.g. in GGSNx, it serves ECxyz for APNeme, where as GGSNy serves ECabc for the same APNeme).

Proposal

Ericsson proposes to include the following issues to be investigated in the TR.

1st proposed addition to TR

6.3

General Packet Radio Service (GPRS) for UICC-less case

Editor's note: This clause will contain the UICC-less case. It is FFS whether UICC-less access to GPRS can reuse the same GPRS procedures as described in subclause 6.2.

6.4             GPRS Configuration options
This section will analyse possible configuration scenarios for GPRS in order to support requirements of emergency session handling such as filtering, security, QoS, routing etc.  Some issues that need to be further investigated are as follows:
1) The first issue that needs to be agreed on, is when in the IMS establishment sequence the connection between GGSN and EC is setup?
a. Either during the PDP context activation, i.e. triggered by GGSN itself when a new activation request for the emergency context is received from SGSN?
b. Or triggered by the IMS system after the IMS session has been established.
Note that, it is desirable to decouple the access specific and configuration specific issues from IMS session establishment.  As such, the working assumption is that the GGSN is responsible for connection establishment towards EC based on configuration information according to resolution of issue 3.
2) The second issue that must be discussed is what kind of security (integrity protection) that is needed on the link between GGSN and Emergency Centre?
a. Simple IP routing, i.e. no added security?
b. IPsec?
c. Tunnels, i.e. VPN connections?
d. Need for other, even more secure paths?

3) Then a third issue is how GGSN is able to route the packets for the emergency call within GPRS and to the correct emergency centre.
c. Within GPRS network, 

i. Is the emergency indication to be used for any special handling of GTP traffic so the traffic receives priority?

ii. Will there be possibilities of inter-SGSN relocation scenario where the emergency indication needs to be transferred?

d. Towards EC
i. Only look at the destination address in the IP header, i.e. GGSN filters all packets based on address field in the uplink packets.

ii. Only use Special emergency PDP context, i.e. marked as an “Emergency PDP context” during activation of the context.

iii. Dedicated emergency APN, in combination with Emergency PDP context.
