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1. Introduction
This document describes the required routing policy enforcement for both the end-to-end and tunnel switch approach
2. Scenario 3 Requirements
Routing policy enforcement is a new requirement for handling scenario 3 users, ensuring that they cannot circumvent home based policy control. As such, 

R1) pure scenario 3 users should not be able to egress packets via the WLAN AN

R2) pure scenario 3 users should not be able to egress packets via the GRX to a PLMN other than the VPLMN or HPLMN

R3) pure scenario 3 users should not be able to egress packets via a PDG in the VPLMN unless allowed by subscription

R4) pure scenario 3 users should not be able to egress packets to an unauthorized PDG 
Since scenario 3 introduces two new elements, the WAG and the PDG, it is proposed that a requirement be introduced regarding controlling reachability from non-3GPP users to the WAG and PDG.

R5) Non-3GPP users should not be able to reach the WAG or PDG

Note, this is specifically because the identity of such attackers may be unknown, e.g., using web-based authentication techniques.  A similar requirement has not been made concerning pure scenario 2 users.

3.  Scenario 3 impacts on the WLAN AN

The different requirements are analysed against end-to-end and tunnel switch options.
	
	General Requirement
	Implementation option for end-to-end tunnel
	Implementation option for tunnel switch

	R1
	The routing of users packet should not use the default route in the WLAN AN
	Scenario 3 users should be switched into a VLAN which is policy routed and does not have access to the default route
	Scenario 3 users should be switched into a VLAN which is policy routed and does not have access to the default route

	R2
	The routing of users packets should ensure that  PDGs outside the VPLMN and HPLMN are not routable
	WLAN AN should ensure that users packets are switched into a VLAN per VPLMN
	Since the WLAN AN may have static routes to multiple VPLMNs, then routing per VPLMN may be required (e.g., a VLAN per VPLMN), else checks are required

	R3
	N/A
	N/A
	N/A

	R4
	N/A
	N/A
	N/A

	R5
	Any non-3GPP user should not have access to a route to the WAG/PDG
	Non-3GPP users are required to be segmented in a separate VLAN
	Non-3GPP users are required to be segmented in a separate VLAN


The key difference between the two options regards requirement 2. No additional requirement will exist on the WLAN AN if the WAG is able to perform policing of the PDG selected by the user, as discussed in the next section. 
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Figure 1: Circumventing Scenario 2 by selecting a foreign WAG and PDG
However, since this means that the security of the solution provided by one VPLMN is contingent on the operation of a third party VPLMN, then it is considered prudent to policy route VPLMNs separately in the WLAN AN.
4.  Scenario 3 impacts on the VPLMN

The different requirements are analysed against end-to-end and tunnel switch options.

	
	General Requirement
	Implementation option for end-to-end tunnel
	Implementation option for tunnel switch

	R1
	N/A
	N/A
	N/A

	R2
	Policy implemented in the WAG to limit which PDGs can be contacted
	Per subscriber Access Control lists are applied at the WAG. The WAG is configured to drop packets to other PLMNs
	Per subscriber policy is applied in the WAG. The WLAN-UE side tunnel is terminated and policy routed into the PDG side tunnel. Policy is implemented to ensure that the user cannot spoof a PDG address.

	R3
	Policy provided from HPLMN to VPLMN, either at authentication or W-APN activation
	AAA proxy in the VPLMN will provide configuration to the WAG
	WAG can communicate with HPLMN via the AAA proxy

	R4
	Policy provided from HPLMN to VPLMN, either at authentication or W-APN activation
	Per subscriber Access Control lists are applied at the WAG will drop packets to unauthorized PLMNs
	WAG ensures user flows are not policy routed into tunnels to unauthorized PDGs

	R5
	N/A
	N/A
	N/A


Once again, requirement 2 needs attention in the VPLMN.
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Figure 2: Circumventing Requirement 2 by selecting a foreign PDG
In order to curb such attacks, the AAA authentication processes used for EAP should always be coupled to the WAG control.
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Figure 3: Curbing foreign PDG selection
In both tunnel switch and end-to-end tunnel options, the IP flow received at the WAG needs to be associated with an AAA EAP authorization flow.
5.  Scenario 3 impacts on the GRX

The different requirements are analysed against end-to-end and tunnel switch options.

	
	General Requirement
	Implementation option for end-to-end tunnel
	Implementation option for tunnel switch

	R1
	N/A
	N/A
	N/A

	R2
	N/A
	N/A
	N/A

	R3
	N/A
	N/A
	N/A

	R4
	N/A
	N/A
	N/A

	R5
	N/A
	N/A
	N/A


No GRX requirements for supporting pure scenario 3 users.
6.  Scenario 3 impacts on the HPLMN

The different requirements are analysed against end-to-end and tunnel switch options.

	
	General Requirement
	Implementation option for end-to-end tunnel
	Implementation option for tunnel switch

	R1
	N/A
	N/A
	N/A

	R2
	Policy needs to be defined for allowed PDGs
	Allowed PDG addresses are provided at initial authentication
	Policy defining the HPLMN needs to be bound to a tunnel establishment 

	R3
	Policy needs to be defined by the HPLMN and provided to the VPLMN
	Policy decision is provided at initial authentication
	N/A

	R4
	Subscription in the HPLMN will list authorized PDGs (APNs)
	List of authorized PDGs supplied at WLAN Session establishment
	WAG requests authorization of APN(PDG) at tunnel establishment

	R5
	N/A
	N/A
	N/A


7. Routing Policy Comparisons for Scenario 3 users
According to the above analysis the implementation of routing policy for the two options (E2E – end-to-end, and TSW – tunnel switch) can be compared:

	WLAN AN
	

	E2E
	Policy based routing per VPLMN to ensure that a user cannot circumvent WAG control. Public or private address range allocated, subnet information provided to VPLMN. If private address are used, requires co-operation with VPLMN, e.g., to ensure co-ordination between multiple WLAN ANs and VPLMN.

	TSW
	Policy based routing per VPLMN to ensure that a user cannot access a foreign WAG. Private address range requires co-operation with VPLMN, e.g., to ensure co-ordination between multiple WLAN ANs and VPLMN. 

	VPLMN
	

	E2E
	Policy based routing to ensure that a user cannot circumvent WAG control.

Access Control Lists in the WAG to ensure that a user cannot contact unauthorized PDGs

If private addresses used, requires NAT on the GRX side of the WAG

	TSW
	Access Control lists in the VPLMN to ensure that a user cannot circumvent WAG control

Policy based routing of WLAN-UE tunnel into PDG tunnel

	GRX
	

	E2E
	Normal routing – if public addresses allocated, then VPLMN can advertise DHCP address range into GRX, else public address of the NAT advertised into GRX

	TSW
	Normal Routing  - requires WAG address to be public and advertised into GRX

	HPLMN
	

	E2E
	Normal routing

	TSW
	Normal routing


8. Scenario 2+3 users

The previous analysis has focuses on pure scenario 3 users, e.g., where Internet service is provided via the home network. The scenario 2+3 user has internet access which is not required to be routed via the home network. Here we analyse the options for handling such users.
The routing in the WLAN AN can be a combination of static, default, dynamic and policy based routing.

Since the WLAN AN is essentially a stub network, it will likely have a default route to its ISP. Pure scenario 3 users do not have access to this route, e.g., because as detailed above they are policy routed to a VPLMN.

For 2+3 users, this same configuration will ensure that users will receive scenario 2 access via the VPLMN. 

8.1 Scenario 2+3 users accessing all services via the VPLMN

For tunnel switch users, the discrimination as to which scenario is being accessed must occur at the WAG. The policy in the WAG will ensure that packets for configured PDGs are routed to a next hop towards the GRX/PDG network, and all other packets are configured with a next hop towards the Internet.
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Figure 4: End-to-End Tunnel with Scenario 2+3 users access Internet via VPLMN
For tunnel switch, the split between the two different traffic streams can use a routing process.
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Figure 5; Tunnel switch with Scenario 2+3 users access Internet via VPLMN

The additional routing requirements to support this configuration are listed below;
	VPLMN
	

	E2E
	Additional policy based routing in the WAG to set the next hop for packets matching PDG addresses to be distinct from other packets

	TSW
	None


8.2 Scenario 2+3 users accessing only scenario 3 services via the VPLMN

For scenario 2+3 users to receive scenario 2 services directly from the WLAN AN requires the WLAN AN be able to identify the tunnel endpoints (PDG for end-to-end and WAG for tunnel switch) and only route these packets towards the VPLMN.
For the tunnel switch these addresses are known in the VPLMN. For the end-to-end tunnel, these addresses can either be learnt by dynamic addressing over GRX or via an out of band procedure. For example, MMS roaming agreements include a list detailing the IP addresses of the each parties relay/servers (e.g., see GSMA PRD AA.40). A similar procedure is advocated for WLAN scenario 3 roaming since dynamic learning via GRX is hindered by the fact that no rules exist governing the allocation of addresses to core network nodes.
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Figure 6: End-to-End Tunnel and Tunnel Switch options with Scenario 2+3 users access Internet via WLAN AN
The additional routing requirements to support this configuration are listed below;

	WLAN AN
	

	E2E
	Policy based routing per VPLMN filtered on access control lists according to known PDGs

	TSW
	Policy based routing per VPLMN filtered on access control lists according to known WAGs


9. Summary

This document has examined the policy based routing requirements for scenario 3 and scenario 2+3 users. 
For pure scenario 3 users, tight coupling is required between AAA authentication procedures and WAG policy control to ensure the user cannot access unauthorized PDGs.
For tunnel switch users, policy routing in the WLAN AN is advocated to ensure that the security of the system is not compromised by a single badly configured VPLMN.

For scenario 2+3 users, Internet access via the VPLMN is possible using both options.

For scenario 2+3 users, Internet access via the WLAN AN is possible using both options with the end-to-end tunnel switching leveraging existing roaming agreement procedures to exchange PDG/WAG addresses.


















VPLMN-HPLMN roaming agreement includes details of (WAGs and) PDGs


 (end-to-end option only)





Scenario 3 traffic





INTERNET: scenario 2 traffic





R





PDG





WLAN AN-VPLMN interworking agreement includes details of WAG or roaming partners PDGs





PLMN #2





PDG





PLMN #1





WAG





AAA





R





AAA





WLAN AN





VPLMN #1





INTERNET





GRX





V-PDG





R





Policy Routed scenario 2+3 traffic





TSW WAG





Set next hop R1





ACL





R2





INTERNET





GRX





ACL





V-PDG





ACL





R1





Policy Routed scenario 2+3 traffic





E2E WAG





AAA





PDG





PLMN





AAA





HPLMN





WAG





AAA





AAA





VPLMN #1





AAA





PDG





PLMN





AAA





HPLMN





WAG





AAA





AAA





VPLMN #2





VPLMN #1





AAA





WLAN AN





PDG





PLMN





AAA





WAG





AAA





HPLMN





AAA





WLAN AN





VPLMN #1





WLAN AN








