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1. Introduction
This document provides detailed of DNS operation for end-to-end tunnelling with scenario 3 and scenario 2+3 users.
2. DNS Architecture
The end-to-end tunnelling is predicated on a DNS client existing in the WLAN-UE. This DNS client will likely have been configured using DHCP. 
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Figure 1: Different entities involved in scenario 3 roaming
A requirement for scenario 3 users is that they are not permitted to egress from the WLAN AN. Hence, scenario 3 users are required to be policy routed to a particular VPLMN. Such policy routing per VPLMN implies logical separation of VPLMN traffic in the WLAN AN. This logical separation implies a logical separation of DHCP server functionality per VPLMN. This logical separation can be re-used to configure the DNS client in the WLAN-UE with the IP address of the DNS server in the VPLMN.

Accordingly, and following typical GSMA recommendations, the user enters an APN which logically identifies a PDG able to support the requested service. Iterative DNS can be used to ensure that the IP Address of the DNS server in the VPLMN is observed by the HPLMN.
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Figure 2: Iterative DNS look-up for end-to-end Tunnelling
The above architecture then allows the HPLMN to implement re-use GPRS techniques including:

· DNS filtering on source IP address

· Request type filtering
3. Co-existence and Migration

Since scenario 3 requires additional functionality to exist in the VPLMN and WLAN AN, it can be interesting for acceleration of 3GPP-WLAN interworking to understand the migration scenarios which are applicable to the end-to-end tunnelling option.
Here we consider a scenario 2+3 user, where scenario 3 service is preferred (e.g., because of its enhanced Quality of Service support). Figure 3 shows the co-existence example of a WLAN AN#1 supporting scenario 3 and a WLAN AN#2 supporting only scenario 2. In order to accelerate WLAN-3GPP interworking, the HPLMN advertises the prefix of a “Packet Data Gateway” (PDG-C) element to the public Internet. The FQDN of this PDG is distinct from the FQDN of the PDG used for pure scenario 3 users (PDG-A and PDG-B). The WLAN-UE client is configured always to prefer FQDN corresponding to a pure scenario 3 service. 
When operating in WLAN AN#1, the user will have access to full scenario 3 service, e.g., using PDG-A and PDG-B. When operating in WLAN AN#2, the user will attempt to resolve the FQDN corresponding to a scenario 3 APN. This will fail, e.g., because of the HPLMN DNS filtering rules. If a cached entry is available in the WLAN-UE, the WLAN-UE may attempt to directly contact PDG-A or PDG-B and this also will fail, since these routes will not be advertised into the Internet. Hence, according to client configuration, when operating in WLAN AN#2, when access to a scenario 3 PDG fails, the WLAN-UE is able to establish connectivity to “Packet Data Gateway-C” via the public Internet.
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Figure 3: Co-existence and Migration Scenarios
4. Summary

This paper has addressed DNS operation and routing together with coexistence and migration scenarios for the end-to-end tunnelling option for scenario 3 WLAN access.
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