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1. Introduction

Supporting a UE-initiated tunnelling is a working assumption in the WLAN- interworking drafting group for both of the tunnel switching and the end-to-end approaches. A UE-initiated tunnel requires two IP addresses for a UE, which have different roles. One is an address in the data packet encapsulated by the UE-initiated tunnel. The other is an address placed at the outmost IP header, and it is used to deliver the encapsulated packet to the UE in a WLAN. 
It is necessary to differentiate these two addresses. However, in the current version of the TS, there is no consistent notation refering to the UE’s IP addresses and this raises confusion. 
2. Discussion

A structure of an IP packet, which arrives at a UE through a UE initiated tunnel, is depicted in the figure 1.
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figure 1.
The outmost IP header is used to deliver the packet by IP routing. So, ‘Source IP address 1’ represents the identity of the UE in a WLAN AN. Let me call this address as the transport IP address. This address can be assigned by a WLAN or by a PLMN (a VPLMN in roaming case and a HPLMN in non-roaming case). 
There is no additional requirement for the WLAN assigned transport IP address. 
For the PLMN assigned transport IP address, a site-to-site tunnel between the WLAN and the PLMN is required.

The inner packet contains the data which the UE wants to get. ‘Source IP address 2’ represents the identity of the UE in the network which the UE is accessing (This network is represented by W-APN). Let me call this as the data IP address. This address can be assigned by a HPLMN or an external IP data network. 

When a UE data IP address is assigned by an external IP network, the PDG needs to play the role of the relay server. And this is missed in the explanation of the PDG in the TS.

This classification of the UE’s IP address is valid for both tunnelling approaches, i.e. e2e and tunnel switching, because both assume a UE-initiated tunnel. In order not to raise confusion, it is necessary to clarify these addresses whenever one mentions a UE’s IP address in scenario 3. The only possibility when both addresses are identical is when all of the following conditions are met.

i) Non-roaming case, i.e. direct relationship between HPLMN and WLAN.

ii) A UE’s transport IP address is assigned by HPLMN, which means that a VLAN requiring a site-to-site tunnel is used.

iii) A UE’s data IP address is assigned by HPLMN, not by an external PDN.
In accordance to this, we suggest the following text changes of the TS.
3. Proposed changes of the TS

******************* First amended section *******************
3.1 3.1
Definitions

W-APN:
WLAN Access Point Name – identifies an IP network and a point of interconnection to that network (Packet Data Gateway)

Requested W-APN: The W-APN requested by the user

Selected W-APN: The W-APN selected by the network as a result of the user request
Environment: The type of area to be covered by the WLAN network of a 3GPP - WLAN interworking; e.g. public, corporate and residential.
Home WLAN: The WLAN that is interworking with the HPLMN of the 3GPP - WLAN interworking user.

Interworking WLAN :  WLAN that interworks with a 3GPP system. 
Visited WLAN: An interworking WLAN that Interworks only with a visited PLMN. 

PS based services: Services that are usually provided by the 3GPP PS Core Network.

WLAN coverage: an area where wireless local area network access services are provided for interworking by an entity in accordance with WLAN standards.

WLAN roaming: The ability for a 3GPP - WLAN interworking user (subscriber) to function in a serving WLAN different from the home WLAN

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.
UE’s transport IP address: An address that is necessary to deliver the packet to a UE in a WLAN AN. It identifies the UE in the WLAN. It can be assigned by a WLAN or by a PLMN (a VPLMN in roaming case and a HPLMN in non-roaming case). There is no additional requirement for the WLAN assigned transport IP address. For the PLMN assigned transport IP address, a site-to-site tunnel between the WLAN and the PLMN is required.
UE’s data IP address: An address used in the data packet encapsulated by the UE-initiated tunnel. It represents the identity of the UE in the network which the UE is accessing. This address can be assigned by a HPLMN or an external IP data network.
******************* Next amended section *******************
5.6.3.1. UE-Initiated Tunnelling Requirements

The requirements that a UE-Initiated tunnel protocol should meet are:

· Minimal requirements to the underlying IP connectivity network, i.e. UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

· Minimal impacts to the WLAN

· Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible 
· Tunnel IP configuration of the UE may be obtained from/through the remote tunnel endpoint
· Set up secure tunnels between UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
· Data IP address (inner IP):
· The transport of IPv4 packets shall be supported
· The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
· Transport IP address (outer IP)

· Tunnel shall be able to support IPv4 and IPv6 transport addresses

· Non-public routable transport IP addresses shall be supported

· The protocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability 

******************* Next amended section *******************
5.10.2 Enforcement in the last hop router

When operating in scenario 3, the operator of the last hop router (either the WLAN AN or VPLMN) may need to ensure that users cannot circumvent routing through the PDG by re-configuring their transport IP address.

******************* Next amended section *******************
6.2.6 Packet Data Gateway

3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network (Figure 6.2.a) or by the visited network (Figure 6.2.b). The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). Successful activation of a selected service results in 

· Determination of the Packet Data Gateway IP address used by the UE

· Allocation of a UE’s data IP address (the UE’s home address) to the UE by the HPLMN (if one is not already allocated)

· Registration of the UE’s transport IP address allocated by the WLAN/VPLMN with the Packet Data Gateway and binding of this address with the UE’s data IP address

The Packet Data Gateway:

· Contains routeing information for WLAN-3G connected users;

· Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

· Performs address translation and mapping;

· Performs de-capsulation and encapsulation;

· Allows allocation of the UE’s data IP address;
· Relays the UE’s data IP address allocated by an external IP network to the UE, when external PDN address allocation is used.
· Performs registration of the UE’s transport IP address allocated by the WLAN/VPLMN and binding of this address with the UE’s data IP address;

· Provides procedures for unbinding a UE’s transport IP address with the UE’s data IP address;

· Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the UE initiating any binding of the UE’s transport IP address with the UE’s data IP address, unbinding etc.)

· Generates charging information related to user data traffic for offline and online charging purposes.
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