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1. Introduction

HP supplied a contribution in the Sophia Antipolis meeting that was agreed as a list of procedures needed in Section 7 prior to publication.  The majority of the supplied changes of this section are additions to complete elements of this list.

Many of the procedures provided in this contribution will probably be impacted by discussions at this meeting.  This contribution is presented with as a starting point to allow the decisions to be documented in the TS as quickly as possible.

2. Recommendation
Incorporate agreed changes of the following text to the latest version of TS 23.234 which changes based on decisions in this meeting.

7
Procedures

7.1
Authentication and Authorisation
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Figure 7.1
Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP). This may include a step where the subscriber indicates which WLAN to use if more than one WLAN is available.  The subscriber may also do this after a connection is established, in which case authentication and authorization occur again.
2.
The EAP authentication procedure is initiated in WLAN technology specific way. 

All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.

All EAP packets are transported over the Wr reference point encapsulated within Diameter messages as specified in Diameter EAP application .

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]] 

A number of EAP Request EAP Response message exhanges is executed between 3GPP AAA Server and UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges. 

3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5
   Tunnelling and IP parameters may be retrieved from/via Packet Data Gateway over the Wm reference point. 
   Note that this only applicable to scenario 3.

6
If the EAP authentication was successful, then 3GPP AAA Server sends Diameter Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes ) to the WLAN.

WLAN stores the keying material and authorisation information to be used in communication with the authenticated UE.

7
WLAN informs the UE about the successful authentication with the EAP Success message.   The UE is then allowed access to a local DHCP server to obtain an IP address, the address of the local DNS server, and other information.
Note: This is all the processing which will occur in Scenario 2. 

7.2 WAG Discovery
WAG Discovery occurs when a UE requires the address of a WAG to use.  The UE may require this if it has roamed into a new WLAN, or has not had contact with the network for some period of time.  The purpose of this procedure is to allow the UE to go to a known location in the home network to obtain information to connect to the network.
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Figure 7.2 WAG Discovery procedure

1. The UE sends a WAG Address Request to a HPLMN WAG based on a configured HPLMN WAG address in the SIM.
2. The WAG forwards the request to the 3G AAA Server.  The WAG shields the 3G AAA Server address from the UE. 
3. The 3G AAA Server in the home network may contact another 3G AAA Server in  a visited network if it determines it may need a visited WAG for this subscriber.

4. The visited network 3G AAA Server issues a reply.  This reply may provide an address of a WAG for the subscriber to use, or it may indicate there is no WAG available.  The Home 3G AAA Server then may contact another 3G AAA Server in another network, if desired. 
5. The 3G AAA Server issues a reply to the WAG. 

6. The WAG passes the message back to the UE, again changing the source IP address so the 3G AAA Server address is protected.  It also notes if the response indicates failure (which would include HPLMN WAGs), and will refuse any repeat requests from the UE for a period of time. 
7.3 Registration

Registration occurs prior to the UE setting up any data tunnels (i.e. before any IMS services are requested).   Registration allows the network to record the address the UE was allocated by the WLAN in case the network desires to send a message to the UE (cases where this are done are FFS, and would be necessary for functionality similar to GPRS network based PDP context activation).  This will normally be the first time the network will have the UE’s IP address. 

The UE may immediately request a data tunnel be set up, or may do this at a later time.


[image: image3.wmf] 

 

 

UE

 

 

 

VPLMN

WAG

 

VPLMN 

3GPP AAA

 

server 

 

1. Registration Request

 

2. Registration 

Request 

 

3. Registration Request

 

5. Regist

ration Response

 

HPLMN 

3GPP AAA 

Server

 

6. Registration 

Response

 

7. Registration 

Response

 

OCS

 

4. Connect 

Charging Start

 


Figure 7.3 Registration procedure

1. The UE sends Registration Request to the WAG.  
2. The WAG forwards the request to the 3G AAA Server in its own network. 
3. The 3G AAA Server in the visited network forwards the message to the home network 3G AAA Server.  Note: This step is skipped if the WAG is in the HPLMN.
4. The 3G AAA Server issues a charging event message to the online/offline charging system.  This will correspond to a “attached” charge in a GPRS system. 
5. The 3G AAA Server issues a reply to the visited network 3G AAA Server, which notes success or failure for its own charging needs.  Note: This step is skipped if the WAG is in the HPLMN.

6. The 3G AAA Server forwards the reply to the WAG in the same network.  The WAG notes the response, and will not allow additional registration messages to be forwarded for a time if the registration was not allowed.

7. The WAG forwards the response to the UE. 
7.4 Data Tunnel Activation
Data Tunnel Activation occurs when the UE wants to transfer data with a target network.  This includes a network work IP Multimedia Services (IMS) is available.  This function is equivalent to a PDP Context Activation in GPRS.
The WAG will only pass on a Data Tunnel Activation request if the UE is registered on that WAG.  Requests received when the UE is not registered will be ignored.
The UE may have more than one Data Tunnel active at a time.  The maximum number of active tunnels is FFS, but will probably match GPRS 
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Figure 7.4 Data Tunnel Activation procedure

1. The UE sends Data Tunnel Request to the WAG.  
2. The WAG forwards the request to the 3G AAA Server in its own network. 

3. The 3G AAA Server in the visited network forwards the message to the home network 3G AAA Server.  Note: This step is skipped if the WAG is in the HPLMN.

4. The 3G AAA Server determines if the request is allowed.  If this Tunnel ID is known (which matches the text of an APN in the GPRS PDP context),  then a Tunnel Parameters message is sent to the PDG with keying material.  Note: this message is not sent if the request fails. 
5. The PDG issues a charging record to the Online/Offline Charging System noting a Data Tunnel has been started.  The PDG will send billing records periodically, as required. 
6. The Home 3G AAA Server forwards the response to the 3G AAA Server in the visited network.  If the PDG to be used is located in this network, the Visited 3G AAA Server will resolve the address of the PDG, and send the keying materials to the visited network PDG (equivalent to step 4 and 5 above).  It will also send a message (not shown) to the Home 3G AAA server to indicate the address of the PDG which was used.   
7. The 3G AAA server then forwards the response to the WAG. The WAG extracts the address of the PDG to be used for this UE, and stores it. 

8. The WAG forwards the response to the UE. 

This processing can occur several times, and a number of data tunnels can be opened at the same time.  Deregistration will cause all the tunnels to be closed at the same time.
7.5 Data Tunnel Deactivation
Data Tunnel Deactivation occurs when the UE is finished transferring data with a target network, and wants billing to conclude.  The network is then free to recover any resources associated with this tunnel. 
The WAG will only pass on a Data Tunnel Deactivation request if the UE is registered on that WAG.  Requests received when the UE is not registered will be ignored.
Deactivation Requests that are received when no tunnels are active will be passed to the 3G AAA Server(s) to record the event, and a reply will be generated. 
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Figure 7.5 Data Tunnel Deactivation procedure

1. The UE sends Data Tunnel Deactivation Request to the WAG.  
2. The WAG forwards the request to the 3G AAA Server in its own network. 

3. The 3G AAA Server in the visited network forwards the message to the home network 3G AAA Server.  Note: This step is skipped if the WAG is in the HPLMN.

4. The 3G AAA Server determines if the request affects a known tunnel.  If the tunnel is not  known, then an error is recorded, and a reply is generated immediately.  If the tunnel is known, processing continues and a Deactivation Command is sent to the PDG.
5. The PDG issues a charging record to the Online/Offline Charging System noting a Data Tunnel has been stopped.  

6. The PDG sends a response to the command, indicating normal completion or any problems encountered.
7. The Home 3G AAA Server forwards the response to the 3G AAA Server in the visited network.  If the PDG to be used is located in the visited network, the messages of Step 5 and 6 are issued by the Visited 3G AAA Server at this time.  It will also send a message (not shown) to the Home 3G AAA server to indicate the results of its actions. 
8. The 3G AAA server then forwards the response to the WAG. The WAG notes the Tunnel Information, and recovers any resources associated with the tunnel.  
9. The WAG forwards the response to the UE.
7.6 Deregistration

Deregistration occurs when the UE is no longer needs to be connected to the 3GPP Interworking, and wants billing to conclude.  The network is then free to recover any resources associated with this registration.

The WAG will only pass on a Deregistration Request if the UE is registered on that WAG.  Requests received when the UE is not registered will be ignored.

Deregistration Requests will also deactivate any active Data Tunnels. 
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Figure 7.6
 Deregistration procedure

1. The UE sends Deregistration Request to the WAG.  
2. The WAG forwards the request to the 3G AAA Server in its own network. 

3. The 3G AAA Server in the visited network forwards the message to the home network 3G AAA Server.  Note: This step is skipped if the WAG is in the HPLMN.

4. The 3G AAA Server determines if there is any reason (such as a pending network Data Tunnel Activation) why the  deregistration request should not be processed.  If deregistration is allowed, and any data tunnels are still active, then Data Tunnel Deactivation Command messages are sent for each active tunnel. 
5. The PDG issues a charging record to the Online/Offline Charging System noting a Data Tunnel has been stopped.  

6. The PDG sends a response to the command, indicating normal completion or any problems encountered.

7 . The Home 3G AAA Server issues a charging record noting the subscriber has now deregistered and connection charging should be stopped.
8.  The Home 3G AAA Server forwards the Deregistration response to the 3G AAA Server in the visited network.  If the PDG to be used is located in the visited network, the messages of Step 5 and 6 are issued by the Visited 3G AAA Server at this time.  It will also send a message (not shown) to the Home 3G AAA server to indicate the results of its actions.
9. The 3G AAA server then forwards the response to the WAG. The WAG notes the subscriber information and recovers any resources associated with the UE if the deregistration is successful.  The UE will then also be marked as “unregistered” in the WAG.
10. The WAG forwards the response to the UE.
The Deregistration also is noted in the HSS.  (To Be Done).
7.7
Subscriber Profile Update
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Figure 7.7
 Subscriber Profile Update Procedure

1.
User is registered to a 3GPP AAA server

2.
Subscribers subscription is modified in the HSS e.g. via O&M.

3. 
HSS updates the profile information stored in the registered 3GPP AAA server by Wx reference point procedure "Subscriber Profile".

4. 
The authorisation information of the associated connection is updated to WLAN as necessary.

7.8
Cancelling WLAN Registration
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Figure 7.8
 Cancellation of WLAN Registration Procedure

1.
The 3GPP subscribers WLAN subscription is cancelled in HSS.

2.
HSS cancels subscribers WLAN registration in the 3GPP AAA Server by Wx reference point procedure "Cancel WLAN Registration". In the messages subscriber is identified by his permanent identity. 

3.
If the subscribers connection still exists, Wr reference point procedure "Diameter Session Abort" procedure is executed towards WLAN.

4.
If the radio connection still exists, WLAN disconnects the radio interface connection by WLAN technology specific mechanisms. 


7.9 Disconnecting a Subscriber by WLAN
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Figure 7.9
 WLAN initiated disconnection procedure

1. WLAN detects that a Session related to a UE should be terminated towards the 3GPP AAA Server, e.g. when the UE has disappeared from WLAN coverage.

 WLAN initiates Wr Session Termination procedure towards 3GPP AAA server.  

In case when the 3GPP AAA server decides to remove the UEs state from the 3GPP AAA server, the 3GPP AAA server notifies HSS using Wx procedure “Purge” that the WLAN registration in the 3GPP AAA Server has been cancelled.  HSS removes the state related to that 3GPP AAA server, e.g., the address of the serving 3GPP AAA server for the identified subscriber.

7.10
Disconnecting a Subscriber by Online Charging System
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Figure 7.10
 OCS Initiated Disconnection Procedure

1.
A subscriber is being online charged by 3GPP AAA server. 

2. 
OCS (online Charging System) denies credit request from the 3GPP AAA server for WLAN access. The possibly already retrieved online credit runs out.

3.
To disconnect the subscribers connection, Wr reference point procedure "Diameter Session Abort" procedure is executed towards WLAN.

4. 
WLAN disconnects the radio interface connection by WLAN technology specific mechanisms

7.11 Charging offline charged subscribers
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Figure 7.11 Charging Procedure for Offline Charged Subscribers

1. WLAN user is authenticated and authorized for WLAN access.  User profile is downloaded into 3GPP AAA server.  Part of the profile is information that the user is to be offline charged.

2. WLAN access network collects charging data related to access or services locally consumed.

3. WLAN access network periodically forwards collected charging information to the 3GPP AAA server over Wb reference point.

4. 3GPP AAA server forwards charging information to the CGw/CCF over the Wf reference point.  

Note: In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local CGw/CCF over Wf reference point. 

7.12 Charging online charged subscribers
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Figure 7.12 Charging Procedure for Online Charged Subscribers

1. WLAN user is authenticated and authorized for WLAN access.   User profile is downloaded into 3GPP AAA server.  Part of the profile is information that the user is to be online charged.

2. 3GPP AAA server obtains online charging credit from the OCS.  

3. WLAN access network collects charging information.  

4. WLAN access network periodically forwards collected charging information to the 3GPP AAA server over Wb reference point.  WLAN access network does not request charging credit as the fact whether a user is online of offline charged is transparent for it.

5. If the credit is to be exceeded, 3GPP AAA server requests further credit from OCS over the Wo reference point.

6. 3GPP AAA server periodically reports to usage of resources to the CGw/CCF over Wf reference point.  The purpose of this reporting is to enable inter-operator clearing.

Note: In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local CGw/CCF over Wf reference point.
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