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1. Introduction

One of the most basic problems facing the UE during its initial processing is where the UE should connect to the 3GPP systems.   This decision determines which Visited Network (VPLMN) will be used (if any).  An incorrect decision may reduce the quality of service (or prevent service) for the subscriber, and violate commercial agreements between operators. 

Often this subject has been minimized in importance, or it is assumed that Domain Name Service (DNS) is satisfactory to solve this problem.  These assumptions are not correct.  This paper explains shows how WLAN system selection is separate from WAG discovery, why DNS is not a suitable technology, and possible solutions to this issue.

2. WLAN and WAG Discovery
Another “discovery” problem the UE has is selection of a WLAN if more than one is available.   In the case of 802.11b, for instance, the UE generally scans to see if there is more than one available network, and then must select a “Serving System ID” (SSID) to use.  

Several contributions in WLAN Drafting group have covered use of the SSID to select a specific system.  Methods have been put forth to allow a network provider’s identity to be encoded in the SSID.  If such an ID is available, then the UE could use this information in determining the available Visited Networks.  The UE will probably contain a list of acceptable networks, and could choose the WLAN on that basis.  It would also be possible to generate a possible WAG name to use based on the information in the SSID.

If such a system is available, this approach could be used.  It could be, however, that the local WLAN provider has several different VPLMN it supports, and does not have the capability of broadcasting all the different VPLMN.  It could also be the case the WLAN provider doesn’t have a direct relationship with a VPLMN (such as in a University or home setting) and isn’t willing/able to modify configuration information, but is willing to allow access to the VPLMN if it is requested.   In these cases, the UE will not be able to select the VPLMN based on SSID information.

It is also probably not desirable to rely exclusively on the SSID, since the security of a local system is lower than many other network elements, and it is easy for incorrect information to be entered which would prevent service in that area.  

These issues also apply to the concept of having a local “data server” which is used to provide a list of the VPLMN available.   Several WLAN may not have the resources to provide such a database, may not have the resources to maintain it, and may not have adequate security is such a database is maintained locally.

3. DNS and WAG Discovery
Another solution that has been proposed is the use of DNS to provide the address of the WAG.  This solution seems natural enough; the UE will have a list of VPLMN it may access, and will be given the address of a local DNS Server.  Generation of a name would be simple (“wag.vplmn.com”), and the address the name resolved to could be specific to each WLAN.

There are several problems with this approach, however.  The most serious of these is inability of the UE to determine which VPLMN to select if multiple are available.  Consider:

1. The UE authenticates in a specific WLAN.  It has some WLAN information and IP addresses for gateways and DNS servers, but basically doesn’t have any idea where (in a geographic sense) it is located. 

2. The UE’s home system may specify the use of one VPLMN in one are, but the use of another VPLMN in another area.  Once operator might be selected for New York, for instance, and another for New Jersey.

3. Both VPLMN may be listed in a DNS server, since the geographic area served by a DNS is independent of IP addresses. 

4. The UE, since it does not know if it is in New York or New Jersey, must choose at random which VPLMN to use.

Other problems exist also:

1. Security: DNS Spoofing occurs if the UE is misdirected to an invalid DNS server.  Such a server could either not hand out the WAG address or hand out the wrong WAG address.

2. Maintenance: The WAG a VPLMN wishes to use could be influenced by several factors, including traffic loads, maintenance schedules, and failures.  The DNS , however, may not belong to VPLMN, and it may take several hours or days for DNS changes to propagate to the local DNS.

3. Policy Changes: Operator agreements change over time.  If the information for VPLMN selection were distributed in both the DNS system and the UE, it would take some time and effort to change this information if the operator agreements change.

4. HPLMN and WAG Discovery
A “final” option is to have the UE turn to the final judge of this issue: its home network.  The home network will want the ability to select a particular VPLMN.  It may do this on the basis of several factors, including the subscription of the UE, the location of the UE based on IP address (and any other information), and messaging between the HPLMN and possible VPLMN systems.

Is this a simple problem for the home network to solve?  No, indeed not.  All the information about the current UE state will need to be given to the HPLMN by the UE.  The HPLMN, however, has several resources it can turn to that the UE does not have.  This includes network information maintained by professionals and the ability to contact other networks.  One could contemplate having the HPLMN sending a query to several potential VPLMN to see if one has the required support for a UE at the given “location”.

Contacting of the other networks is also key for the VPLMN to be able to control its own network.  One of the guiding principles in the WLAN drafting group has been that the VPLMN assigns its own network resources.  If a VPLMN receives a request to support a given UE, it can then take this time to decide what resources should be used to support the subscriber.  It can then report back to the HPLMN if it can support the user, and provide the address of the WAG to be used… and do this on the basis of the latest information, in real time.

5. Conclusion
WAG Discovery is not a trivial subject (at least in the general case), and will require more refinement than is presented in this paper.  A UE should be able to cache WAG information, for instance, and how this caching occurs will need to be defined.  It may also be possible to define cases where the WLAN information or a DNS query is satisfactory.  All of these approaches are worthwhile since they reduce processing load on the network.

It is equally clear, however, that the UE will need a capability to contact the home network in cases where the UE faces ambiguity, or the UE lacks certain information.  The amount of work the Home Network will need to perform depends on several factors, not the least of which are the choices the individual operators make in setting up their networks.  Contacting the HPLMN also allows the HPLMN to negotiate with VPLMN in setting up a connection.

While this adds a burden to both the UE and HPLMN, it is also obvious that such an approach helps solve this issue, and may be used to solve other issues in the future.

It is recommended that a WAG Discovery procedure between the UE and HPLMN be defined in TS 23.234.



































































