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1. Introduction

At TSG-SA#20, it was agreed to split the work on MBMS more clearly into definition of an MBMS Bearer Service (which falls under the existing MBMS work items in SA1 and SA2) and additionally, one or more ‘User Services’ which use the MBMS Bearer Service (which fall under new work items in SA1 and SA4).

The MBMS Stage 1 TS 22.146 states:

“The MBMS is an unidirectional point to multipoint bearer service in which data is transmitted from a single source entity to multiple recipients. It is anticipated that other services will use these bearer capabilities.”

The Stage 1 also shows the MBMS Bearer Service to be service agnostic:

“Types of services

The multicast mode shall be independent of the type of service being transmitted, will support a number of services, and permit support of all data types e.g. Audio, Data, Video or combinations thereof.  A minimum number of data types may need to be identified to enable interoperability.”

The term ‘bearer service’ used by SA1 is taken from ISDN where it quite clearly refers to the basic capability for information transfer between two points, and where it is explicitly equated to layers 1-3 of the OSI stack (see ITU-T Recommendation I.210). It seems fairly obvious to us, then, that the MBMS Bearer Service should provide the basic capability to transfer information in the form of Layer 3 datagrams (IP packets).
Nevertheless, multicast services will in general need functions such as Integrity, Confidentiality, Key Distribution, Service Announcement. “General-purpose” solutions to some or all of these could be included in the MBMS work in Release 6.

In this contribution we consider whether these “general-purpose” functions should be considered as part of the “MBMS Bearer Service” or instead whether the “MBMS Bearer Service” should be restricted to datagram transport and these extra functions provided by a higher layer.

Linked to this is the question of where in the architecture it is appropriate to place the Service Access Point for the MBMS Bearer Service.
2. Architecture approaches

Clearly, the service offered by the PS Domain (i.e. GGSN ‘downwards’) is one of distributing IP Multicast datagrams to multiple users. This is clear from the fact that IP Multicast is used to provide datagrams to the GGSN over Gi and for the TE to request MBMS services from the MT. For the sake of discussion, we call this service the ‘PS Domain Multicast Service’.

Two architectural approaches are possible for supporting services over this layer. We assume for the moment that in Release 6, MMS and PSS services will be adapted to work over MBMS, as illustrated below.
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It should be noted that in terms of the amount of work to be done in Release 6, the two approaches are the same. The difference is whether it is considered possible for services to be designed to run directly over the PS Domain Multicast Service alone, or whether a generic set of security and other services are assumed to apply in all cases.
The two approaches can be characterised by attaching different meanings to the term ‘MBMS Bearer Service’. In Approach A, the MBMS Bearer Service includes the Generic MBMS Security layer. In Approach B we consider the Generic functions to exist outside the ‘MBMS Bearer Service’.

This contribution argues for Approach B. The rationally for this is that it is not practicable to define Generic MBMS Security or other functions which are suitable for all possible applications. To do so limits the possible MBMS applications to those that we imagine today – introducing new applications with different requirements would require enhancement of the Generic MBMS security layer, and so could not be done without further standardisation.
The remainder of this contribution substantiates this argument by considering the various functions which might be provided in the ‘Generic MBMS security etc.’ layer and providing concrete counter-examples to show that such functions cannot practicably be defined in a way which meets the requirements of all future services.

Note that throughout this contribution the term ‘future services’ refers to services other than those defined in Release 6 (based on MMS and PSS). This includes standardised services defined in future releases, but more importantly, services which are not standardised.
3. Generic MBSM functions
In this section, we examine some of the functions which have been proposed to be part of the MBMS Bearer Service. The object in this section is to provide concrete counter-examples to show that such functions cannot practicably be defined in a way which meets the requirements of all future services.
3.1 Data integrity

Many services will require verification at the UE of the source of the MBMS data.

However, we do not consider that all services will require cryptographic data integrity solutions.

For example:

· For services delivered from within an operators network, it may be sufficient to check the source IP address of the multicast packets arriving at the UE

· A multi-player game may involve many users sending to the multicast group with the data sources verified via highly service-specific means

Further, it is difficult to see how a single data integrity solution could be defined which is optimal for all types of data. For example, real-time streaming data may most efficiently be protected using SRTP, whereas for other kinds of data it may be more appropriate to use IPsec or even application-specific solutions (such as a signature over the entire file to be transferred).

Therefore, an MBMS Bearer Service providing Data Integrity services would need to be highly flexible, providing attributes to control whether integrity is provided at all, and if so the type of data integrity protection to be applied.

3.2 Data confidentiality

Similar considerations to 2.1 apply.

Examples of services which did not require data confidentiality might be those which are funded by the Content Provider, rather than the user (for example by advertising). These may still be offered as multicast services, rather than broadcast, in order to avoid broadcast of the data in cells where no one is listening.

Another example might be services where revenue is generated not from the multicast data, but from user responses – for example a real-time betting service in which odds are distributed via MBMS and revenue is obtained from users bets placed over unicast connections.

3.3 Key distribution

Services which do not require cryptographic integrity or confidentiality services do not require key distribution.

When key distribution is required, the type of key distribution depends in part on the way the service is charged:

· Services charged on an hourly, daily or monthly subscription require the key to be changed only every hour, day or month

· Services charged on a per minute basis require the key to be changed each time a user joins or leaves
Additionally, it is easy to imagine services which have very different requirements compared to distribution of a single Master Key to all authorised users. For example, a service with different subscription levels may distribute data encrypted with different keys for the different levels (for example, the lowest level contains only the audio stream, higher levels contain video too). This may be more efficient than distributing separate data streams for the different levels, assuming the QoS requirements for all the data are compatible.

If Key Distribution is to be a function of the MBMS Bearer Service, then the possibility to adapt to these different modes of operation and different service requirements must be provided.

Again, it is difficult to imagine how a single capability could adapt to every possible MBMS service which operators may want to deploy.

3.4 Service Announcement

Service Announcement is the process whereby the user learns of the service before requesting it by sending an IGMP message.
TS 23.246 already lists five different possibilities for Service Announcements. It also already states:

“The details of the MBMS service announcement mechanisms are not specified, but MBMS shall allow the utilisation of solutions using IETF protocols.”

As with the items above, it is difficult to see how a single Service Announcement mechanism could apply to all services. For multimedia ‘broadcast’ style services an online ‘channel guide’ might be the most appropriate announcement mechanism. Other services may be announced through web links, email attachments, MMS, SMS etc.
3.5 User service authorisation

Many services will require user authorisation, but not all.

Examples of services which do not require user authorisation would be exactly those which do not require data confidentiality (see 2.2 above).

Further, amongst services which do require user authorisation, it is very difficult to imagine how this could be provided without the cooperation of the service itself.

For example, clearly a simple subscription-based authorisation function could be provided in a general-purpose manner. Anything further than this, however, immediately becomes service-specific. For example

· time-of-day based authorisation, 

· different ‘classes’ of user 

· control of user authorisation based on service state (for example disallowing activation attempts if there will be no sessions for the next X hours)

Note that the Gmb interface provides for service-based authorisation of the MBMS bearer in the PS Domain, but this is different from service authorisation. It is not strictly necessary to use the bearer authorisation mechanisms at all, since a user not authorised for the service will not have the decryption keys and so would not be able to use the data even if they received it.

The same argument as above applies against a single User Authorisation mechanism in the MBMS Bearer service.
3.6 Conclusion

We conclude from the above that it would be very difficult to provide the various functions considered in a way which was suitable for all possible future services. This is because the range of possible services which must be supported means there is no ‘one size fits all’ solution to these problems.

Further, we note from [1], that there is a strong argument in general for pushing functionality to higher layers in the stack in cases where the cooperation of the higher layer is required anyway. In most of the cases above, the cooperation of the application layer is needed – the argument is that if some functionality needs to be implemented in the application layer, you should implement it all in the application layer.

This does not mean that there is no role for standardised ‘generic’ functions which could apply to multiple MBMS Services, just that it is inappropriate for these to be consider as part of the MBMS Bearer Service (Approach A) and so applicable for all future services.

4. Summary and Proposal

Section 2 described two approaches to the MBMS stack. Either generic functions such as security and standardised and assumed to apply to all future services (Approach A), or such generic functions are considered applicable only to certain services (Approach B).

We argue that Approach B is the only approach which can provide enough flexibility. Approach A arbitrarily constrains future services to those which can be imagined today and for which we provide the ‘generic’ functions today.

Section 3 justified this argument with concrete examples demonstrating cases where assumptions about the nature of the ‘generic’ functions required by future services could not be made. We conclude that:
· it is almost impossible to envisage functions sufficiently generic that the Bearer Service remains ‘service independent’ as required by SA1

· these functions require the participation of the service anyway and so should be provided at a higher layer

Whilst some service providers may wish only to deploy MBMS Services which have been imagined by 3GPP in the year 2003, experience has shown that a wider variety of service offerings is more likely to generate the revenue needed to justify the original investment.
We therefore propose that the ‘MBMS Bearer Service’ should not contain any of the functions considered in Section 3 and should consist only of the ‘PS Domain multicast service’ and therefore terminate at the GGSN.

Further, we believe there may be value in standardising generic solutions to some of the functions considered in Section 2. These solutions should be appropriate for the services to be standardised in Release 6.
A companion contribution provides text proposals to the TS to this effect.
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