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1. Introduction
SA2 sent LS S2-030445, entitled “LS on use of HTTP between UE and AS in the IMS” to SA3. SA3 sent a response to SA2#31 entitled “Response to LS (S2-030445) on use of HTTP between UE and AS in the IMS” (approved in SA3 by email on 21 March, document number still unknown at time of writing). 

In their response, SA3 reports that the work on the security for the use of http in presence was progressed at their last meeting SA3#27 in the contributions S3-030056 by Siemens, S3-030060 by Nokia and S3-030069 and S3-030084, both by Ericsson. These contributions are attached to SA3’s response LS. They discuss security mechanisms between UE and Application Server, i.e. at the Mt reference point. All these mechanisms are assumed to be applicable to IMS-based services other than presence.

The following actions are placed on SA2:

“SA3 kindly asks SA2 to provide their view on 

· the architectural implications of all approaches;

· the potential dependencies created by all approaches.”

This contribution is to assist SA2 in performing those actions. It provides a summary of the approaches discussed in SA3 from an architectural perspective.  This should allow SA2 to  give guidance to SA3 regarding the following issues: 

Overall impact: this should be minimised. Enhancements to existing procedures are preferred over the definition of new entities and/or interfaces.

Dependencies: Dependencies on work, which is uncertain to meet the Release 6 deadline, should be avoided, given that the Mt reference point and Presence are important parts of release 6. This applies to work inside and outside 3GPP, in particular as the latter is outside the control of 3GPP. 

Efficiency: the number of message exchanges should be minimised so as to minimise the delay experienced by the user and the load on the network entities. The complexity of the authentication solutions (terminal and network) should be minimised.

Security specific merits of the various approaches will and should be assessed by SA3.

2. SA3 working assumptions

SA3 assumed the following working assumptions:

1. Transport Layer Security (TLS) will be taken as a priority mechanism for protection of HTTP, such as integrity and confidentiality, but it will be further studied along with other mechanisms;

2. The authentication method should use the AKA authentication;

3. SA3 has envisaged the interleaving attack in tunnelled authentication protocols; the approach to be adopted shall mitigate the attack.

Working assumption 1 does not seem to raise any architectural questions, and is not further discussed here.

Working assumption 2 is quite general, and a number of quite different authentication methods compatible with this working assumptions 2 are discussed in the SA3 contributions attached to SA3’s response LS. The architectural implications of these methods are discussed here.

Working assumption 3 discusses a security problem associated with some of the discussed methods. Some of the proposed solutions create dependencies, which are also discussed here.

3. Overview of the approaches to authentication for the use of http at Mt discussed in SA3
3.1 Approach proposed in S3-030056 by Siemens

The preferred approach is the use of http digest (rfc 2617) over TLS for mutual authentication between UE and AS. But, a priori, UE and AS do not share the secret cryptographic key required to perform this authentication. S3-030056 proposes to derive this UE-AS authentication key from an IMS session key (CK) obtained during the IMS registration procedure. The UE-AS authentication key is derived from the IMS session key in the S-CSCF and transported to the AS using the third party registration mechanism. Use of the third party registration mechanism also allows the AS to know the S-CSCF at which a particular user is registered at a given time. Alternatively (not described in S3-030056), the UE-AS authentication key could be derived in the HSS and transported to the AS over the Sh interface. It should be mentioned that, although this approach depends on IMS security, it is not required that a user is registered in the IMS when engaging in communication with the AS. It suffices that the UE was registered in the IMS prior to that communication with the AS. It is indeed an important advantage of this approach that IMS Registration allows access to all IMS Features for the UE, including those provided via the Mt reference point. 
Overall impact: Third party registration is likely to be needed between S-CSCF and HSS. A message field needs to be defined to transport the key. (The details of this key transport are still ffs and are considered mainly a CN1 issue.) Alternatively, the Sh interface between AS and HSS needs to be slightly enhanced.
Dependencies: there is a potential dependency on the IETF regarding the message field used for key transport. This is ffs.
Efficiency: No additional authentication and key agreement protocol runs are needed to establish the UE-AS authentication key. Only symmetric key algorithms are used.

3.2  Approaches proposed in S3-030060 by Nokia

S3-030060 discusses four possible approaches. 

Approach 1 proposes TLS for mutual authentication between UE and AS where both AS and UE are assumed to have public key certificates. Currently, there is no efficient method available to supply UEs with public key certificates, however, SA3 is working on such a solution (working item “subscriber certificates”). As already recognised in S3-030060, “the Subscriber Certificate work is far from completion in 3GPP and at the earliest it will be completed in the end of the Rel 6. Time dependency with the Subscriber Certificate therefore increases uncertainty of the completion date of the Presence stage 2 work.” Nevertheless, approach 1 is the approach preferred in S3-030060.
Overall impact: the work on subscriber certificates requires two new functional elements in the network and the specification of four new interfaces (cf. S3-030050, S3-030051). These new interfaces also solve the key transport problem.
Dependencies: one reason for the uncertainty about the completion date is a possible dependency on OMA for certificate enrollment protocols, another is a possible dependency on the IETF for DIAMETER extensions. Furthermore, the approach depends on the assumption that a suitable Public Key Infrastructure, built by the operators, exists. 
Efficiency: the solution requires an additional round of authentication and a run of the certificate enrollment protocol to obtain the subscriber certificate. On the other hand, the cost of acquiring a certificate may be amortized over many communications UE-AS. This depends on the lifetime of the certificate. S3-030060 recommends short-lived certificates for security reasons. The use of subscriber certificates is also less efficient than the use of symmetric key algorithms.
Approach 2 does not require subscriber certificates. It proposes http digest for mutual authentication between UE and AS, but also relies on the work on subscriber certificates to provide the UE-AS authentication key. Therefore,  similar considerations apply to this approach compared with approach 1, regarding overall impact and dependencies as approach 1 (except for the possible dependency on OMA). As no certificates are used, the computations are more efficient than in approach 1, but there is still an additional round of authentication required, perhaps even one additional round per AS (not entirely clear from the description). 

Approach 3 suggests http digest aka over TLS (rfc 3310) for UE-AS mutual authentication. 
Overall impact: the approach seems to require a new interface between AS and HSS to run http digest aka and, in particular, transport the keys. 

Dependencies: this approach has no dependency on the work on subscriber certificates, but may have some dependency regarding the new “Cx like” interface between AS and HSS for the transport of authentication vectors. It also needs to address a particular possible threat which is also discussed in S3-030084. Solutions to this threat may create dependencies on the IETF.
Efficiency: the solution requires an additional round of authentication, perhaps even one additional round per AS.

Approach 4 marries elements of 2 and 3. Similar considerations apply.

3.3  Approach considered in S3-030069 and S3-030084 by Ericsson

In fact, S3-030069 and S3-030084 do not propose a preferred solution. S3-030069 just mentions a larger number of possible solutions, and points out that, for some of them, in particular for Nokia’s approach 3, as described in section 3.2 above, a particular type of threat (man-in-the-middle attack for tunnelled authentication) exists. S3-030084 discusses various solutions to mitigate this threat. One of these solutions create dependencies on the IETF, another solution suggests a modification to the IMS authentication protocol AKA in the HSS. 

All approaches considered by SA3 seem to assume that network authentication relies on certificates for the AS. Managing certificates for network entities is much less complex than managing subscriber certificates, therefore this may be acceptable. The decision should be left to SA3.

4. Conclusions:

It is proposed that SA2 recommends SA3 to use the following architectural guidelines for their work on http security:

Overall impact: this should be minimised. Enhancements to existing procedures are preferred over the definition of new entities and/or interfaces.

Dependencies:Dependencies on work, which is uncertain to meet the Release 6 deadline should be avoided, given that the Mt reference point and Presence are important parts of release 6. This applies to work inside and outside 3GPP, in particular as the latter is outside the control of 3GPP. 

Efficiency: the number of protocol runs should be minimised so as to minimise the delay experienced by the user and the load on the network entities. Efficient cryptographic mechanism should be preferred if the use of more computation-intensive mechanisms does not provide a clear advantage in terms of additional functionality.

Section 3 of this contribution provides an analysis of the various approaches in this respect. It is proposed as the basis for a liaison response to SA3. 

