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1. Introduction

The timing of the transmission of the Common ID message carrying the UESBI-Iu on the Iu interface is still an open issue. This document attempts to summarise some of the background to this subject, provides some limited analysis, and, proposes a conclusion.

2. Background

2.1
R’99 25.413

Neither 23.060 nor RANAP requires that security procedures are completed prior to the CN sending the Common ID message.

Section 8.16 of R’99 25.413 is copied below:

------------------------

8.16
Common ID

8.16.1
General

The purpose of the Common ID procedure is to inform the RNC about the permanent NAS UE Identity (i.e. IMSI) of a user. This is used by the RNC e.g. to create a reference between the permanent NAS UE identity of the user and the RRC connection of that user for UTRAN paging co-ordination. The procedure uses connection oriented signalling.

8.16.2
Successful Operation
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Figure 17: Common ID procedure. Successful operation.

After having established an Iu signalling connection, and if the Permanent NAS UE identity (i.e. IMSI) is available, the CN shall send a COMMON ID message, containing the Permanent NAS UE Identity IE to the RNC. The RNC shall associate the permanent identity to the RRC Connection of that user and shall save it for the duration of the RRC connection.

8.16.3
Abnormal Conditions 

Not applicable.

------------------------------- end of extract ---------------

2.2
Usage of ‘common ID’ within the RNC/BSC

The IMSI is provided to the RNC/BSC so that once a mobile has built an SCCP connection to one CN domain, paging from the other CN domain is not lost.

Delaying transmission of the IMSI “until after security mode procedures” means that paging from the other CN domain is guaranteed to be lost. 

Sending the IMSI to the RAN before security procedures are complete means that there is a risk that IFF someone has “borrowed” your IMSI then paging from the other CN domain might be lost. (Note that the RAN might still broadcast your page in addition to sending it “in-band” - in which case the page is not lost at all.)

Further note, that it is unclear what happens for mobile terminating events (eg voice calls) from the same CN domain when someone “borrows” your IMSI and attempts to make an outgoing call. 

Summary: 

a)
sending the common ID “late” guarantees lost paging for genuine users. 

b)
Sending the common ID as early as possible may mean that paging is lost when someone attempts to imitate you. However, RAN functionality/configuration can totally remove this problem.

c)
Sending the common ID late/early has no impact on lost MT events in the same domain as that in which someone attempts to imitate you in the.

Overall ( sending the IMSI as early as possible is best for class A mobiles.

3. Likely RAN Problems

In UTRAN the ciphering and integrity protection procedures are substantially different to that in GERAN. They have been the subject of many late changes to (at least) the RRC specification.

Hence it should be anticipated that either UESBI-Iu or UESBI-Uu will be needed to treat the early UMTS mobiles.

Usage of UESBI-Uu implies changes to the R’99 RRC standard.

Proposal
MSCs and SGSNs supporting the Early UE Feature should send the Common Id message before 
the RANAP security mode command message.
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