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1 Introduction

This contribution discusses the UE-Initiated tunnel principles.

2 UE-Initiated Tunnel

UE Initiated Tunnel is an end-to-end tunnel between UE and PDGW that allows providing 3GPP PS based services to the user through the WLAN-3GPP IW system. 

Tunneling methods that are coupled to the WLAN session setup have limitations on usage flexibility, e.g. tunnel establishment is only possible as part of WLAN connection setup and tunnel tear down is coupled with WLAN connection release, only a tunnel can be established (if we assume that UE can only have one WLAN session at a time)

UE-initiated tunneling can be decoupled from WLAN session set-up, and user choice can be taken into account. As the tunnel starts from the UE, it is possible to achieve a higher level because cleartext user data packets are not accessible to WLAN AN or the visited PLMN, without specific arrangements.

3GPP operator control is not risked by introducing UE-initiated tunnels. If UE-initiated tunnels are used for accessing an operator service (behind the Wi reference point of PDGW), then the PDGW is obviously exclusively an operator service, as a third party cannot set up Wi connections to an operator's network. 

Moreover, the 3GPP operator e.g. VPLMN can make the PDGW only reachable over its network, e.g. by BGW means.  UE-Initiated tunneling allows VPLMN and HPLMN to perform per-user charging and to apply policy control rules.
3 Conclusion

We propose that a LS is sent to SA3 to request SA3 to design a secure VPN solution for UE-initiated tunnelling in 3GPP-WLAN interworking scenario 3.

We propose introduce in TS 23.234 v1.6.0 the changes below.

*** Start of changes to Section 5.5.3 *** 
5.5.3 UE-Initiated Tunneling


1. 
2. 
3. 

5.5.3.1. Principles
In UE-initiated tunnelling, the UE initiates the establishment of tunnels and performs the packet encapsulation/decapsulation. UE/user performs the PDGW selection and PDGW is found by its DNS name. 

Tunnel establishment and tunnelling is performed with end-to-end Virtual Private Network (VPN) techniques based on IP security, e.g. L2TP over IPsec (RFC 3193).
UE may set up several UE initiated tunnels, potentially to multiple PDGWs. UE initiated tunnel may be run over Site-to-Site or/and UE-transparent tunnels. 
*** End of change ***


























































