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 << First changed clause >>
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

…
Codeword: access code, which is used by a Requestor or LCS Client in order to gain acceptance of a location request for a Target UE.  The codeword is part of the privacy information that may be registered by a Target UE user.
…
Enhanced Codeword: the enhanced codeword is used in the same way as the normal codeword but contains additional information to ensure that only the identified requestor or LCS client are able to use the enhanced codeword to get the location of the target UE.

…

<< Next changed clause >>

5.5
Information Flows between Client and Server

Other types of national specific information flows may be supported in addition to the information flow specified here.

Any of the information flows here indicated may not be externally realized if the information does not flow over an open interface. On the other hand, if a flow goes over an open interface, it shall abide to a well-defined protocol, e.g. LIF TS 101 [31], Location Inter-Operability Forum 2001.

5.5.1
Location Service Request

Via the Location Service Request, the LCS client communicates with the LCS server to request for the location information of one or more than one UE within a specified quality of service. There exist two types of location service requests:

-
Location Immediate Request (LIR); and

-
Location Deferred Request (LDR).

The attributes for the information exchange between the LCS Client and the LCS Server have been standardized by LIF based on requirements set by TS 22.071 and TS 23.271.

The following attributes are identified for Location Service Request information flow:

-
Target UE identity (either verinym or pseudonym);

-
LCS Client identity;

-
Service identity, if needed;

· Codeword, if needed;

· Enhanced codeword, if needed;

· Requestor identity, if needed (and type of Requestor identity if available);

· Number dialled by the target mobile user or APN-NI, if the request is call or session related ;

· Event, applicable to deferred location requests only;

· Start time, stop time and interval, applicable to periodical and deferred requests only;

· Requested Quality of Service information, if needed;

· Requested type of location, i.e. current location or last known location;

· Priority, if needed;

-
Service coverage (i.e. country codes), if needed;
· Requested maximum age of location, if needed;

-
Local coordinate reference system, if needed;

-
Geographical area, if needed.

Some of the information may be stored in GMLC and the LCS client does not need to include such information in the location service request.

<< Next changed clause >>
5.6
Information Flows between LCS Servers

Other types of national specific information flows may be supported in addition to the information flow specified here.

Any of the information flows here indicated may not be externally realized if the information does not flow over an open interface. On the other hand, if a flow goes over an open interface, it shall abide to a well-defined protocol, which will be further specified in other relevant specifications. 

When the LCS server’s associated GMLC uses the Lr interface then this interface shall conform to the protocol as specified in (reference to be added) and the procedures defined in clause 9 of the current specification.

5.6.1
Location Service Request

Via the Location Service Request, the source LCS server communicates with the destination LCS server to request for the location information of one UE within a specified quality of service. There exist two types of location service requests:

-
Location Immediate Request (LIR); and

-
Location Deferred Request (LDR).

The following attributes are identified for Location Service Request information flow:

-
Target UE identity, (either one or both of MSISDN and IMSI, or pseudonym);

-
LCS Client identity, i.e. LCS client external identity or internal identity;

-
LCS Client type, (i.e. Value added, Emergency, PLMN operator or Lawful interception);

-
LCS Client name, if needed (and type of LCS client name if available);

-
Service type, if needed;

· Codeword, if needed;

· Enhanced codeword, if needed;

· Requestor identity, if needed (and type of Requestor identity if available);

· Number dialled by the target mobile user or APN-NI, if the request is call or session related ;

· Event, applicable to deferred location requests only;

· Requested Quality of Service information, if needed;

· Requested type of location, i.e. “current location”, “current or last known location” or “initial location”;

· Priority, if needed;

· Requested maximum age of location, if needed;

· Privacy override indicator, if needed;
-
Service coverage (i.e. country codes), if needed;
· Indicator of privacy check related actions, if needed;

· Supported GAD shapes, if needed;
· Identity of the source LCS server of the Location Service Request;
· VPLMN LCS server address , if needed ; 

· Network address of Privacy Profile Register, if needed; 

· Network numbers of serving nodes; 
· LCS capability sets of serving nodes, if needed.
<< Next changed clause >>

7.4.1
LCS Authorisation Request

Via the LCS Authorisation Request, the H-GMLC can request the PPR to perform the privacy check. There exist two types of LCS Authorisation Request:

-
LCS Authorisation Request without location estimate (send by H-GMLC before location request);

-
LCS Authorisation Request with location estimate (to check location related privacy settings).

The following attributes are identified for LCS Authorisation Request information flow:

· Target UE identity, (one or both of MSISDN and IMSI);

· Indication on call/session related MT-LR;

-
LCS Client identity, i.e. LCS client external identity or internal identity;

-
LCS Client type, (i.e. Value added, Emergency, PLMN operator or Lawful interception);

-
LCS Client name, if needed (and type of LCS client name if available);

-
Service type, if needed;

· Codeword, if needed;

· Enhanced Codeword, if needed;

· Requestor identity, if needed (and type of Requestor identity if available);

· Type of location, i.e. “current location”, “current or last known location” or “initial location”;

· LCS capability sets of serving nodes, if needed;
· Location estimate, if needed and available (This is only relevant for LCS Authorisation Request with location estimate).
<< Next changed clause >>

9.1.1 Common MT-LR procedure in PS and CS domain


[image: image1.wmf] 

UE

 

HLR/

 

HSS

 

RAN

 

Client

 

MSC/

 

SGSN

 

 

13

. LCS Service Response

 

 

1

. LCS Service Request

 

GMLC

 

(Home)

 

9

. 

MT

-

LR

 procedure

s

 for CS and PS

 domain

 

.

 

 

2

. 

Send Routing Info for LCS

 

 

3

. 

Send Routing Info for LCS ack

 

 

4

. LCS Service Request

 

 

12

. LCS Service Response

 

 

6

. 

Send Routing Info for LCS

 

 

7

. 

Send Routing Info for LCS ack

 

GMLC

 

(Requesting)

 

GMLC

 

(Visited)

 

 

8

. LCS Service Request

 

 

10

. LCS Service Response

 

5

. 

Privacy check

 

.

 

11

. 

Privacy check

 

.

 


Figure 9.1: General Network Positioning for a MT-LR

1)
An external LCS client requests the current location of a target UE from a GMLC. The LCS Client may also request a deferred location request, i.e. based on event. The R-GMLC verifies the identity of the LCS client and its subscription to the LCS service requested and derives the MSISDN or IMSI or pseudonym or PDP address, (NOTE: IP addressing in this context is FFS, one reason is the dynamic IP addressing used in IPv4.) of the target UE to be located and the LCS QoS from either subscription data or data supplied by the LCS client. For a call related location request, the LCS client includes the LCS client's called party number, as dialled by the target mobile user, in the LCS service request. For a session related location request, the LCS client includes the APN-NI of the LCS client, as used by the target UE, in the LCS service request. For a call/session related request the R-GMLC may verify that the called party number or APN-NI is correct for the LCS client in question. The LCS client’s dialled number or APN-NI are checked in step 9 for the call/session related class.
The LCS request may carry also the Service Identity and either the Codeword or the Enhanced Codeword and the service coverage information. The R-GMLC may verify that the Service Identity received in the LCS request matches one of the service identities allowed for the LCS client. If the service identity does not match one of the service identities for the LCS client, the R-GMLC shall reject the LCS request.  Otherwise, the R-GMLC can map the received service identity in a corresponding service type. In case the location service request contains both the enhanced codeword and the pseudonym of the target UE, the target UE’s verinym need not be included or shall be encrypted in the enhanced codeword.
If the location request is originated by a Requestor, the Requestor Identity may be added to the LCS service request. The LCS client should authenticate the Requestor Identity but this is outside the scope of this specification. The LCS service request may also contain the type of the Requestor identity if the requestor identity was included. 
If the H-GMLC address is not contained in the pseudonym or cannot deduced from the pseudonym, the R-GMLC shall determine the verinym for the pseudonym. In this case the R-GMLC may access to its associated PMD as described in 9.1.1.3.
The R-GMLC verifies whether it stores the privacy profile of the target UE. If the R-GMLC stores the UE’s privacy profile, (this means the R-GMLC is the H-GMLC of the target UE), then step 2, 3, 4 and 12 are skipped.
If location is required for more than one UE, or if periodic location is requested, the steps following below may be repeated.

Note: 
This means that R-GMLC handles the periodicity of location requests as requested by the LCS client both in CS and PS domain.

2)
If the R-GMLC already knows, (e.g. from a previous location request or an internal lookup table), or is able to determine, (e.g. it is possible to use a DNS lookup mechanism similar to IETF RFC 2916), the network address of H-GMLC of the target UE, or in case the location service request contains the target UE’s pseudonym, which includes the target UE’s Home-GMLC address, or a pseudonym from which the target UE’s Home-GMLC address can be deduced, then this step and step 3 may be skipped.
Otherwise, the R-GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI or MSISDN of the UE.  
The details of the alternative methods of retrieving H-GMLC address other than the sending SEND_ROUTING_INFO_FOR_LCS message to the HLR/HSS, (e.g. internal lookup table, DNS lookup mechanism), are not in the scope of this specification.
Editor´s note: 
According to the current version of TS29.002 the PDP address cannot be transferred by using the SEND_ROUTING_INFO_FOR_LCS message, so this is for ffs.
Editor´s note: 
The support for number portability with these alternative solutions of retrieving H-GMLC address still needs further study and should be in line with the general solution to support number portability in Rel-6.
3)
 The HLR/HSS verifies whether the R-GMLC is authorized to request UE location information. If not, an error response is returned. 
Otherwise the HLR/HSS returns one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes if available and whichever of the IMSI and MSISDN that was not provided in step 2. The HLR/HSS returns the address of the H-GMLC. The HLR/HSS also returns the address of the PPR and V-GMLC, if available. 

Note: HLR/HSS may prioritize between the MSC/VLR or SGSN address sent to the GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the UE’s capabilities for LCS. Other priority criteria are for further study.
4)
If R-GMLC finds out that it is the H-GMLC, the signalling steps 4 and 12 are skipped.
 If the R-GMLC did not receive the H-GMLC address in step 3 and can not retrieve the H-GMLC address in some other way (e.g. DNS lookup), then steps 4, 5, 6, 7, 8, 10, 11 and 12 are skipped and the R-GMLC directly sends the PSL message to the serving node.
Otherwise, the R-GMLC sends the location request to the H-GMLC. If one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes, IMSI and MSISDN for the target UE and the address of the V-GMLC and the PPR have been retrieved in Step 3, the R-GMLC shall pass the information with the location request to the H-GMLC. The R-GMLC shall also send the service coverage information to the H-GMLC, if the information is available.
5)
The H-GMLC verifies whether the R-GMLC is authorized to request UE location information. If the R-GMLC is not authorized, an error response is returned. 
If the LCS service request contains the pseudonym of the target UE and the H-GMLC cannot resolve the PMD address from the pseudonym, the H-GMLC itself determines the verinym (MSISDN or IMSI) of the target UE. If  the H-GMLC can resolve the address of PMD from the pseudonym, the H-GMLC requests the verinym from its associated PMD, see clause 9.1.1.3. In this case, if H-GMLC is not able to obtain the verinym of the target UE, the H-GMLC shall cancel the location request. 
In case the location request contains an enhanced codeword, the H-GMLC/PPR shall verify the enhanced codeword and that it allows the indicated LCS client or requestor to get the location information of the indicated target UE. 
The H-GMLC performs privacy check on the basis of the UE user’s privacy profile stored in the H-GMLC and the capabilities of the serving nodes (MSC/VLR and/or SGSN), if available. The H-GMLC may ask the PPR to perform the privacy check as described in clause 9.1.1.1. If the key of the UE user’s privacy profile (i.e. MSISDN or IMSI) is not available, the privacy check in this step shall be performed after step 7. The H-GMLC/PPR verifies LCS barring restrictions in the UE user's privacy profile in the H-GMLC/PPR. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If the location service request is to be barred, an error response is returned to the R-GMLC or the LCS client. As a result of the privacy check, the H-GMLC/PPR selects an indicator of the privacy check related action and/or a pseudo-external identity. (The details of the indicator of the privacy check related action and the pseudo-external identity are described in Annex C). If the requested type of location is “current or last known location” and the requested maximum age of location information is available, the H-GMLC verifies whether it stores the previously obtained location estimate of the target UE. If the H-GMLC stores the location estimate and the location estimate satisfies the requested accuracy and the requested maximum age of location, the H-GMLC checks the result of the privacy check. In case the result of the privacy check for call/session unrelated class is “Location allowed without notification” then steps 6, 7, 8, 9 and 10 may be skipped.
6)
If the H-GMLC already knows IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request), and  the VMSC/MSC server address or SGSN address,  the rest of this step and step 7 may be skipped. Otherwise, the H-GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI, PDP address or MSISDN of this UE. 
Editor´s note: 
According to the current version of TS29.002 the PDP address cannot be transferred by using the SEND_ROUTING_INFO_FOR_LCS message, so this is for ffs.
7)
The HLR/HSS then returns one or several of the network addresses of the current SGSN and/or VMSC/MSC server, the LCS core network signalling capabilities of the serving nodes and whichever of the IMSI and MSISDN that was not provided in step (6) for the particular UE. The HLR/HSS may also return the address of the PPR and the V-GMLC, if available.
Note: HLR/HSS may prioritize between the MSC/VLR or SGSN address sent to the GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the UE’s capabilities for LCS. Other priority criteria are for further study. 
8)
If step 6 and step 7 were performed, the H-GMLC/PPR may do a new privacy check. 
Also if the location request is an immediate location request and the service coverage information (i.e. list of country codes) was sent from R-GMLC, the H-GMLC checks the country codes of the serving node addresses. If the H-GMLC finds out the current SGSN and/or VMSC/MSC server locates out of the service coverage, the H-GMLC returns an appropriate error message to the R-GMLC or the LCS client.
In the cases when the H-GMLC did not receive the address of the V-GMLC, or when the V-GMLC address is the same as the H-GMLC address, or when both PLMN operators agree not to use the Lr interface, the H-GMLC does not send the location request to the V-GMLC and step 10 is skipped. In this case, the H-GMLC sends the location service request message to the serving node.
If the H-GMLC received the address of the V-GMLC from the HLR/HSS and the V-GMLC address is different from the H-GMLC address, the H-GMLC may send the location request to the V-GMLC. The location request shall contain one or several of the network addresses of the current SGSN and/or MSC/VLR, and the IMSI and MSISDN of the target UE. The location request may also carry the requested action of the VPLMN as the result of the privacy check in the H-GMLC (e.g. by using the pseudo-external identity as described in Annex C). The V-GMLC first authenticates that the location request is allowed from this GMLC, PLMN or from this country. If not, an error response is returned.
Editor’s note: The case when the V-GMLC is the same as the R-GMLC may need further elaboration.

9)
In case the GMLC (H-GMLC, R-GMLC or V-GMLC) receives only the MSC/VLR address, the MT LR proceeds as the CS-MT-LR procedure described in 9.1.2. In case GMLC receives only the SGSN address, the MT LR proceeds as the PS-MT-LR procedure described in 9.1.6. In case the GMLC receives several of the following addresses, SGSN, VMSC and/or MSC Server, it has to decide where to send the location request. If the requested MT-LR is known to be associated with a CS call, the CS-MT-LR procedure shall be invoked. If the requested MT-LR is associated with a PS session, the PS-MT-LR procedure shall be invoked. Otherwise, both CS-MT-LR and PS-MT-LR are applicable. If LCS Client indicated deferred location request, GMLC shall indicate this together with applicable event type (e.g. UE available) in the requested PS/CS-MT-LR, see 9.1.8.

NOTE:
The order in which these procedures are invoked and whether one or both procedures are used may depend on information in the LCS service request, subscription information for the LCS client, possible priority information returned by the HSS or information already stored in the GMLC (e.g. obtained from previous location requests).

10)
The V-GMLC sends the location service response to the H-GMLC. 

11)
 If the privacy check in step 5 indicates that further privacy checks are needed, or on the basis of the privacy profile, the H-GMLC shall perform an additional privacy check or the GMLC may ask the PPR to perform the privacy check as described in the 9.1.1.1. If the location request from the R-GMLC or the LCS client contained the pseudonym, the H-GMLC shall use the pseudonym of the target UE in the location response to the R-GMLC or the LCS client. One example when this additional privacy check is needed is when the target UE user has defined different privacy settings for different geographical locations. 
12)
The H-GMLC sends the location service response to the R-GMLC. The H-GMLC may store the location information and its age.

13)
R-GMLC sends the location service response to the LCS client. If the location request from the LCS client contained the pseudonym and the R-GMLC resolved the verinym from the pseudonym in the step 1, the R-GMLC shall use the pseudonym of the target UE in the location response to the LCS client. If the LCS client requires it, the R-GMLC may first transform the universal location co-ordinates provided by the SGSN or MSC/MSC server into some local geographic system. The GMLC may record billing for both the LCS client and inter-network revenue charges from the SGSN or MSC/MSC server's network.

The detailed CS-MT-LR and PS-MT-LR procedures in step 9 of figure 9.1 are described in 9.1.2 and 9.1.6.The detailed procedure for deferred PS/CS-MT-LR is described in 9.1.8.

<< Next changed clause >>

9.1.1.1 LCS Authorisation request

If the UE subscribers LCS privacy information is kept in the PPR the GMLC (H-GMLC) shall send a LCS Authorisation request to PPR, see figure 9.1.B. 

¨¨¨¨
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Figure 9.1B: LCS authorisation in PPR

1) The GMLC sends the LCS authorisation request to the PPR. The LCS authorisation request carries the type of location information requested (e.g. current location), the UE subscriber's identity (one or both of MSISDN and IMSI) and indication whether the request is call/session related or call/session unrelated. In case GMLC received the LCS client’s called party number or the APN-NI of the target mobile’s session, GMLC shall request both call/session related and call/session unrelated privacy checks in PPR. In case GMLC did not receive the LCS client's called party number or the APN-NI of the target mobile’s session, GMLC requests only a call/session unrelated privacy check in PPR. For a value added LCS client, the message shall carry the client’s name, the external identity of the LCS client and the requestor identity (if that is both supported and available). Moreover the message may also carry the Service Type and the Codeword. This message shall also carry the LCS capabilities of the SGSN or VMSC/MSC server. This message shall also carry the Enhanced codeword if received from LCS client.
In case the additional privacy check was requested to be performed after the positioning procedure the LCS Authorisation Request shall also include the location estimate. 

2) PPR performs the privacy check based on the target UE’s privacy profile. The result of that privacy check is sent to GMLC in the LCS Authorisation response. If requested by the GMLC the PPR shall include two privacy check results for the LCS Authorisation response, both call/session related and call/session unrelated privacy check results. The response may also contain information if an additional privacy check is needed when the GMLC has received the location information of the target UE (e.g. if the target UE allows its location information to be given to the LCS client only when it is located in certain areas).

If PPR received information that the visited MSC/SGSN is pre Rel-6 it shall convert the external LCS client ID into a pseudo external ID which shall carry the response of the privacy check. For more information on pseudo external Ids, see Annex C.
In case the subscriber changed his privacy information the LCS authorisation response shall be also used to indicate this to the GMLC.

<< New added clause >>

9.5.3.7 Authorisation Codewords
The authorisation codewords are used to authorise the LCS service request for certain Target UE user. There are two types of authorisation codewords:
Codeword
The Codeword is an access code, which is used by a Requestor or LCS Client in order to gain acceptance of a location request for a corresponding target UE.  The target UE user may register the Codeword with the operator as part of his or her privacy information. The codeword functionality was introduced in Rel-5.
Enhanced Codeword
The enhanced codeword is used in the same way as the normal codeword. However, it contains additional information to ensure that only the identified requestor or LCS client are able to use the enhanced codeword to get the location of the target UE that issued the enhanced codeword.
When the target UE receives such an enhanced codeword from H-GMLC/PPR, it may generate and add a codeword identity and may also add its own identity and other information. The UE shall be able to digitally sign the enhanced codeword with the private key certified by the operator. If the target UE has issued an enhanced codeword to allow the identified requestor or LCS client to get location information, the LCS client shall send the enhanced codeword to R-GMLC, which shall forward it to H-GMLC. Only the H-GMLC/PPR shall check whether the enhanced codeword received from the LCS client is acceptable.

The transfer mechanism of an enhanced codeword to and from the UE is outside the scope of this specification. 
The UE may also be able to encrypt the enhanced codeword and its contents using the public key of the home environment operator and only the home environment operator’s GMLC/PPR can decrypt such an enhanced codeword using the operators’ private key.
The target UE (user) may issue an enhanced codeword, which contains any or all of the following information:


enhanced codeword identity number, 


requestor identity, 


LCS client identity, 


identity of the target UE itself, 

If the UE needs to revoke an active enhanced codeword, it requests H-GMLC to revoke the identified enhanced codeword with an enhanced codeword identity number. The target mobile may request the H-GMLC to revoke an enhanced codeword as identified by the target mobile, but this functionality is outside the scope of this specification.
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