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1. Introduction

This contribution contains a CR that introduces an alternative logical model for anonymity support into the informative Annex E in 23.271. Although the Annex is only informative, it will be used for guidance in other organizations concerning anonymity architectures and models, so different possible approaches that fulfill different requirements shall be included in the Annex (for as long as the annex is part of the specification, that is). The proposed model allows the UE to request pseudonyms directly from the PMD and use them in further contacts with LCS clients. 

2. Background
Two different logical architectures for handling anonymity of target UEs are presented in the informative annex E in 23.271. The two alternatives are:

(i)
“GSMA based”, which uses a gateway/proxy through which all LCS service requests from the terminal pass. This gateway requests pseudonyms from the PMD, changes the LCR service request message, and sends it to the LCS client the UE requested the LCS service from in the first place.
(ii)
“Liberty Alliance based”, which also uses a proxy which handles pseudonym requests. But in this architecture, it is the LCS client that requests the pseudonym, not the UE.

There seems to be drawbacks with both of these models. In model (i), the anonymity towards LCS clients on, for example, the Internet cannot be guaranteed since there is no way for the UE to request a pseudonym that can be given to such a LCS client. The LCS clients that can handle psuedonyms need to be defined by the operator in advance. In model (ii), the UE first makes the request to the LCS client that then requests a pseudonym, which seems somewhat strange in light of anonymity of the target UE from the LCS client. 

3. Alternative logical model

If the informative annex is to be kept in the specification, e.g. as guidance for other groups working on the issue of anonymity, we believe further logical architectures need to be added. In this document, we propose a logical architecture for anonymity which enables the UE to request a pseudonym from the PMD, which thus makes it possible for the UE to remain anonymous towards any LCS clients on the Internet. The architecture does not introduce any new nodes, but relies on a new terminal-to-PMD interface. The architecture is shown in the figure below. 
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Figure 1. A logical architecture to support anonymity for LCS services. The terminal has the possibility of requesting a pseudonym from the network (the PMD).
First the terminal requests a pseudonym from the PMD for its true identity (the verinym, in practice an MSISDN). The PMD returns a pseudonym and stores the relationship between the psuedo- and the verinym for later use. The terminal now makes a LCS service request to an LCS client using the pseudonym and the LCS client makes a location request to the GMLC. In order for the positioning to proceed, the GMLC requests the PMD to resolve the psudonym into the verinym. The verinym is then used by the GMLC to check privacy and to obtain the position of the UE. Before the GMLC returns the position, the verinym is translated back to the pseudonym.
4. Proposal

Attached is a CR introducing the above logical architecture for anonymity into Annex E of 23.271. 
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Annex E (Informative):
Handling of pseudonyms in location services

There is a requirement in place on anonymity for both the requestor and the target in the LCS Stage 1, TS22.071, and there are or will be regulatory requirements to support anonymity in location services in some countries. It is seen as a basic service requirement that the user should be able to request anonymity at will.

There are various methods available for providing anonymity-support for LCS. One model has been described by the GSM Association in the LS in tdoc S2-021104 to 3GPP. In short, GSMA’s model introduces the following logical architecture.
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Figure Annex E.1; GSMA logical model to support anonymity

In this PUSH model the pseudonym of the target UE is always generated for certain LCS clients on behalf of the terminal’s subscriber without a specific request.

The PUSH model describes the case when the target UE requests its own location using e.g. SMS or WAP. SMS and WAP functions currently have problems in supporting anonymity, because the SMS/WAP gateways forward the originating MSISDN to the receiver. This weakness may be resolved in practise e.g. such that the SMS or WAP Gateway requests pseudonyms from a common device (PMD), as shown in Figure D.1. This solution is not LCS specific, since the SMS/WAP gateway inserts pseudonyms in all SMS/WAP messages, which the gateway forwards to the receivers (LCS clients) defined by the operator in advance.  

An alternative approach to support pseudonyms is shown in Figure E.2 below. This approach is being studied in the Liberty Alliance Project, see http://www.projectliberty.org/.
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Figure Annex E.2; Logical model to support anonymity

In this PULL model the LCS client requests the pseudonym from the Gateway before accepting the service request from the terminal. The pseudomym is generated in the PMD (IDP) and forwarded by the Gateway to the LCS client. The LCS client includes the pseudonym in the location service request to GMLC. Step 6 is not needed in case GMLC decrypts the pseudonym itself.

For roaming cases chapter 9.1.1 in this specification describes the cases where the pseudonym contains the address(es) of the target UE’s Home-GMLC so that the Requesting-GMLC can forward the location request to H-GMLC, which may determine the corresponding verinym itself or request the verinym from its associated PMD.
An alternative approach to support pseudonyms is shown in Figure E.3 below. The architecture enables the UE itself to request a pseudonym from the PMD directly that it can then use when requesting services from a LCS client. This approach can be used when the user wants to use a LCS service on the Internet, for example.  
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Figure Annex E.3; Alternative logical model to support anonymity

In this model, the UE first requests a pseudonym from the PMD by supplying the PMD with its verinym (e.g. MSISDN). The pseudonym is then used when requesting a service from an LCS client.  The choice of anonymizing the request is thus left to the user (~terminal), which makes this model differerent than the GSMA model above. It also differs from the Liberty Alliance in that it is the user that reuqests the pseudonym, not the LCS client. 
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