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1. Overall Description:

SA3 thanks SA2 on the liaison statement related to the confidentiality protection in IMS. SA3 has discussed the questions presented by SA2 in the liaison statement, and would like to state the following: 

1) “If the access network doesn’t provide confidentiality for IMS signalling, is enhancement of the current Rel-5 IMS access security architecture for confidentiality service needed?”

IMS security should be enhanced in Release 6 by confidentiality mechanism if IMS is about to be used over some new access network. Depending on the access network, and on the availability of different security mechanisms in the end-user terminals, the use of IPsec, TLS and/or S/MIME should be considered. 

2) “If such enhancement is needed, are there any backwards compatibility issues between Rel-5 and Rel-6?”

SA3 is not aware of any backwards compatibility issue that would be relate to the adoption of Release 6 IMS for other IP connectivity networks. Release 5 IMS entities should not be used over other IP networks. 

3) “If confidentiality is provided by an access network, could confidentiality also be optional in IMS when using that access network?”

SA3 has agreed on a principle that the IMS security would be access network independent. That is, Release-6 IMS used with other access networks should not be used with confidentiality protection mechanisms other than what is defined in RFC 3261 (SIP), i.e. IPsec, TLS or S/MIME. The mechanisms used in IMS Release-5 where the confidentiality is provided by access network UTRAN between UE and RNC should be seen as an exception to this rule rather than as a general principle.

Since SA3 is currently studying IMS confidentiality for the scenario in which privacy intensive Presence information is delivered over the IMS network, SA3 attached a discussion paper about the issue to this liaison statement. 

2. Actions:

SA2 is encouraged to provide further information for SA3 on their current work related to IMS enhancements on confidentiality protection mechanisms. In particular, SA3 should be informed on any new requirement related to the use of IMS in different IP connectivity networks. 
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