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1. Introduction

When a UE in the WLAN needs to access certain service from the 3GPP network, it needs to go through the service authorization procedure. This procedure would decide whether the user could access the service based on the subscription, and provide necessary configurations for the UE to access it.

The section below shows an example of the operation sequence when the EAP based end-to-end authorization procedure is used to authorize the service in the 3G WLAN interworking with an IEEE802.11i compliant WLAN.

2. Details on the sequence of the authorization

2.1 General architecture 

If EAP based method is to be used for authorization, a layered architecture will be used as shown in the figure below:

Figure 1. The structure for the EAP based method in IEEE802.11i compliant WLAN

In this case, the Diameter/Radius AAA SUCCESS message would inform the AP to open the port for the terminal to use; and EAP SUCCESS/FAILURE would inform the MT that this authentication process is successful/failed, and whether it can use the port to communicate through AP. While the EAP method needs to have its own ways for notifying the results (usually not necessary, e.g. AKA). 

So, if EAP-Authorization is used, it should be in the EAP-method layer. And in that case, the AAA sever need not to use the EAP/SUCCESS or FAILURE to signal the result of authorization to the UE. And the EAP-authorization method should control the application/service whether it could access the 3G PS service

2.2 Detail Operation Sequence

EAP-AKA/SIM would authenticate the user first. The keys are derived for the 802.11i according to the EAP-AKA/SIM draft. Note that these keys for 802.11i are used for the controlled port only. The uncontrolled port (used for EAP exchange) is not protected by these keys.

At any time, the EAP-Authorization will initiate from the terminal (to authorize service). This would trigger the 802.1x state machine at both UE supplicate and AP authenticator to the Authenticating state.

The EAP-Authorization message could be protected by the K_aut and K_encr derived from the Authentication procedure. These two keys would only change when a new full-authentication is done.
Figure 2. Operation Sequence of the EAP-Authorization for 3GPP Service Authorization
1. The Authentication process (EAP-AKA/SIM) has successfully authenticated the terminal. The 802.1x port is open. 802.11i keys are derived and in use.

Note: Similar to re-authentication, after authentication, a special Identity for authorization is generated, from pre-set algorithm using the actual Identity, or Temporary Identity. 

2. The authorization is initiated by the  MT to send a EAP-Response/Identity to the AAA server, with the Identity set to the special Identity for signaling it’s for authorization

3. The sending of the EAP message will trigger the 802.1x state machines at the MT and AP to the AUTHENTICATING state.

4. The AAA server would know the intent of the message exchange through the special Identity, and start the message exchange for the Authorization

5. The Service Authroization message exchange between the MT and the AAA server. The message exchange could be protected by the K_Auth, and K_Encr produced from the previous full authentication. 

Note: The authorization is carried out inside the EAP. The result is not reflected in the EAP/SUCCESS or EAP/FAILURE.

The following messages are inside the EAP dialogue for example, and could be implemented in form of Type-Length-Value: 

a. The authorization could start from the server offering a list of services that are supported by the network, and conditions. E.g. MMS, IMS, Intranet VPN, etc. They could be of the APN form

b. The MT picks one or more of the supported service, and may request with specific criteria. E.g. VoIP.foo.bar.gprs. bi-direction. 128Kbps

c. The AAA server answers with reply code: ACCEPT/DENY + Configuration, e.g. P-CSCF address

d. MT confirm the inform received, and ends the authorization procedure
6. At the finishing of the authorization procedures, the AAA server will send a request to start the re-authentication procedure to derive a new set of session keys for the communication.  The re-authentication procedure will be that of the specified authentication method (e.g. AKA reauthentication if AKA is used).

7. MT verifies the keying material from the AAA server similar to the re-authentication procedure, and generate the keys for the application usage (802.11i).

8. MT confirms the validity of the keying materials

9. AAA server verify the reply, and generate the application specific keys (for 802.11i)

10. EAP/SUCCESS would be sent to the AP then relayed to MT to put the 802.1x state machine to AUTHENTICATED.  The 802.11i PMK are carried together to the AP.

11. AP relay the EAP-SUCCESS to MT.

12. AP, and MT’s 802.1x state changed to AUTHENTICATED

13. 802.11i local key derivation. 

Note: This is the standard 4 way key exchange process. 

Step 6 to 13 are identical to the normal re-authentication process. 

Note: If the re-authentication process fails, it is up to the operator’s local policy whether to close the port directly, or other action, e.g. force a full authentication to be carried out.
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