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1 Introduction

At the last SA3 meeting, it was decided that the 3GPP AAA Server generates the temporary ID’s as an AES encrypted IMSI (with some random padding). All 3GPP AAA servers in the 3GPP home network share the encryption keys used to decrypt the temp id. These keys are not known by the users or by any other networks. 

When the UE receives one of these temp ids, it stores the id for its subsequent use. When the UE uses a temp id for authentication, the 3GPP AAA Server decrypts the received temp id and obtains the IMSI from it. This is described in TS 33.234, chapter 6.4.

However the text in the SA2 TS 23.234 chapter 5.4.1 now suggests that the 3GPP AAA Server not only generates the temporary identifiers, but also stores them. But according to the mechanism agreed in SA3, the temp id’s are not stored in the network. 

2 Proposal

It is proposed that chapter 5.4.1 of TS 23.234 is changed to reflect the pseudonym generation mechanism in the SA3 TS 33.234.

***** proposed change ****

5.4.1 General

[zip]

For user identity protection a Temporary Identity username can be used. The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks. As a working assumption, it is considered in this version of the TS that temporary identifiers are allocated in the 3GPP AAA Server.

***** end of proposed change ****




































