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1. Introduction

This contribution examines the two options for User Authentication for MBMS services from an architectural perspective. The contribution is intended to address architectural issues in SA2 scope, not security issues in SA3 scope.

Discussions at SA2#28 suggested that User Authorisation for the MBMS service should be performed at the Application Layer. This means that any Authorisation decisions made by the GPRS network (i.e. at the SGSN based on HLR subscription data) would be for access to the MBMS network capabilities and/or the APN on which the service can be found, rather than the service specifically.

This Application Layer user authorisation decision would be made at the BM-SC. In order to perform this function the BM-SC must be made aware of the authenticated identity of the user.

2. Authentication options

Two approaches to Authentication have been discussed:

(1)
re-use of GPRS Authentication – between UE and SGSN

(2) application layer Authentication – between UE and BM-SC

2.1 GPRS Authentication

Using GPRS Authentication for MBMS requires the Authenticated Identity of the user to be passed from SGSN, to GGSN and on to the BM-SC.

This could be achieved by including this identity within the MBMS Activation Signalling from SGSN to GGSN and GGSN to BM-SC (since these signalling interactions are considered to be secure).

However, this would be an MBMS-specific solution to what is fact a more general problem. Other PS Domain applications may have a requirement to obtain the authenticated identity of a user without performing an application-specific authentication exchange themselves.

A generic mechanism could be envisioned which would provide any application server with the authenticated identity of a user with which it is interacting (assuming the server is authorised by the operater and user to get this information). Indeed Nortel has previously proposed an OSA-based mechanism which does exactly that (The IP Session API).

Such an approach to this problem could be developed in parallel to MBMS network capabilities – there would be no need for the two to be coupled in any way.

2.2 Application layer authentication

In this case authentication takes place via a direct interaction between the user and the BM-SC. This would usually take place at User Service Activation. The user contacts the BM-SC in order to obtain service parameters, keys, etc. and is authenticated at the start of this interaction.

The authentication scheme used would be application-specific and so need not be specified by 3GPP.

Some applications may wish to restrict distribution of the MBMS data stream to authorised users. (Some applications may not care, because the raw data stream is encrypted and only authorised users have the key). In order to apply this restriction, the application must be able to correlate the bearer layer join request with the authentication/authorisation exchange completed previously.

This can be achieved by means of a token mechanism, as defined for IMS. The application server generates a unique token when authorising the user and passes this to the UE. The UE includes this token in its bearer layer join request and the token is then passed back to the application server with the bearer authorisation request from the GGSN. The application server (in this case the BM-SC) can then correlate the bearer authorisation request with the user that it previously authenticated/authorised.

3. Discussion

3.1 What applications will use MBMS ?

An important consideration in this debate is the type of applications that we expect to use MBMS – do the expected applications already exist ? What approach do they take to authentication ?

Contribution S2-030164 at SA2#29 suggested that 3GPP may consider how existing multimedia applications may be enhanced to take advantage of MBMS network optimisations. For example, IMS can be used to establish streaming sessions, and it would be advantageous if MBMS network optimisations were used for popular content. IMS includes its own application layer authentication.

Therefore, if it is useful for IMS to take advantage of MBMS network optimisations, then MBMS should certainly support applications with their own authentication schemes.

Conversely, PSS is possibly the most likely existing application that will need to take advantage of MBMS network optimisations. PSS does not support authentication or authorisation (Security features are noted in 26.233 as for future releases.)

Authentication and Authorisation would clearly be useful additions to PSS in the non-MBMS case as well as the MBMS case. This suggests that any authentication solution should be generic, not restricted to MBMS. The lack of an existing application layer authentication mechanism in PSS would suggest that a GPRS based mechanism would be preferable (since this may not require upgrade of clients).

Alternatively, subscription-based policy, as discussed in S2-030875, could be used to ensure that only authorised users could communicate with the PSS server in the first place. In this case no other authentication or authorisation mechanisms are needed.

3.2 Generic use of GPRS-based authentication

Various general schemes can be considered for a user to prove their identity to an application server. Indeed the current Subscriber Certificates work will provide a solution to this general problem. Definition of such general schemes would be out of scope of the MBMS work item specifically, and as noted above, MBMS need not be dependent on definition of such a scheme.

However, we have an another requirement as well as simply proving the identity of a user. We require to associate a request for reservation of bearer resources with an authenticated user, and potentially to associated this reservation request with an application layer session for that user.

As with IMS, association of the resource authorisation request with an application layer session (and hence an authenticated user) could be achieved by means of an authorisation token.

4. Conclusion

Based on the above discussion we conlude the following:

· MBMS should operate with both Application Layer and GPRS-based authentication schemes

· Subscription-based policy may provide means to control access to MBMS services without requiring any additional authentication/authorisation.

· Any GPRS-based authentication scheme should be not be specific to MBMS. Other applications should be able to use the scheme to obtain the authenticated identity of a PS Domain user.

· A scheme for correlation of bearer resource reservation requests with an application layer session, such as authorisation tokens as specified for IMS, is also required.

































































































