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Introduction

It has been discussed in the past whether the P-CSCF should strip and remove headers and values in the SIP signalling when it forwards a SIP message towards the UE.

During the CN and SA plenary meetings in September, 3GPP received a Liaison from the IETF (NP-020393) in which the IETF was analysing the usage 3GPP is doing of SIP, particularly some violations of SIP specified by 3GPP.

This document addresses one such violation, namely, the P-CSCF behaviour with regards to stripping and restoring of SIP headers and values, and proposes a way forward that is compatible with the 3GPP requirements and avoids violations of SIP protocol.

The solution is proposed for Release 5. If this solution does not reach Release 5, there will be a future compatibility issue that will not be able to solve in Release 6, because there will be Release 5 UEs out there behaving with the assumption that the P-CSCF is stripping away certain headers.

Discussion

At the moment, the P-CSCF strips away Route, Record-Route, Via, Path and Service-Route headers when they present in any message that the P-CSCF forwards to the UE. The headers are restored when the message comes back, before the P-CSCF forwards the message to the I-CSCF or S-CSCF.

It is believed that this solution comes as a requirement to avoid that a malicious UE could get extra knowledge and bypass certain CSCFs (such as the S-CSCF) to avoid be charged. The rest of this document tries to demonstrate the security concerns are not addressed by removing the headers.

The networks already provide mechanisms to restrict all the signalling that the UE generates to the P-CSCF via the use of  the dedicated PDP context for IMS signalling. This PDP context, as stated in 23.228 sub-clause 4.2.6, is subject to signalling sent from the UE to the P-CSCF, DNS server and DHCP server. Therefore, by providing a dedicated PDP context for IMS signalling, the network can enforce and restrict all the SIP signalling to traverse a P-CSCF.

Once the UE is engaged in a session, the UE has learnt the Contact address of the remote party (Contact header value in SIP). However, the UE cannot contact, at the SIP signalling, directly the remote UE if a dedicated PDP context for IMS signalling is in place. 

Note that nothing prevents the UE to directly communicate with any other SIP clients via basic GPRS infrastructure as with current GPRS provides connectivity to the Internet/external packet networks.

Additionally, any network where S-CSCFs are located will have to be secured by means which is outside of the scope of standardization and Network Domain security provides means of securing inter-network traffic as well.

The solution that proposed is based on:

1. The P-CSCF shall not, at any time, strip away any header of any SIP message sent to the UE The behaviour should be consistent with the proxy procedures defined in RFC 3261 and other SIP RFCs.

2. The UE will receive all the headers, and shall use them according to the procedures for User Agents defined in RFC 3261.

3. The P-CSCF shall enforce a correct usage of the header values. Should a misbehaving UE "forget" to build a proper header in a SIP request, the P-CSCF may reject the request. But if operator policy requires overriding UE provided headers then P-CSCF shall override that header with the appropriate values.

The procedure is secure, as the P-CSCF will supervise the requests generated at the UE, and the P-CSCF will have the ability of either reject malformed requests and/or enforce operator policy and override headers to  correct behaviour of the UE.

With this solution, some headers (such as Route, Record-Route, Path, Service-Info) will be received at the UE that previously weren't received. Some concerns have been risen as for the air interface usage. If signalling compression (SigComp) is used, then the headers names (Route, Record-Route, Path, Service-Info) will be compressed from the beginning. The values of these headers will be compressed once the first appearance of it. Therefore, it is considered that the effect on the UE and on the air interface is negligible 

In case a THIG is inserted in the Path, the UE will receive a token instead of the name of a CSCF in any of the headers (e.g., Route, Record-Route). Compression will be applied the same way as if not hiding had happened. That is, the UE will receive a token in a header. When later the UE needs to populate the token in a header, it will be compressed by the SigComp layer, as if any other SIP URI.

Proposal

1. The P-CSCF shall not, at any time, strip away any header of any SIP message sent to the UE. The behaviour should be consistent with the proxy procedures defined in RFC 3261 and other SIP RFCs.

2. The UE will receive all the headers, and shall use them according to the procedures for User Agents defined in RFC 3261.

3. The P-CSCF shall enforce a correct usage of the header values. Should a misbehaving UE "forget" to build a proper header in a SIP request, the P-CSCF may reject the request and/or if an operator policy requires enforcing the routes stored in P-CSCF, the P-CSCF shall override that header with the appropriate values.

If the above principle is agreed for Release 5, Ericsson will provide CRs to appropriate 3GPP specifications to correct them.

