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1. Overall Description:

SA4#23 received a contribution that raises the issue of non-application aware Network Address Translators (NATs) in the case of communicating with 3GPP PSS compliant servers that reside in the public Internet or in some operator portals that are separated from the core network by firewalls. Application un-aware NATs cause problem in opening the correct UDP ports for the media flows coming from operator-external network, because the address mapping between the public and private IP address and port are not available at the application level in the UE. Private IP address and port information assigned to the UE in the PDP context activation for the RTP/RTCP data flow over UDP are signalled in RTSP messages, but not interpreted and translated by the NAT and firewall devices. This causes mismatch between the layer 3 and application level signalling information at the server.

Even if NAT operation would be working properly (i.e. it’s RTSP-aware), there are cases when firewalls open ports for UDP flows only for packets received first from the private network. In use case of a contacted PSS-compliant server, first RTP/UDP/IP packets are received in downlink direction.

SA4 is afraid that there will be an amount of PSS-compatible content servers that will appeal to the 3G terminal users but the content is not going to be cached on the operator domain (optional) RTSP proxy elements. To enable interworking with these servers, the PLMN border elements interfacing towards public Internet need to be aware of application specific requirements, or provide other standardised means for the PSS application in the UE to receive its allocated public IP address and port number.

SA4 also assumes that similar problems would arise with use of IMS-compliant services which also utilise SDP within SIP messages, thus the group felt it was useful to consult with SA2 how the similar problem has so far been handled in IMS. SA4 also felt that the problem is related to network architecture, so SA2 may be the best group to handle this problem.
2. Actions:

To SA2 group.

ACTION: 
SA4 asks SA2 to confirm, if NAT and firewall problems related to use of 3GPP compliant services from application servers that reside outside the Gi interface have been considered in architectural work for IMS, and if there already exists guidance in 3GPP specifications on how to solve this problem. 

If this is the case, SA4 also asks SA2 to consider the PSS perspective (RTSP protocol and SDP awareness for firewalls or NATs in the Gi interface) in its future work - or provide back information and guidance on how SA4 or some other 3GPP group should  deal with this problem within the PSS(-E) service context. 
3. Date of Next SA4 Meetings:

SA4#24
11th – 15th November 2002
Redmond, Washington, USA

SA4#25
20th – 24th January 2003

San Francisco, California, USA.
