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1 Introduction

According to current 23.934, the Wr interface is the interface between the WLAN and the 3GPP AAA server.  The 3GPP AAA server is used to authenticate the 3GPP subscriber based on the authentication information received from the HSS/HLR. This paper attempts to open the discussion on whether there is a need to have more than one 3GPP AAA server to share the task of authentication subscribers and consequently introducing new functionality and interface into 3GPP WLAN interworking architecture.
2. Reasons for having multiple 3GPP AAA servers

The reasons that an operator may need multiple 3GPP AAA servers can vary and some of which are:
· Load balancing 
It is expected that there will be millions of 3GPP subscribers with in operator’s network and all of them will be authenticated by the 3GPP AAA server in the home network, therefore, load sharing is needed.
· User profile management 
Due to the rich service features of 3GPP network, subscribers’ service profile can vary in many aspects which makes authentication, authorization and accounting very complicated, hence, there could be a need for the operator to use different AAA servers to handle the AAA functionality for a group subscribers who fall in the same category (AAA server specific for business users and server for normal subscribers).
· Server capabilities (3GPP AAA servers with different capabilities)
Assuming a Diameter based protocol, there are many Diameter extensions to satisfy different AAA requirements; this is just an example that within the operator’s network, there may be AAA servers with different capabilities.
· Multiple AAA associations with the 3GPP AAA servers

It is expected that there will be many WLAN providers and thus potentially many AAA associations (between AAA servers) to administer/operate domains.
· Other operator specific reasons
Operators shall have the freedom to move the subscribers from one 3GPP AAA server to another.
3 Problem statement when having multiple 3GPP AAA servers
With the existing architecture, the problem is when multiple 3GPP AAA servers are present, how does the WLAN or visited proxy AAA servers route the message to the right 3GPP AAA server in the home which is serving the user who is asking for network resource access. Currently, the 3GPP AAA server address is identified by pre-configured information within visited network or by DNS using the domain part of the NAI. Because the configuration of multiple AAA servers is in the home environment which is hidden from a visited network, therefore, either of the ways mentioned above can route the message to the right 3GPP AAA server unless having an AAA entity at the entry of the home network which has the capability to select or discover the serving 3GPP AAA server for the user.
4 Possible New architecture
Because of the problem mentioned above, there is a need to define this 3GPP AAA server discovery or selection functionality into the interworking architecture. The address of the new functionality will appear in the glable DNS as the AAA entry point of 3GPP home environment. With such an entry point to hide the internal configuration of the home AAA environment, the operator is free to design the network according to their need.
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In this proposed new architecture, a new entity 3GPP Broker AAA server and a new interface between the broker and the HLR/HSS are added.  The functionalities of the broker AAA servers are:

· Serving as the entry point for incoming AAA messages from the external networks

· 3GPP AAA server selection

The 3GPP AAA server selection is only performed at the first authentication, and there are three possible ways:
· User ID mapping to 3GPP AAA server is pre-configured in broker AAA server, by which no new interface to the HSS/HLR is required, but this approach has scalability drawback, therefore it is not recommended.
· User ID mapping to 3GPP AAA server is pre-configured in HSS/HLR, and broker server retrieve the 3GPP AAA server ID from the HSS/HLR, the this approach has the same problem with one above, it is desired to allocate the 3GPP AAA server in a dynamic way for scalability reason.
· Broker AAA server retrieve the 3GPP AAA server capablities from the HSS/HLR and select a suitable 3GPP AAA server based on the capablities. This approach provides a dynamic way to allocate 3GPP AAA server, therefore, this is the recommended approach.
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The flow above shows a first authentication and a re-authentication procedure. The diagram is not completed based AKA because some of the flows are omitted. The main purpose of the flow is to show the new 3GPP Broker AAA functionality and the interface to the HLR/HSS. 
At the very first authentication, UE sends its IMSI as part of the NAI and the 3GPP Proxy AAA uses the domain part of the NAI to query the DNS for the entry point of the home network and it gets the 3GPP broker AAA server address. 
Message is forwarded to the broker, which uses the IMSI (or plus some other information) to retrieve the 3GPP AAA server or the server requirements from the HLR/HSS.

The message is forwarded to the selected 3GPP AAA server. The authentication is successful and the 3GPP AAA server allocates temp ID and return its own routable ID back to the visiting network. 
At the re-authentication procedure, the broker is not involved since the visiting network already has the information about the 3GPP AAA server.
5 Implementation issue or standardisation issue

The new architecture has a new logical entity (3GPP Broker AAA) and a new interface between the new entity and the HSS/HLR. If it is believed that the operator will chose single vendor solution in the home network for WLAN interworking, then this can be considered an implementation issue and outside the scope of 3GPP. If not, then this is a standardisation issue and within 3GPP’s scope. If this is a standardisation issue, what need to be standardised are:
· The interface between the 3GPP broker server and the HLR/HSS needs to be a standardised interface, and this can either be MAP or Diameter.
· The mechanism used by the broker to select the AAA server capabilities. It could be the operator’s task to define the meaning of the capabilities and their semantic received from the HSS which the broker doesn’t need to understand. 
6 Proposal

It is expected that the group can have discussion based on the material provided in this paper:

1. Justify the need for the AAA broker server or not
2. Does it need to be standardised or just an implementation issue?

3. If it needs to be standardised, what is the way forward?
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