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1 Introduction

This contribution discusses and proposes principles how the requirements for the connection state management within the 3GPP system can be met. In particular this contribution proposes principles for 3GPP AAA Server selection for new and ongoing WLAN connections.

2 Connection State Management Principles

Dynamic AAA server assignment for new connections

When WLAN UE establishes a new WLAN connection it shall always initiate a full EAP/SIM or EAP/AKA authentication. In this full authentication WLAN UE shall utilise the subscribers permanent home network realm within the home network realm part of the utilised NAI.

When the AAA Access Request including the subscribers permanent home network realm arrives to the home network, home network may use different implementation specific mechanisms for selecting a 3GPP AAA server starting to handle this new WLAN connection, e.g based on current load in different AAA Servers.
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Session Maintenance for existing connections
When a WLAN connection is established the subsequent reauthentications related to the same WLAN connection should be routed to the 3GPP AAA Server which already has the connection termination for the WLAN connection. This enables fast reconnection without the need to full re-establishment of the connection. In some WLAN networks, there may be a need for very frequent reauthentications and therefore ensuring that the same 3GPP AAA server is always used is important.

In EAP/SIM and EAP/AKA there is support for specific reauthentication procedure. For this reauthentication procedure separate reauthentication temporary IDs are utilised. These temporary reauthentication IDs contain a whole NAI, i.e. both a temporary reauthentication username part and a temporary reauthentication realm part.  The temporary reauthentication NAI may be reallocated in each full SIM/USIM authentication as well as in each EAP SIM/AKA reauthentication.

Since the temporary reauthentication ID is assigned by the 3GPP AAA server maintaining the WLAN connection, the realm of the temporary reauthentication NAI can be dynamically allocated so that the forthcoming  AAA Access Request will be routed to the correct 3GPP AAA server by standard Diameter message forwarding procedures.

When WLAN UE initiates an authentication to reauthenticate an existing WLAN connection WLAN UE shall always initiate an EAP/SIM or EAP/AKA reauthentication procedure. In this reauthentication procedure WLAN UE shall utilise the previously allocated temporary reauthentication identity (including both temporary reauthentication username and realm parts) as the identity utilised towards home network.

When the AAA Access Request including the reauthentication identity arrives to the home network the home network can route the request to the correct 3GPP AAA server based on the utilised realm part.

Note: When the home network AAA server desires to perform a full SIM/USIM authentication even for reauthentication an existing WLAN connection, that is completely transparent to this routing mechanism, since the routing is affected only by the identity in utilised in the first EAP-Response Identity message.
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3 Proposal

It is proposed that  the chapter 2 "Connection State Management Principles" is included as a new clause 5.x to the S2 WLAN TS. 


























































