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1 Introduction

EAP/SIM and EAP/AKA protocols support identity privacy with temporary identifiers or pseudonyms. Temporary identifiers are used on full USIM/SIM authentication instead of the permanent identity, which would contain the IMSI in the clear. This submission discusses requirements on temporary ID management.

2 Discussion
If the UE has a temporary identifier when starting full USIM/SIM authentication, the UE uses it instead of the permanent IMSI-based identity. If the network does not recognize the temporary identifier, the 3GPP AAA server can request the UE to send instead the permanent identity with EAP/SIM or EAP/AKA mechanisms. However, the UE has no way of telling whether the EAP request for the permanent identity originates from a valid 3GPP AAA server or from an active attacker that is trying to learn the true identity of the subscriber.

One way to protect against such active attacks on the UE is to ignore any requests to send the permanent identity if the UE has a valid temporary identifier available. This is possible if the UE can assume that the network is able to maintain the temporary identifiers that the network has assigned and sent to the UE. For example, the UE could assume that if it has received a pseudonym less than a month ago, the network should still recognize it. Such policy on the UE is infeasible if the network can lose a pseudonym for example due to an AAA server malfunction, because the policy would prevent the UE from authenticating with a valid 3GPP AAA Server after the malfunction.
Depending on the UE implementation, it may also be possible that with an explicit intervention by the user, the UE policy of not sending its permanent identity could be temporarily overridden
Therefore, the home 3GPP network should store the temporary identifiers in a robust manner, as carefully as it stores any other permanent or semi-permanent subscription data. A new temporary identifier is sent to the UE as part of full USIM/SIM authentication. The temporary identifier to be allocated for the UE in this full USIM/SIM Authentication must be robustly stored before sending it to the UE in order not to lose it if the AAA server crashes during the rest of the full authentication exchange.

The UE may fail to store a temporary identifier sent to it as part of full USIM/SIM authentication. In this case, the UE will typically use the previous temporary identifier on the next connection. Hence, the home 3GPP network must be able to decode the previously used temporary identifier (because the UE may use it again) and any temporary identifiers issued after it. .

Instead of storing each assigned temporary identifier in a database, the home network may compose cryptographic temporary identifiers that contain the encrypted IMSI. In this case the network must robustly store the cryptographic keys and other parameters that may be required to decode the temporary identifiers.
EAP/SIM and EAP/AKA can also use so-called re-authentication identities if the built-in re-authentication support is used. It is not necessary for the home network to store these re-authentication identities as robustly as full authentication identities, because if a re-authentication identity is lost, then the full authentication procedure is performed, and no breaches of identity privacy occur as long as the network is able to decode full authentication temporary identifiers.

3 Proposal

It is proposed that the following paragraph is included in TS Chapters 5.3.2 and 5.3.3:

The home network must be able to decode the most recently used full authentication temporary identifier (because the UE may use it again) and any temporary identifiers the network has issued after the most recently used temporary identifier. Before sending an allocated temporary identifier to the UE, the home network must store all the data required to decode the temporary identifier in a robust manner. The home operator network must store the data required to decode temporary identifiers as carefully as it stores any other permanent or semi-permanent subscription data.

