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1 Introduction

In the recent S2 email reflector discussion there was a lot of discussion about WLAN reference model and its potential backwards compatibility with existing HLRs. This contribution discusses some of the important aspects of the WLAN reference model and its backwards compatibility with existinh HLRs and proposes an update to the 3GPP WLAN reference model that should reflect most of the various requirements expressed in the email discussion.

2 WLAN Reference Model Clarifications

2.1 Basic Structure of the Home Network Reference Model 

The current WLAN home network reference model includes two different type of WLAN equipment, which are now called 3GPP AAA server and HSS. These two types of nodes are connected by an open multivendor reference point called Wx.  

This type of specified two node approach is seen very crucial for 3GPP WLAN specifications for the following reasons:

· Enables true multivendor environment where operator is not tied to any specific WLAN vendor.

· Provisioning and maintanance of WLAN subscription is required only in a single place in network (in node now called HSS). 

· Provides good scalability for the system:

· processing nodes indepedently scalable according to the amount of signalling

· database type of nodes scalable according to the amount of subscribers

· Easy implementation of the processing node, including easy support for pooling and resilience (no permanent state for any UE required) 
· Ensures that important interoperability related system aspects (e.g. subscriber profile, charging mechanisms etc) will be specified. This ensures compatible implementations between equipment vendors without case by case coordination by operators. 
Based on the above reasons it is seen that this type of approach with separately specified signalling processing node and database type of node having a specified open multivendor interface in between should be maintained in the home network reference model for WLAN. 

2.2 Backwards Compatibility with Existing HLRs

It is clear that the centralised node of WLAN reference model (now called HSS) need to contain new functionality that is required by successful connection handling by the 3GPP AAA servers. This new functionality is introduced to 3GPP first time in its release 6 specifications. 

On the other hand 3GPP AAA servers require also authentication vector retrieval functionality from this centralised node (now called HSS), which functionality is already supported by existing HLRs over existing reference points (D & Gr). To be able to reuse this existing HLR functionality as such, the entity requesting authentication vectors for WLAN user should look like a "virtual VLR" or "virtual SGSN" for the existing and reused HLR.

It is seen that this reuse of the existing HLR functionality is a very important aspect of the WLAN reference mode, that would be widely used especially in the early WLAN interworking implementations. However the reuse of existing HLR shall not be mandated by the release 6 specifications. This is important especially for the later WLAN implementations, available at the same timeframe as release 6 compatible HSS's.  

Pre release 6 HSS's have several reference points that could be utilised in a same way for authentication vector retrieval. Since the reference point D defined between VLR and HLR is supported by all pre release 6 HSS implementations and since this HLR reuse is seen just as a transition period implementation solution, the D reference point is considered as the most suitable candidate for providing this backwards compatibility.

To highlight this required combination of new release 6 specific functionality and existing HLR functionality it could be useful to update the WLAN home network reference model to show this fact explicitely.
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Figure 1. Updated WLAN Reference Model.
In the above updated reference model the "HSS" functionality of current WLAN reference model is split between a node "AAA database" and "HLR/HSS". AAA database is a centralised release 6 specific database acessible by all AAA servers over Wx reference point.  

In a particular implementation AAA database may be connected to existing pre release 6 HLR/HSS node by D' reference point. D' reference point includes the authentication vector retrieval functionality of the existing D reference point. Nothing WLAN Specific is required from the pre release 6 node HSS/HLR.  

In an other implementation the AAA database could be integrated into a single Release 6 HSS node, in which case the fact whether there exists a D' reference point  inside the release 6 HSS  is not visible outside the HSS node.

3 Proposal

It is proposed that the WLAN reference model is clarified as follows:


· The "HSS" node in the current WLAN reference model is replaced by "Rel 6 HSS". This "Rel 6 HSS" is showed to potentially containing separate Release 6 specific centralised database node "Rel 6 HSS: AAA database" and a separate generic "Rel 6 HSS: Generic HLR/HSS" node connected to each other by D' reference point.

· The current reference model figure is replaced by the reference model figure in this contribution

Following text modifications of the S2 WLAN TS to reflect the above change are proposed:

6.2 Network elements
3GPP AAA Server:
· the 3GPP AAA server is located within the 3GPP home network. 
· 3GPP home network may contain one or several 3GPP AAA servers

· 3GPP AAA server does not contain any information of WLAN subscribers nor of WLAN UEs that are not connected to the 3GPP AAA Server
· When a WLAN Subscriber/WLAN UE connects to 3GPP AAA server, then the 3GPP AAA Server : 

o 
retrieves authentication vectors and subscriber profile (including subscriber's authorisation information) from the AAA Database within the release 6 HSS
Note: In a particular implementation the AAA database can further retrieve the authentication vectors from a generic HLR/HSS over the D' reference point.
o 
authenticates the 3GPP subscriber based on the retrieved authentication vectors. The authentication signalling may pass through AAA proxies.

o
authorises the 3GPP subscribers connection against the retrieved subscriber profile

o
communicates authorisation information (e.g. selected tunneling attributes), to the WLAN potentially via AAA proxies.

o
registers itself to  AAA database within release 6 HSS as a connected 3GPP AAA Server 
o
maintains the Wr/Wb Diameter sessions related to the established connection, including temporary storage of the retrieved information from AAA database, until connection is released
· When a WLAN Subscriber/UE is disconnected from 3GPP AAA server, then 3GPP AAA Server:

o
deregisters itself from AAA database within release 6 HSS 


· may act also as a AAA proxy (see above)


Release 6 HSS

Release 6 compliant HSS can be implemented in a way that it includes two specified components; release 6 specific "AAA database" and a generic "HLR/HSS". Alternatively the Release 6 HSS may be implemented as a single entity containg the functions of both components. Both implementations may conform to 3GPP release 6 specifications.
Release 6 HSS, AAA Database:

· the AAA Database located within the release 6 HSS in  subscriber's home network is the entity from which authentication vectorsand subscription data are delivered to 3GPP AAA servers 
· AAA Database is aware of the 3GPP AAA servers being connected with UEs
· When WLAN Subscription is modified or canceled, AAA database delivers the modified subscription information to 3GPP AAA Servers registered as connected 3GPP AAA server 
· AAA Database allocates and stores the temporary identifiers for the SIM/USIM authentication
Release 6 HSS, Generic HLR/HSS:

· Generic HLR/HSS is responsible for generation of SIM/USIM authentication vectors when requested by the AAA database
6.3.2 
Wx

This reference point is located between 3GPP AAA Server and AAA Database of release 6 HSS.  The protocol crossing this reference point is DIAMETER-based.

The functionality of the reference point is to enable:

· Retrieval of authentication vectors,  for SIM&USIM authentication, from/via AAA database to 3GPP AAA server. 
· Retrieval of WLAN access-related subscriber information (WLAN subscription profile) from AAA database of release 6 HSS to 3GPP AAA server
· Registration / Deregistration  of 3GPP AAA Server as connected 3GPP AAA server to  the AAA database of release 6 HSS. 

· Indication of change/deletion of subscriber profile within AAA database within release 6 HSS (e.g. indication for the purpose of service termination) to the 3GPP AAA Server.
6.3.X 
D'

This reference point may be used by the AAA database to retrieve authentication vectors from generic HLR/HSS. In this case the AAA database looks like a "Virtual VLR" from the generic HLR/HSS point of view. 

The D' reference point conforms to the existing 3GPP D reference point specifications but contains only the authentication vector retrieval functionality of D reference point as realised by MAP_SEND_AUTHENTICATION_INFO service.

The functionality of the reference point is:

· Retrieval of authentication vectors for SIM and USIM authentication from HSS/HLR.


Note: For USIM authentication, to ensure proper sequence number handling an indication about the origination from AAA database may need to be added to the release 6 D ref.point specifications.

























































