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1 Introduction

This contribution proposes a procedure for updating the temp_id in the UE independent of authentication attempt.

Background

Some operators have expressed the need to be able to change the temp id more often than the frequency of re-authentications. Therefore the temp_id update procedure should be independent of authentication. 
2 Description

For UTRAN access, the network can initiate TMSI reallocation procedure anytime while the radio connection with the UE exists. Following an approach similar to “TMSI Reallocation Procedure” as described in TS 24.008, a temp_id allocation procedure should be defined for WLAN access. This will allow changing the temp_id independent of authentication attempt.

EAP-SIM and EAP-AKA allow for assignment of temp_id during the authentication phase. Presence of temp_id (pseudonym) in EAP-Request/AKA Challenge or EAP-Request/SIM Challenge is however optional. Thus the temp_id can be assigned using these messages during the authentication phase or it can be assigned using Temp_id assignment procedure at anytime. 

2.1 Temp_id assignment procedure

The purpose of the Temp_id assignment procedure is to provide identity confidentiality, i.e. to protect a user against

being identified and located by an intruder.

The assignment of a temp_id can be performed either by a unique procedure defined in this clause or during the authentication through the EAP Request/AKA Challenge (EAP Request/SIM Challenge) message.

If a TMSI provided by a mobile station is unknown in the network e.g. due to temp_id corruption at the UE, the network may

require the mobile station to provide its International Mobile Subscriber Identity (IMSI). 

The temp_id assigment procedure is performed only after an authenticated and secure connection between UE and WLAN exists. The UE should discard any temp_id assignment attempts unless it is in authenticated state with its peer.

2.1.1 Temp_id assignment initiation by the network

The network initiates the Temp_id assignment procedure by sending a TEMP_ID ASSIGN COMMAND message to

the UE.

The TEMP_ID ASSIGN COMMAND message contains a fresh temp_id generated by the 3GPP AAA server. This command is delivered using EAP-Request/Notification over the WLAN access network. However, since Notification message may or may not be message integrity protected, it might be necessary to define a new message e.g. EAP-Request/Update temp_id that is message integrity protected.

2.1.2 Temp_id assignment completion by the UE

Upon receipt of the TEMP_ID ASSIGN COMMAND message the mobile station stores the temp_id. The UE

sends a TEMP_ID ASSIGN COMPLETE message to the network. This response is sent using EAP-Response/Notification. However, since Notification message may or may not be message integrity protected, it might be necessary to define a new message e.g. EAP-Request/Update temp_id that is message integrity protected.

2.1.3 Temp_id assignment completion in the network.

Upon receipt of the TEMP_ID ASSIGN COMPLETE message, the network considers assignment procedure to be complete.  

At this point another temp_id assignment procedure can be started.

2.1.4 Abnormal cases (Radio connection failure)

UE side:

The UE shall consider the new temp_id as valid and the old temp_id deleted as soon as a TEMP_ID ASSIGN COMMAND is correctly received. Any radio connection failure at a later stage shall not have any impact on the temp_id.

Network side:

Since network is not required to remember the last assigned temp_id, such failure will not result in any action on network’s part.

3 Proposal

It is proposed that:

1) Sections 2.1 be included in the chapter 7 of the TS.


























































