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1 Introduction

The present SA2 TS document defines that authentication shall relay on (U)SIM and the UE should be equipped with UICC, moreover some methods to carry the GSM and 3G authentication procedures over IP are proposed. These procedures are based on the use of NAI to carry the user identity from the UE to the 3GPP–WLAN Authentication server. In this document we propose to extend these methods to derive the NAI from the User IMSI presented in a 3GPP TS 23.003 v530 for the Release 5. For the sake of simplicity an extract of TS 23.003 v3.5.0 is shown in the annex of this document.

2 Proposal

We propose to use the same mechanism to derive a NAI that is a valid identification for the WLAN access

NAIWLAN = Function (IMSI)

Furthermore in order to  be able of using a DNS server to resolve the realm to an IP address of a Home operator WLAN AAA server or an IMS subsystem (an I-CSCF) a different NAI format should be defined. An easy way of ensuring that the IMS NAI and the WLAN NAI can be resolved to different IP address of AAA server it is proposed using  the string “WLAN……”  within the realm part of NAI

That is:

NAIWLAN = imsi@mnc.mcc."WLAN.3gppnetwork.org”

It has to be noted that the same rule for deriving the HOME NETWORK identifier and the PUBLIC USER identifier, as in the case shown above, is proposed. Furthermore the IMSI could be substituted by a E.164 number (that is the MSISDN)

So that we will have this example: 

if the IMSI is 234150999999999 (MCC = 234, MNC = 15), the private user identity then takes the form 234150999999999@15.234.WLAN.3gppnetwork.org
MCC and MNC identifies univocally the 3G Mobile operator also inside the WLAN access.

Hence it is propose to add the following text to TS.

2.1 New section 5.4 to be added to TS23.XXX.

5.4
User Identity

The network authentication procedure are based on the use of EAP method, as described in clause 7, where User Identity field carries the user identity composed by the Public User Identity and a Home Network Domain Name. For user identity protection a Temporary Identity can be used. 

5.4.1
Home network domain name

The home network domain name shall be in the form of an Internet domain name as specified in RFC 1035.

The UE shall derive the home network domain name from the IMSI as described in the following steps:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC with "."; and

2.
reverse the order of the MCC and MNC. Append to the result: "WLAN.3gppnetwork.org" 

An example of a home network domain name is:

EXAMPLE:
IMSI in use: 234150999999999;

· where;

· MCC: 234;

· MNC: 15;

· MSIN: 0999999999; and

· home domain name: 15.234.WLAN.3gppnetwork.org.

NOTE: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS.

5.4.2
User identity
The user identity shall take the form of an NAI, and shall have the form user@realm as specified in clause 3 of RFC2486.

The user identity is derived from the IMSI.

The following steps show how to build the private user identity out of the IMSI:
1.
use the whole string of digits as the user part of the private user identity; and

2. the first digits of the IMSI, i.e. MNC and MCC, will be converted into a domain name, as described in subclause 5.4.1.

NOTE: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS.
In case the MNC and MCC are used to generate the realm, the result will be a user identity of the form imsi@mnc.mcc."WLAN.3gppnetwork.org". For example: If the IMSI is 234150999999999 (MCC = 234, MNC = 15), the private user identity then takes the form 234150999999999@15.234.WLAN.3gppnetwork.org
Annex 1: Extract from 3GPP TS 23.003 v530 for references

13.2
Home network domain name

The home network domain name shall be in the form of an Internet domain name, e.g. operator.com, as specified in RFC 1035.

If there is no ISIM application, the UE shall derive the home network domain name from the IMSI as described in the following steps:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC with "."; and

2.
reverse the order of the MCC and MNC. Append to the result: ".IMSI.3gppnetwork.org" 

An example of a home network domain name is:

EXAMPLE:
IMSI in use: 234150999999999;

where;

MCC: 234;

MNC: 15;

MSIN: 0999999999; and

home domain name: 15.234.IMSI.3gppnetwork.org.
13.3
Private user identity
The private user identity shall take the form of an NAI, and shall have the form user@realm as specified in clause 3 of RFC2486.

NOTE:
It is possible for a representation of the IMSI to be contained within the NAI for the private identity.

If there is no ISIM application, the private user identity is not known.  In this case, the private user identity is derived from the IMSI.

The following steps show how to build the private user identity out of the IMSI:
1.
use the whole string of digits as the user part of the private user identity; and

2.
the first digits of the IMSI, i.e. MNC and MCC, will be converted into a domain name, as described in subclause 13.2.

The result will be a private user identity of the form imsi@mnc.mcc."IMSI.3gppnetwork.org". For example: If the IMSI is 234150999999999 (MCC = 234, MNC = 15), the private user identity then takes the form 234150999999999@15.234.IMSI.3gppnetwork.org
13.4
Public user identity

The public user identity shall take the form of either a SIP URI, see RFC3261 or an E.164 number.  A SIP URI shall take the form "sip:user@domain".

If there is no ISIM application to host the public user identity, a temporary public user identity shall be derived, based on the IMSI.  The temporary public user identity shall be of the form "user@domain" and shall therefore be equal to the private user identity.  The private user identity is derived as per subclause 13.2. That is, the private user identity will be appended to the string "sip:"

EXAMPLE:
"sip:234150999999999@15.234.IMSI.3gppnetwork.org".


























































