3GPP TSG-SA WG2 #27

Tdoc S2-022740
Beijing, China, 14th – 18th October 2002
Source:
Research In Motion

Title:
Discussion Paper on Network Blocking of GPRS mobiles by setting the Mobile Station Not Reachable Flag (MNRG) after a missed Page

Agenda item:
10.1

Document for:
Discussion

Related Documents: 
S2-022741, CR on 23.060, Restriction on setting the MNRG flag when GPRS Paging Request fails.
Introduction

RIM has observed a problem in several GPRS networks where the tuning of the networks by some operators, at the advice of their infrastructure providers, results in blocking the transmission of data to GPRS based devices for long intervals. This will impact all network services that push data to mobiles, such as email, Instant Messaging, Presence, Multimedia Broadcast/Multicast and other value added services. The result from the users viewpoint will be a network service outage.

While network operators are attempting to optimize radio frequency bandwidth usage, and infrastructure resources on their networks, some GPRS mobile devices are experiencing long periods where they are ”blocked’’ by the network for receipt of data traffic. This paper reviews the scenarios under which this occurs, highlighting the problem and suggesting changes that can be made by the GPRS network operators to resolve the situation. If a consensus solution is agreed among GPRS operators and infrastructure providers, RIM will present Change Requests to the 3GPP standards body to ensure these mechanisms are embedded in the appropriate GPRS specifications to resolve the problem for all GPRS networks.

Problem Description

Background on GPRS Network Blocking Procedures

Network Blocking, as defined for the purposes of this paper, is when the network chooses to set the Mobile station Not Reachable (MNRG) flag, indicating a specific MS is not reachable by the network (SGSN). Each MS in the SGSN Routing Area will have its own MNRG flag. At the network (SGSN) the Mobile Reachable Timer (MSRT) oversees the Routing Area Update procedure.  The MSRT is a timer set to expire a few minutes (4 minutes is the default) after the RA Update Timer T3312 expires. T3312 default is set to 54 minutes. As defined in the GSM/GPRS specifications 24.008 sec 4.7.2.2 "Periodic routing area updating is used to periodically notify the availability of the MS to the network. … When timer T3312 expires, the periodic routing area updating procedure shall be started and the timer shall be set to its initial value for the next start. … The Mobile Reachable timer shall be longer than the periodic RA update timer. When the Mobile Reachable timer expires, typically the network stops sending paging messages to the mobile and may take other appropriate actions."  Upon successful Routing Area Update the Routing Area Update and MSRT timers are re-started.

Problem Scenario

Some GPRS networks have adopted a policy to set the MNRG flag when a mobile misses a single Page Request message. A typical scenario is where an MS is briefly out of coverage, say in an underground parking garage, and the network happens to send a Page Request at this time. The MS does not respond because it did not receive the message and the network assumes the MS has gone away and marks it as unreachable by setting the MNRG flag. When the MS returns to coverage it is unaware that it missed a page and takes no action. Unless the MS user generates an outgoing message, the MS will next send a Routing Area Update message upon expiry of the T3312 timer which, if left at default, is set to 54 minutes. Therefore it is possible that an MS would be unable to receive messages for a significant amount of time if it missed a single Page Request immediately after the T3312 timer had been reset. A potential 54-minute service outage for received messages is not acceptable to users who rely on their mobile device for receipt of email, instant messaging, broadcast/multicast information, or other types of messages sent from the network. Users which observe this behaviour will conclude that either their mobile device is defective or somehow inferior to other similar devices, or the service being offered by the operator is poor. In either case, the situation is not conducive to happy customers who pay their bills.

Possible Solutions
The problem of how to deal with missed Page Requests in the GSM/GPRS specifications is somewhat unclear. The specifications state, when the network issues a Paging Request message it starts timer T3313 (GMM) and timer T3113 (RR). The action taken at the GMM layer when the Network does not receive a response message to the Paging Request message is stated in 24.008 sec 4.7.9.1.1  as "When the timer T3313 expires the network may reinitiate paging." At the RR layer the action taken when the SABM (Page Response message) is not received is described in 04.18 sec 3.3.2.3 as, "If timer T3113 expires and a PAGING RESPONSE message has not been received, the network may repeat the paging request message and start timer T3113 again. The number of successive paging attempts is a network dependent choice."  In both of the above situations the sending of a retry Page Request is optional. Therefore networks which block MSs after a single missed Page are not explicitly violating the GSM/GPRS specifications, but the resulting negative impact on the user service is undesirable.

The solutions proposed below are contingent on the network not setting the MNRG flag after a failed Page Request(s). Instead the MS would be flagged as not reachable after expiry of the RA Update Procedure (and the clearing of the Paging Proceed Flag (PPF)). Also it is assumed that during the retry sequences proposed, any subsequent packets arriving at the SGSN for delivery to an MS, which is not responding, will be dropped by the SGSN
.

Solution 1) missed Page Requests retried using Exponential Backoff algorithm

This solution proposes that all GPRS network operators adopt a single method to deal with missed Page Requests. That method would be to resend a Page Request when the MS does not initially respond. The second and subsequent Page Requests sent to an MS should be sent at intervals which give the MS an opportunity to respond. A suggested scenario is based on an exponential backoff algorithm that would last nearly the complete cycle prior to a Routing Area Update. The sequence of retries may be for example;

1st retry 
– 1 minute after first missed Page

2nd retry 
– 2 minutes after second missed Page

3rd retry 
– 4 minutes after third missed Page

4th retry 
– 8 minutes after fourth missed Page

nth retry 
- continue until the time of the next retry is greater than the time remaining until the T3312 timer expires.

Solution 2) Mid-term retry value.

As an alternative to the above exponential backoff method, a simple agreement to issue continuous retries at some mid-term interval up to the expiry of the RA Update timer, may be sufficient. For example, if all retries were issued at 5 minutes intervals after the missed Page Request, this may be enough time to address a large percentage of scenarios upon the first or second retry where the MS is out of coverage for a short interval. The actual value for the mid-term interval can be tuneable by the network operator but is suggested to be in the range of 3 to 15 minutes.

Note: 
the use of the timers at the GMM and RR (T3313 and T3113) layer may be able to simulate either of Solution 1 or Solution 2. 

Solution 3) Quick retry of missed Page followed by Application retry.

In this solution the network would issue one or more retry Page Requests in quick succession, for example at 15 second intervals, for up to 45 seconds, after which the network would halt the retry mechanism and discard the queued message. The Application which originated the message would upon expiry of its own acknowledgement timer, re-issue the message again, thus restarting the Page Request cycle. This solution is contingent upon the Application maintaining a discipline regarding the frequency with which it sends messages to an MS that is not responding.

Conclusion

The successful resolution of this problem ultimately lies on a consensus agreement across all operators to address the issue in a common way. The current situation is not acceptable to MS manufacturers and to network operators who wish to provide high-quality services to their customers. As more applications become GPRS based, and as more devices become deployed there will be more occurrences of this problem. Applications offering just-in-time data delivery and/or notifications are popular among wireless users and will continue to expand with the growing user population. As a result the problem described here will become more prevalent and GPRS networks will be labelled as unreliable or inconsistent in the service they provide. This is not a situation RIM wants to see arise and therefore we urge companies to give consideration to the solutions proposed. We also welcome suggestions for alternative solutions with the intent on reaching a consensus agreement.
� Buffering of packets at the SGSN was discussed but was felt to be too costly.
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