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1 Introduction

This contribution further elaborates the Wx reference point functionalities. Example signalling sequences are drawn and explained for each Wx functionality.

2 Signalling  Sequence Examples

2.1 Authentication Information Retrieval

This signalling sequence is initiated by a 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. 
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1. 
3GPP AAA server detects that it requires new authentication vectors for a given 3GPP subscriber. This can happen for example, when a new 3GPP subscriber  has accessed 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the 3GPP subscribers already registered in the 3GPP AAA server.  

3GPP AAA server sends "AUTH INFO REQUEST" message to the HSS requesting a set of authentication vectors. In the message the subscriber is identified by a unique identifier which is used as the username part of the NAI identity. 

In case of USIM authentication (EAP/AKA) the utilised unique identifier shall be the pseudonym (associated with the IMSI)  allocated in a previous authentication or, in case of the very first authentication, the IMSI.   Note : For USIM authentication (EAP/AKA) it is ffs  whether the temporary identifiers should instead of HSS be allocated in the 3GPP AAA Server, i.e. whether IMSI or Temporary identifier Is used as user identity over Wx.
2.
HSS replies by a "AUTH INFO REPLY" message containing the requested authentication vectors. 

For USIM authentication (EAP/AKA) HSS has also allocated a new set of pseudonyms for the subscriber to be given to the subscriber in each subsequent authentication. Note: It is ffs  whether the temporary identifiers should instead of HSS be allocated in the 3GPP AAA Server

In case of UMTS AKA authentication, each authentication vector consists of RAND, XRES, AUTN, CK, and IK.

3GPP AAA Server stores the authentication vectors and pseudonyms to be used in future authentication procedures for the subscriber.

2.2 Subscriber Profile Retrieval

This signalling sequence is initiated by a 3GPP AAA Server when a new subscriber has accessed the 3GPP AAA server and the subscription profile information of that subscriber is not available in the 3GPP AAA server. This signalling sequence can also be used if for some reason the subscription profile of a subscriber is lost.  Subscription profile contains e.g. authorisation information.
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1. 
3GPP AAA server detects that it requires the subscription profile for a given 3GPP subcriber. For example. this can happen when a new subscriber has accessed the 3GPP AAA Server for authentication. 

3GPP AAA server sends "SUBSCRIBER PROFILE REQUEST" message to the HSS requesting the subscriber's profile to be downloaded to the 3GPP AAA server. In the message the subscriber is identified by a unique identifier which is used as the username part of the NAI identity. 

In case of USIM authentication (EAP/AKA) the utilised unique identifier shall be  the pseudonym (associated with the IMSI)  allocated in the previous authentication or, in case of the very first authentication, the IMSI. Note : it is ffs  whether the temporary identifiers should instead of HSS be allocated in the 3GPP AAA Server, i.e. whether IMSI or Temporary identifier Is used as user identity over Wx.
2.
At reception of "SUBSCRIBER PROFILE REQUEST" message, the HSS  initiates a Subscriber Profile Update procedure towards the 3GPP AAA Server. The Subscriber Profile Update procedure is explained in the following subchapter.

2.3 Subscriber Profile Update

This signalling sequence is initiated by the HSS when subscriber profile needs to be sent to a 3GPP AAA server. This can be due to an explicit request from the 3GPP AAA Server or due to a modification or cancellation of subscription in the HSS. 
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1. 
HSS initiates the signalling when a subscriber profile needs to be sent to a 3GPP AAA server. This can be due to an explicit request from the 3GPP AAA Server or due to a modification or cancellation of subscription in the HSS.

HSS sends "SUBSCRIBER PROFILE" message to 3GPP AAA Server. For example. this message includes   
- Users permanent unique identifier. In case of USIM authentication (EAP/AKA) the utilised
   unique identifier shall be the IMSI, 
- service authorisation information, 

- charging mechanism (offline / online), 
- in case of online charging. the DNS name of the subscribers online charging system

3GPP AAA Server stores the subscriber profile information.

2.
3GPP AAA Server acknowledges the reception of the subscriber profile information by sending "PROFILE ACK" message to the HSS.

2.4 WLAN Registration

This signalling sequence is initiated by the 3GPP AAA Server when a new subscriber has been authenticated and authorised by the 3GPP AAA server. The purpose of this procedure is to register the current 3GPP AAA Server address in the HSS. 
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1. 
3GPP AAA server initiates the signalling when a new 3GPP subscriber has been authenticated and authorised by the 3GPP AAA server. 3GPP AAA server sends WLAN REGISTRATION message to the HSS. This message contains the address/name of the 3GPP AAA Server and the permanent subscriber identifier. In case of USIM authentication (EAP/AKA) the utilised unique identifier shall be the IMSI.

2.
HSS confirms the reception of the WLAN REGISTRATION message by REGISTRATION CONFIRM message.

3 Proposal

It is proposed that the signalling sequences introduced in chapter 2 of this contribution be included in annex of the S2 WLAN TR.
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