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1 Introduction

The draft TR 23.934 includes discussion for the architectural definition of interworking between WLANs and 3GPP systems.  This contribution proposes a reference model for the access-control functions of this interworking.  This model has been developed to meet the requirements detailed in the TR 22.934 developed by SA-1 for interworking including access control, access to 3GPP services and service continuity (Scenarios 2, 3 and 4).   This text and illustration have been developed based on the email discussion documents.

A key objective for the model is to provide a framework to support the re-use of the 3GPP system global roaming agreements to support WLAN services. 

It is proposed that the following text be used as the basis for section 6 of the draft TR 23.934 covering access control and charging arrangements.

6.1  Access Control   

6.1.1  Introduction

The following diagram (Figure 1) illustrates the relationship between the elements involved in 3GPP System – WLAN interworking for authorisation, authentication and access control.  The basic elements include the User Equipment (UE), the WLAN Access Network (WLAN-AN), the 3GPP Visited System Network, and the 3GPP Home System Network.  

In this model, the general roaming cases are considered and the objective is to include WLAN access and services within the 3GPP system global roaming agreements.  When the WLAN subscriber is not roaming, the WLAN-AN is considered to be connected to the subscriber’s 3GPP Home System Network directly or via an intermediate network.  

Within the 3GPP system networks are WLAN-AAA entities that function to interwork the WLAN and 3GPP system access control procedures.  Reference point Wr is defined between the WLAN-AN and the 3GPP system network WLAN-AAA entity.  This point is, in effect, representative of the roaming agreement between the WLAN-AN and the 3GPP system operators.  A WLAN-AN may have roaming agreements with one or more 3GPP System networks and a 3GPP System network may have roaming agreements with one or more WLAN-AN.  

Reference point Wx is defined between the 3GPP system network WLAN‑AAA entity and the 3GPP system HLR/VLR and associated subscriber databases.  The reference point Wx is a 3GPP inter-system reference that re-uses the standard 3GPP inter-system roaming agreements. 

6.1.2  Access control elements

· User Equipment (WLAN-UE) is the subscriber’s equipment that permits access to services via the WLAN.  The subscriber has a subscription with a 3GPP system operator.  The UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP System access.  Some UE may be capable of simultaneous access to both WLAN and 3GPP systems.  The UE may include terminal types whose physical appearance (e.g. location of SIM), operation and software environment are not under the exclusive control of the 3GPP system operator.   As an example, a UE may be a laptop computer or PDA with a WLAN card, SIM reader and suitable software applications.     

· WLAN Access Network (WLAN-AN) – This is the wireless LAN to which the UE is connected when using the WLAN access mode.  The WLAN-AN has a commercial agreement for interworking with a 3GPP system operator.  The WLAN‑AN may be connected to a 3GPP System Network directly or indirectly via intermediate networks that are not part of 3GPP networks.  The WLAN-AN may also be connected to the general Internet.  The WLAN-AN may, in some cases, include a local AAA entity that provides some aspects of access control for the LAN.  While the form of the WLAN-AN or intermediate networks is beyond the scope of this document, a generic reference model for a WLAN-AN is shown in section 4.2.  

· 3GPP Visited Network – This is the 3GPP network that is directly, or indirectly via an intermediate network, connected to the WLAN‑AN.  The 3GPP Visited network has commercial agreements with the WLAN-AN and the subscriber’s 3GPP Home network.  

· 3GPP Home Network – This is the subscriber’s home 3GPP network.  This network maintains the subscriber’s subscription information (e.g. 3GPP system HLR/VLR and associated subscriber databases).   The 3GPP Home network has a commercial agreement with the 3GPP Visited network and may also have an agreement with the WLAN-AN.

Note that in the non-roaming case, the 3GPP Visited network and 3GPP Home network are the same.  

· WLAN-AAA Entity - The WLAN-AAA is an entity provided within the 3GPP system network to interwork the UE and the WLAN-AN with the standard 3GPP system authentication, authorisation and access control procedures (e.g. HLR/VLR/HSS and subscriber databases).       

It may also be noted that in some cases, one or more of the “networks” might be logical entities (e.g. databases and servers) that do not involve physical transmission networks or radio access equipment. 

This reference model is applicable to both direct and indirect interworking.  For direct interworking, the WLAN-AN has a commercial agreement and interconnects with the subscriber’s 3GPP Home network.  For indirect interworking, the WLAN-AN interconnects and has a commercial agreement with a 3GPP Visited network.  This 3GPP Visited network, in turn, has a suitable commercial agreement with the subscriber’s 3GPP Home network.  These commercial agreements follow the existing models used for inter-3GPP system roaming (with possible extensions to accommodate the WLAN services).    

As is illustrated in Figure 1, the WLAN-AN may include a local AAA entity (see section 4.2).  While this entity is outside the scope of 3GPP specifications, this entity may share some aspects of the authentication, authorisation or access control functions with the WLAN-AAA entity in the 3GPP system network.  The 3GPP interworking standards should define the profiles and protocol operation necessary for both WLAN-AN (or intermediate networks) that include a local AAA entity and those that do not.  These profiles and protocol operations should be based on recognised WLAN standards.
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Figure 1. Reference Model for Access Control 

6.1.3  Reference points for access control

The following reference points are defined for WLAN interworking access control. 

· Wr – Is the reference point for access control between the 3GPP system network and the WLAN-AN The WLAN-AN may be either directly or indirectly connected to the 3GPP system network.  On the 3GPP network side, the Wr reference point faces the WLAN-AAA entity.  On the WLAN-AN side, the entities facing the Wr reference point within the WLAN-AN are generally unspecified in 3GPP.  The Wr is representative of the roaming agreement between the WLAN-AN and the 3GPP system network. 

Across the Wr reference point there will be an exchange of authentication, authorisation and access control information between the UE, the WLAN-AN and the 3GPP system.  For this exchange, compatibility is required with existing and future WLAN-ANs as well as for the support of intermediate networks. 

Although the standardisation of the WLAN-AN and its internal functionality is outside the scope 3GPP specifications, to support 3GPP – WLAN-AN interworking, the 3GPP specifications should define the necessary interworking profiles and protocol operation using recognised WLAN standards.

The standard Radius or Diameter protocols may be used (possibly with some extensions) for interworking across the Wr reference point.     


· Wx – Is the reference point between the WLAN-AAA entity and the 3GPP system HLR/VLR and associated subscriber databases.   

The exchange of information across this reference point will follow the standards used by 3GPP systems networks for UE authentication, authorisation, and access control.  This may include additional WLAN service specific information from the 3GPP system HSS/HLR/VLR and associated subscriber databases including: 
 - profiles for WLAN subscriptions;
 - authentication vectors for SIM/USIM subscribers.

The standard Radius or Diameter protocols may be used (possibly with some extensions) for interworking across the Wx reference point.     
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