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1 Introduction

This contribution describes and proposes the Extensible Authentication Protocol type EAP AKA for USIM-based WLAN access control. EAP AKA encapsulates the UMTS Authentication and Key Agreement, as specified in 3GPP TS 33.102, within the Extensible Authentication Protocol. 
2 EAP AKA Authentication

EAP AKA is specified in the Internet Draft draft-arkko-pppext-eap-aka. The current version is 03 (draft-arkko-pppext-eap-aka-03.txt). EAP AKA encapsulates the UMTS Authentication and Key Agreement (AKA) specified in 3GPP TS 33.102 within the Extensible Authentication Protocol (EAP). EAP is specified in RFC 2284. 

EAP AKA supports all UMTS AKA scenarios, including basic mutual authentication, sequence number synchronization etc. There is anonymity (IMSI privacy) support with temporary identities, or pseudonyms. The EAP AKA supports UMTS AKA with 3GPP Release 99, Release 4 and Release 5 compatible UICC cards.

For completeness, EAP AKA includes a GSM compatible mode, which encapsulates the GSM AKA and works with GSM SIM cards. The GSM mode does not include network authentication or anonymity support and it only distributes the GSM Kc key which is 56…64 bits long. The client can refuse GSM-only authentication. Because of the listed security limitations, the GSM mode of EAP AKA shall not be used in the 3GPP-WLAN interworking system, and a 3GPP-WLAN UE shall always refuse the GSM compatible authentication when performing EAP/AKA authentication.

The following example illustrates how USIM-based authentication, key agreement and access control is performed with EAP AKA in the UMTS AKA mode. This message sequence diagram shows the operation of the basic mutual authentication in the successful case when sequence number does not need to be synchronized.
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1.
After WLAN connection establishment, Extensible Authentication Protocol is started. The WLAN AN sends an EAP Identity Request to the WLAN UE.

2.
WLAN UE starts EAP AKA authentication procedure towards 3GPP network by sending an EAP Identity Response message. WLAN UE sends its identity complying to Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a temporary identity (pseudonym) allocated to UE in previous authentication or, in the case of very first authentication, the IMSI.

3.
3GPP AAA Server maps the pseudonym identity to the cleartext IMSI. 

4.
3GPP AAA Server checks that it has an authentication vector available (RAND, AUTN, RES, IK, CK) for the subscriber. If not, a set of authentication quintuplets is retrieved from HSS.

3GPP AAA Server derives required new keying material from IK and CK. The extra keying material is required in order to pass the encrypted and integrity protected pseudonym to the WLAN UE. Extra keying material may also be used for WLAN technology specific confidentiality or integrity protection. 

3GPP AAA Server composes a new pseudonym and encrypts it

5.
3GPP AAA Server sends RAND, AUTN, and Encrypted Pseudonym towards UE in EAP AKA Request message.

6.
UE runs UMTS algorithm on the USIM to obtain RES, IK and CK that correspond to RAND and AUTN. The USIM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the terminal rejects the authentication. If the sequence number is out of synch, terminal initiates a synchronization procedure (not shown in this example).

UE derives required additional keying material from IK and CK. UE decrypts pseudonym and saves it to be used on next authentication.

UE responds to WLAN AA Server by EAP AKA Response message containing calculated RES

7.
3GPP AAA Server verifies that its copy of RES it is equal to received RES

3GPP AAA server checks that it has the WLAN access profile of the subscriber available. If not, it is retrieved from HSS. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

8.
3GPP AAA Server sends the EAP Success message to WLAN AN. The 3GPP AAA Server includes the derived keying material in the message. WLAN AN stores the keying material to be used in communication with the authenticated UE.

9.
WLAN AN informs the UE about the successful authentication with the EAP Success message. Now the EAP AKA exchange has been successfully completed, and the WLAN UE and the WLAN AN share session key material. 
3 Proposal

It is proposed that 

· Section 2 of this document is included in the SA2 WLAN Interworking TR as one possible WLAN authentication mechanism.

· a LS is sent to SA3 about feasibility of proposed type of USIM based authentication mechanism.


























































