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1 Introduction

This contribution discusses and proposes common principles for access control mechanisms to be used for WLAN access control in 3GPP-WLAN interworking system.

2 Access Control Principles

Following picture illustrates the WLAN access control principle for 3GPP-WLAN interworking. 
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Figure 1. WLAN Access Control Principle.

End to End Authentication

WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server. This authentication signalling shall be independent on the WLAN technology utilised within WLAN Access network.

WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284.
Transporting Authentication signalling over WLAN Radio Interface

WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology.

For IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i standard.
Transporting Authentication signalling over Wr Reference Point 

WLAN Authentication signalling shall be transported  over Wr reference point by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network. 

The transport of Authentication signalling over Wr reference point shall be based on standard Diameter or RADIUS protocols. 
3 Proposal

It is proposed that the chapter 2 of this contribution is included into the SA2 WLAN TR.
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