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1 Introduction

This contribution discusses the aspects of the two access control reference model options and proposes a merged reference model, where the relevant characteristics of both options should be included.

2 Aspects of Reference Model Options

The two access control reference models in document /S2-02xx01/ are in many aspects similar with each other.

In both models there is similar reference points between the 3GPP AAA Server and WLAN AN as well as between 3GPP AAA Server and HSS.

Reference Point towards WLAN AN

This reference point is denoted as Wr in both options. Also the functionality of the Wr reference point is exactly the same in both models.

Reference Point towards HSS

The functionality of this reference point i is exactly the same in both options. in option 1 this reference point is called Wx and in option 2 Ws. 

Since the need for having such a reference point is identified it is proposed that a common name for this reference point is used. To have consistent naming with the corresponding HSS reference point for IMS, Cx, it is proposed that the reference point between 3GPP AAA Server and HSS will be denoted as Wx. 

Inter PLMN Reference Point

The difference between options 1 and 2 is the location of inter operator interface. In option 1 the 3GPP AAA Server authenticating the user locates in visited network while in option 2 the authentication server locates in home network. 

The functional difference is that in option 1 the authentication functionality can be delegated to the visited network while in option 2 the visited network acts just as a proxy for the access control signalling.

Characteristics of Option 1:

For example for USIM based reauthentication the possibility to have option 1 type of inter operator interface improves the authentication performance significantly. Delegating authentication to a visited network 

· removes the need of any inter PLMN signalling during a reauthentication

· reduces the amount of inter PLMN signalling messages by a factor of 10

· one round trip signalling to retrieve up to 5 authentication vectors from HSS, compared to two round trip signals for each authentication 

· reduces the real time requirement for the inter PLMN signalling since authentication vectors can be retrieved in advance

· reduces the authentication delay by isolating the signalling as close to the WLAN UE as feasible

To be able to achieve the above performance improvements it is recommended that a possibility for option1 type of inter PLMN interface is maintained in the WLAN interworking reference model. 

Characteristics of Option 2:

One existing requirement for the common reference point Wr is that is shall be able to be proxied between WLAN AN and 3GPP AAA server. Nothing thus prevents proxying this Wr reference point signalling also between two PLMNs.

Generally  the proxying of Wr reference point signalling should be independent  of the ownership of the network element perfroming the proxying. So far no technical differencies are identified between proxying access control signalling between e.g. a WLAN AN and a PLMN compared to proxying the same signalling between two PLMNs. Until technical differences are found there is no reason to differentiate the proxying type of inter PLMN reference point from the Wr reference point. If a technical difference is identified then the two reference points could be defined separately.

The option 2 type of local proxying element in the visited network could be any proxying capable network element, e.g. a standard Diameter proxy or the 3GPP AAA Server locating in the visited network.  

Merged Reference Model

The below picture illustrates a reference model where the requirements of both option1 and option 2 are taken into account.  In this picture some proxying elements are visible, however the amount of local AAA proxies is not limited to those shown in the picture.
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3 Proposal

It is proposed that below merged Reference Model is taken as a starting point for 3GPP WLAN interworking. The text below is edited from the Email discussion summary document.

......................

WLAN Interworking Reference Model (Authentication and Authorization Control)
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Figure 1. Access Control Reference Model.

Note: The amount and placement of local AAA proxies or any other proxying nodes is not limited to those shown in the picture.

Following reference points should exist for access control regarding WLAN interworking: 

· Wr – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network. The Wr reference point terminates in 3GPP network to a 3GPP AAA Server locating at 3GPP network. The termination point of the other end of Wr reference point is not specified in 3GPP. 

For Wr reference point, compatibility with de-facto WLAN ANs as well as support of possible intermediate networks are required. Reference point functionality includes transport of authentication and authorization information between UE/WLAN Access NW and 3GPP system.

Wr reference point signalling shall allow proxying it through intermediate AAA proxies. This proxying can take place between WLAN AN and 3GPP Nw, between PLMNs or anywhere withinthe pat between WLAN Access Point and 3GPP AAA Server executing the authentication.  
Reference point can be based e.g. on RADIUS or Diameter protocols.


· Wx – Reference point by which 3GPP AAA Server communicates with the HSS. 

 The functionality of this reference point is retrieval of information from HSS.
 -WLAN profile (including authorisation information) for all WLAN subscribers
 -authentication vectors for SIM/USIM subscribers


Reference point can be based e.g. on Diameter or MAP protocols.
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