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1 Introduction and background

This document considers two different alternatives regarding the Authentication and Authorisation control within the WLAN-3GPP interworking system: the access control performed in the Home PLMN or in the Visited PLMN. Several authentication and authorisation related aspects are analysed for both alternatives and motivation for selecting the Home based access control is described.

2 Considerations

2.1 Deployment of the 3GPP-WLAN interworking system

→ If authentication is performed in the Home PLMN, operator can quickly deploy its system since requirements on other operators are minimal. 

If the authentication is performed in the Home network, just the standard AAA proxy functionality would required be to transfer authentication and authorisation messages between the WLAN hotspot and the Home PLMN. However, if the access control is performed in the visited, an Authentication server converting from AAA protocol to MAP will be required in the visited network. Hence this could slow down the deployment of the 3GPP-WLAN interworking systems and spread of roaming coverage.

2.2 AKA over EAP 

→ If authentication is performed in the Home PLMN, it is the operator choice which EAP mechanism to use. Besides, it can take advantage of the EAP SIM flexibility. 

AKA transported over EAP will be used between the UE and the Authentication server for both options.  
There are two EAP mechanisms to carry out AKA for authentication and key agreement: EAP AKA and EAP SIM mechanisms (see references): 

· EAP AKA performs the regular GSM/UMTS AKA mechanisms 

· EAP SIM is only applicable to GSM subscriber. However it extends the basic GSM AKA so that the level of protection is enhanced and made equivalent to UMTS AKA. Particularly, the improvements over regular GSM AKA are the following: several RAND challenges are used to derive longer session keys and the possibility for the UE to authenticate the network (the home or visited, depending on the option chosen)

Intermediate nodes are not aware of the EAP contents. The decision to implement one or other mechanism impacts only the extreme nodes (user equipment and AAA server performing the authentication). 

· If the authentication is performed in the visited network, then the mechanism to be used must be globally agreed and standardised.  

· If the authentication is performed in the home network, it is the decision of the home operator which mechanism to use.  


Besides the selection of the EAP AKA or EAP SIM, if the home operator chooses to use EAP SIM, it can take advantage of its flexibility for providing enhanced security mechanisms to its users. Whereas having the authentication server in the visited network will not allow differences between the operators. 

2.3 Information exchange between WLAN AN and Home Network

→ Operator can adapt the service depending on the information received from the WLAN AN when authentication is performed in the Home PLMN

Home Network might need information about the WLAN AN the user is roaming into, in order to apply specific policies to allow or reject the access, or for the adaptation of the profile that will be download afterwards.

For example, when the access control is performed in the home network, the operator is aware of the access type the 3GPP subscriber is using (in this case, WLAN access), and therefore it can adapt the user information to download. Home network operator can allow a different level of access to the services depending on the trust relationship the operator has with the WLAN provider 

If the access control is performed in the visited PLMN, the home network will not be aware of the access type unless the access type parameter is included in MAP.

If the access control is performed in the visited PLMN, and different protocols are used between the WLAN AN and the Authentication Server (Diameter), and between the Authentication Server and the Home network (MAP), modification in both protocols are needed for future extensions.

2.4 Identity privacy support

→ The Home based authentication allows the use of pseudonyms for subsequent registrations regardless of the visited network

EAP AKA and EAP SIM allows the network to assign a pseudonym to the WLAN user so that the user can use the pseudonym instead of the static identifier in subsequent authentication exchanges. The use of this pseudonym favours the user location privacy.

This pseudonym is only known by the user and the Authentication Server, and is kept in both entities for further exchanges. If the Authentication Server resides in the Visited Network, a previously negotiated pseudonym can not be reused if the user roams to another visited network. Moreover, it is likely that the visited network will not keep for a long time the roamer’s data, and even when the user attaches again through the same visited network, the pseudonym may be lost. 

On the other hand, if the Authentication Server resides in the Home Network, the last assigned pseudonym may be kept within the User Profile, being available for later use.

2.5 MAP signalling flow

→ The Home based authentication and authorisation does not increase signalling in a significant way

It is true that when authentication is performed in the Visited PLMN several authentication vectors can be requested to the Home PLMN at the same time and used locally for later re-authentication requests. However, the re-authentication is most probably not done as often as in the GSM/GPRS model, and there is no specific requirement in WLAN-3GPP systems on this.

Besides, as explained in chapter 2.6, in case the authentication is performed in the Visited Network, it is required an additional message for authorisation profile download. 

2.6 Authorisation profile download

→If authentication is performed in the Home PLMN, the authorisation profile can be included as part of the authentication procedure, avoiding to generate extra signalling.
During the authentication procedure, in case the authentication is performed in the Home Network, once the user answer has been successfully checked, the AAAh will include the user profile to be used in authorisation. This download is  based on a simple handshake, that does not generate extra signalling in the accept message (Diameter access accept). 

However, if the authentication is performed in the Visited Network, once the user answer is successfully checked by the AAA server, a specific user profile download request must be sent to the Home Network before sending back the final accept message (Diameter access accept). 

2.7 Home PLMN informed about the authentication of its users

→ When the Home PLMN performs the authentication, it controls when the user has been authenticated  

The Home PLMN is not aware of when the user is successfully authenticated if the authentication is performed in the Visited, independently of the protocol we use unless some additional mechanisms are standardised.

If the Visited network authenticates using MAP, no authentication confirmation is sent back to the Home PLMN.

In case of a GSM/GPRS a Location Update MAP message is sent after the authentication has been successfully executed but in WLAN there is no such a message. That is, the Home PLMN sends some authentication vectors for a specific user and afterwards the Home is not informed. 

2.8 IMSI protection

→Authentication in the home network is necessary in order to avoid sending the IMSI in clear text as part of the NAI.

For both EAP AKA mechanisms described below, the IMSI must be included as part of NAI. The 3GPP-WLAN interworking subscriber may want to use other type of static identifier. That means that the authentication server must provide the mapping between the NAI and the IMSI. 

Automatic mapping from the NAI to the IMSI in the Visited Network is not possible unless implicitly included in the NAI. If the IMSI is not implicitly included in the NAI, only the Home Network is able to perform such a translation.

It should be an operator decision whether to use the IMSI or other user identifier.

3 References

· EAP AKA Authentication: http://search.ietf.org/internet-drafts/draft-arkko-pppext-eap-aka-03.txt
· EAP SIM Authentication: http://search.ietf.org/internet-drafts/draft-haverinen-pppext-eap-sim-04.txt
4 Proposal

The conclusion of the analysis is that the access control should performed in the Home Network for the 3GPP-WLAN systems. 

If the group agrees it is proposed to include this requirement in the corresponding section in the SA2 WLAN TR and to write a Liaison Statement to SA3 for confirmation.





































