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1 Introduction

In this document, we propose a 3GPP/WLAN interworking model which relies on the use of a broker and certificates to carry out the AAA processes without requiring tight interactions between the WLAN and the 3GPP system. The model is intended for the interworking service scenario #2 as described in TR 22.934. The mentioning of "certificates" may suggest a particular AAA scheme instead of an interworking architecture. However, as we shall see in the subsequent description, the use of certificates and the employment of a broker result in loose interactions between the WLAN and the 3GPP systems and subsequently a unique interworking architecture model. Given the heterogeneous ownership nature of the wireless LANs and 3GPP systems, it is difficult, if not impossible, to require that every 3GPP operator establish business relationship with every wireless LAN operator. The roles of brokers (or business aggregator) are thus of great importance. Such brokers already exist today for access network aggregation and have been proven to be very successful. They should be of equal, if not more, importance in the 3G/WLAN interwroking scenarios. The model has several benefits:

· Interworking 3GPP and WLAN operators do not need to establish numerous business relationships with one another.

· During the WLAN authentication process, the 3GPP network is not contacted, significantly reducing the load on the 3GPP CN, in particular, the HLR/HSS. 

· Authentication inside wireless LAN is based on mature Internet protocols, no complicated interworking functions are required to bridge between the protocols between wireless LAN and the 3GPP network.

· A 3GPP network does not have to open its HSS/HLR interface to interworking wireless LANs, thus reducing the security concerns of potential attacks from the Internet.

We present the details of the interworking model in the following sections. To better describe the model, we first explain how we can use certificates for AAA interworking between a 3GPP system and a wireless LAN with loose interactions. 

2 Certificate based AAA interworking
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Figure 1 Certificate based AAA for interworking

Figure 1 illustrates the basic idea. Here's how it works:

A cellular data network operator has a public/private key pair KA/KA'
1. The public key KA is distributed to all the wireless LAN operators that have interworking contract with the cellular data network operator through a secure channel so that these wireless LAN operators can be sure that KA is indeed the cellular data network operator's public key.  
2. When a mobile user signs up with his/her cellular data network operator for WLAN interworking service, the operator issues him/her a certificate containing, but not limited to, the following items
· The user's public key KM
· The cellular data network operator's ID
· The user's subscription level (whether the user is subscribed for WLAN service)
· The expiration time of the certificate
The certificate is signed with the operator's private key KA'

3. When the mobile user moves into the WLAN coverage, the user sends his/her certificate to the WLAN (AP or other entities). The WLAN checks the cellular data network operator ID contained in the certificate and performs the following additional steps:
· Find the public key KA of the corresponding cellular data network operator
· Verifies the authenticity and integrity of the certificate using KA
· Upon verification, sends a session key (e.g. a per user WEP key) encrypted with the user's public key KM contained in the certificate
4. Upon receiving the encrypted session key, the user decrypts it using his/her private key KM' and starts using the session key for communicating with the WLAN, i.e. all subsequent communication between the mobile and the WLAN is encrypted with the session key 
The user is authenticated by the WLAN since only that specific user has the necessary private key Kpri_u to decrypt the session key
If mutual authentication is necessary, i.e. the mobile user also verifies that he/she is indeed talking to a legitimate WLAN (so that messages will not be snooped), the scheme can be modified as follows:

· The cellular data network operator also notifies the mobile user about its public key KA
· The cellular data network operator also issues a certificate for each WLAN operator it has a contract agreement with. The certificate contains, but not limited to, the WLAN operator's public key KB
· When the WLAN receives a mobile user's certificate, it computes the session key encrypted with the user's public key KM, the result is then signed with the WLAN's private key KB'. The final result together with the WLAN's certificate is sent to the user.

· Upon receiving these, the user obtains and verifies the WLAN's public key from the WLAN's certificate. Using this public key, he/she then verifies that the encrypted session does come from the WLAN. If all goes well, the user decrypts the session key and starts using it for communication with the WLAN. 

The biggest advantage of the proposed scheme as compared with existing ones is that it does not require any interworking functions in order for the WLAN to interact with the cellular data network CN for user authentication. In fact, by using certificates, the WLAN operators do not need any interaction with the cellular data network CN in order to grant user access.  

Since the certificate contains the user's identity, accounting can be easily done based on this identity.

3 Broker + certificates
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Figure 2 Broker based AAA for interworking

The certificate-based model simplifies the interactions between the 3GPP network and the wireless LAN in such a way that the 3GPP network does not have to provide interface to its HSS/HLR for authentication. However, there are still a couple of problems with the model:

· Business relationship needs to be established between each pair of 3GPP operator and WLAN operator.

· The 3GPP operator is required to provide certificate revocation mechanisms, which complicate the simple interaction model between the 3GPP network and the wireless LAN.

To address these issues, we can employ a broker between the 3GPP networks and the wireless LANs. The broker serves as a certificate authority instead of a real-time authentication engine. Thus it is less likely to be a single point of failure. The broker issues certificates to the 3GPP network operators, which in turn issue their own certificates to individual users subscribed to the interworking service. One important feature of this model is that mobile users do not maintain an account with the broker. Instead, they simply use their existing accounts with the 3GPP operators.

3.1 Operation model

Figure 1 illustrates the basic idea. Here's how it works:

The broker has a public/private key pair KC/KC', each 3GPP operator has a public/private key pair, let's denote the key pair for a wireless operator A as KA/KA'

1. The broker publishes its public key KC to all 3GPP operators participating in the interworking program through some reliable channels such that the 3GPP operators can be sure that it is indeed the broker's public key.

2. For each participating 3GPP operator A, the broker issues a certificate CA, which contains, among other things, the operator's public key KA and the wireless operator's ID. The certificate is signed with the broker's private key KC'
3. When a mobile user M signs up with his/her 3GPP operator A for WLAN interworking service, the operator issues him/her a certificate containing, but not limited to, the following items

· The 3GPP operator's certificate CA
· The user's public key KM
· The user's subscription level (whether the user is subscribed for WLAN service)

· The expiration time of the certificate

The certificate is signed with A's private key KA'

4. When the mobile user moves into the WLAN coverage, the user sends his/her certificate to the WLAN (AP or other entities). Upon receiving the certificate, the WLAN first verifies the authenticity and integrity of certificate CA issued by the broker using the broker's public key KC. If the certificate is verified, it extracts the public key KA of cellular operator A. Using KA, it verifies the authenticity and integrity of certificate CM issued to M by 3GPP operator A
5. Upon successful verification, it extracts the user's public key KM and sends a session key (e.g. a per user WEP key) encrypted with KM. Upon receiving the encrypted session key, the user decrypts it using his/her private key KM' and starts using the session key to communicate with the WLAN, i.e. all subsequent communication between the mobile and the WLAN is encrypted with the session key 
The user is authenticated by the WLAN since only that specific user has the necessary private key KM' to decrypt the session key
If mutual authentication is necessary, i.e. the mobile user also verifies that he/she is indeed talking to a legitimate WLAN (so that messages will not be snooped), we can modify the scheme as follows:

· The 3GPP operator also notifies the mobile user about the broker's public key KC along with the certificate CM 

· After the WLAN verifies mobile M's certificate CM, it encrypts the session key with the M's public key KM, the result is then signed with the WLAN's private key KB'. The final result together with the WLAN's certificate CB signed by the broker are sent to the user.

· Upon receiving these, M verifies the WLAN's certificate CB using the broker's public key KC and obtains WLAN's public key KB upon successful verification. Using KB, he/she then verifies that the encrypted session key does come from the WLAN. If all goes well, the user decrypts the session key and starts using it for communication with the WLAN.

3.2 Certificate revocation

It is possible for the 3GPP network to revoke a mobile user's certificate for various reasons, e.g. lost handset, cancelled subscription, etc. To deal with such situations, the broker can maintain a central database of revoked certificates. Each 3GPP operator informs the broker about its revoked certificates based on certain reporting policy (e.g. as soon as a certificate is no longer valid, or periodically). A revoked certificate is removed from the broker database when the expiration time contained in the certificate is reached. Before a WLAN authenticates an interworking wireless user, it first checks with the broker whether the certificate is still valid. The broker checks its revoked certificate database and informs the WLAN about the validity of the certificate. The WLAN can then carry out the above authentication procedures accordingly. 

3.3 Certificate refresh

For added security, the public/private key pair of a 3GPP operator or the key pair of a 3GPP subscriber may change periodically or on an as-needed basis. In such cases, certificates may need to be updated. Depending on which key pairs are changed, the procedures are different:

· If a 3GPP subscriber's key pair needs to be changed, the 3GPP network first revokes the old certificate at the broker and then notifies the subscriber and issues a new certificate to the subscriber. Alternatively, the 3GPP network can simply revoke the certificate it issued to this subscriber. When the subscriber tries to get wireless LAN access and receives an error indicating the certificate has been revoked, it can contact the 3GPP network for a new certificate.

· If the broker changes a 3GPP operator's key pair, such a change needs to be propagated to the 3GPP subscribers as well as the interworking wireless LAN operators. Since a wireless LAN needs to check with the broker about the validity of a certificate when it authenticates a 3GPP subscriber, the broker can notify the wireless LAN that the certificate is no longer valid. The 3GPP subscriber thus has to check back with the 3GPP network to get a new certificate, at which time the 3GPP network can update the hierarchical certificates on the subscriber. 

3.4 Accounting and Billing

Accounting and billing are done through the broker. The wireless LAN operators report the accounting and billing information to the broker periodically. The broker in turn reports such results to the corresponding 3GPP operators and settles the billing and accounting issues.

4 Conclusion

We proposed an interworking AAA architecture solution based on the use of a broker and certificates. The employment of hierarchical certificates and broker result in very loose interactions between the 3GPP networks and wireless LANs. There are two immediate benefit of such a model: First, it significantly reduces the complexity in maintaining and establishing business relationships among different operators. Second, interworking users do not need to maintain account with the broker, but rather can reuse their existing accounts with the 3GPP operator. Finally, no real-time interactions are required between the 3GPP network and the wireless LAN during user authentication, thus reducing the load on the 3GPP core network (especially the load on the HLR/HSS).
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