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1 Introduction

Two options have been identified during the email discussions for access control. It is the aim of this contribution to identify the advantages and drawbacks of each option in order to develop a better understanding of the impacts.

2 WLAN Inter-working Reference Model (Authentication and Authorization Control)

2.1 Option 1(visited network model)
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Figure 1. Visited Nw based Access Control Reference Model.

Advantages: 

· Visited authentication model  is already adopted in the GPRS/UMTS networks. 

Drawbacks:

· It is not possible to apply different authentication and authorization mechanisms. The Wx interface can only be used to carry authentication vectors for SIM/USIM  subscribers obtained from HLR/HSS.   

· A 3GPP network would have to support for WLAN  different mechanisms when interworking with a WLAN  access network on Wr and when interworking with another 3GPP network on Wx.

· Different architectures are  required for access control and charging.

·  Different architectures for access control and charging imply the need for several secure relationships between inter-operator pairs of entities for a single subscriber (VAAA to HLR/HSS, VAAA to Online charging system, ..).   

· Addressing issues would have to be resolved at the visited network to identify the HSS/HLR of the home network from the NAI provided by the UE. IMSI to  NAI relationship is required in the visited network.

· Additional effort is required to select appropriate protocol for Wx (MAP versus Diameter).  

· Does not benefit from inherent authentication and authorization mechanisms to AAA servers such as proxying access control to remote networks.

2.2 Option 2 (home based model)
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Figure 2. Home Nw based Access Control Reference Model.

Advantages: 

· A single architecture can be applied for access control and charging

· This option  allows the flexibility to apply different authentication and authorization mechanisms at the home network.

· As the same architecture can be applied for charging, the number of secure inter-operator relationships is reduced to two entities (AAA servers).

· Inherent authentication and authorization mechanisms to AAA servers such as proxying access control to remote networks can be re-used for the roaming case.

· NAI to IMSI translation can be easily done in the home network

· The same mechanisms can be applied for access control and charging at the Wx and Wr interfaces.

Drawbacks:

· One additional AAA server is needed in the chain  for access control. However, note that even in the case of non-roaming, there may be several AAA servers in the path between the WLAN  access network and the 3GPP network AAA server.

3 Proposal

It is proposed to add  a new section  describing the advantages and drawbacks for each option and incorporate the content of this contribution.
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