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1 Introduction

The present contribution deals with some aspects of interworking between 3G mobile and WLAN networks. In particular the Authentication issue is investigated. The document would address the requirements and characteristics for full interworking between the two systems.

This contribution would be an integration of the SA2 WLAN Reference Model e-mail discussion, with some considerations regarding 

· the functionality of AAA element in the various networks;

· the possibility of the network operators;

· some proposal to go on.

This analysis is based on the networks formerly identified by SA2 group:

· WLAN access network (WLAN AN) – wireless LAN network to which the UE is connected; WLAN AN can be connected to 3GPP network directly or via intermediate networks;

· 3GPP visited network – 3GPP network which directly or indirectly connects to at least one WLAN AN and which has a commercial (roaming) agreement with the 3GPP home network;

· 3GPP home network – home 3GPP network of the 3GPP subscriber that is using the WLAN network.

Moreover the study is based on the assumption that:

· within the 3G network the existing infrastructure and interfaces should be re-used as much as possibile without any modification or revision;

· within the WLAN network the esisting or under development infrastructure should be re-used as much as possible;

· the new requirements and standardisation should be limited as much as possible to the interface interconnecting the WLAN and 3G networks, and to the portion of equipments belonging to the WLAN and 3G network inteconnected bu using this interface.

2 Reference model for WLAN interworking

The reference model for access control presented in Figure 1 enhances the maximum flexibility to select the architecture more suitable to the needs of networks operators involved in the roaming agreement. Moreover the needs to reduce the impact on existing equipments are studied.
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Figure 1 - Access Control Reference Model

2.1 Network elements

For user authentication process it is necessary assume the presence of the following elements:

· the UE (user equipment) equipped with USIM card, that requests to be authenticated;

· the WLAN AAA proxy (optional): it represents the logical functionality, which can reside on a network element inside the WLAN AN (e.g. AP, Border Gateway), It is able to relay the AAA information towards the 3GPP network. The function of WLAN AAA proxy, is outside the scope of 3GPP;

· the 3GPP visited AAA server (3GPP AAAv), which is located within the visited 3GPP network. It shall support two logical functionalities:

· AAA proxying: the AAAv is able to relay authentication information between the UE/WLAN Access Network (by means of WLAN AAA proxy) and 3GPP home AAA server;

· Authentication : the AAAv acts as authentication server retrieving the information from home HLR/HSS;

The 3GPP Visisted AAA server can act as Home AAA server (see below) for the Home users of its network located within the WLAN area.

· the 3GPP home AAA server (3GPP AAAh) which is located within the home 3GPP network. If the AAAh is interrogated by 3GPP AAAv (in proxy functionality), it is able to receive/send authentication and authorisation information from/to end user via the WLAN AAAv  and to retrieve information from HLR/HSS of the home 3GPP network; 

· the HLR/HSS, the centralized entity containing subscription data that is required for user authentication and encryption on a per user basis.

Note that 3GPP AAA elements implement two different logical functionalities, taking account if they are involved as proxy or as server. These different roles may reside in the same physical equipment or in two separated physical nodes, but which logical functions should be implemented  within  3GPP networks is left to 3GPP network operators involved in roaming agreement.

2.2 Reference points 

Following reference points are defined according to the option 1 of the model proposed in the SA2 WLAN Reference Model e-mail discussion, where only two kinds of interfaces are defined for access control regarding WLAN interworking for user authentication and autorisation: 

· Wr – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network and by which the AAA elements are connected. The Wr reference point terminate in 3GPP network to a 3GPP AAA server locating at 3GPP network. On the WLAN-AN side, the specification of entities facing the Wr reference point within the WLAN-AN is generally outside the scope of 3GPP. 

However the protocol stack for the Wr reference point should be mutually standardised among 3GPP entities and the relevant international standardisation bodies. Then the protocol stack is for further studies, for instance it can be based on RADIUS or DIAMETER protocols.

· Wx – Reference point by which 3GPP AAA server located within the 3GPP network communicates with the HSS/HLR. The functionality of this reference point is the retrieval of user information related to authentication from HSS/HLR, as 

authentication vectors for SIM/USIM subscribers

Reference point can be based e.g. MAP protocols or DIAMETER according to the 3GPP network release.

The 3GPP AAA server located within the 3GPP network should support the connection both to HLR/HSS via the Wx reference point and to an other 3GPP AAA via reference point Wr. The selection of reference points Wx or Wr for interconnection of visited and home network is left to network operators. The network operators involved in roaming agreement can select the appropriate configuration, i.e. the connection from the 3GPP AAAv to the home HLR via the Wx reference point or from the 3GPP AAAv to the 3GPP AAAh via the Wr reference point. 
3 Considerations about Reference Model

According to the Access Control Reference Model proposed in Figure 1, in this section some considerations regarding the role of the different network elements and the possible protocol stack for the involved reference points are analysed in order to point out that the proposed model can be easily achivied. For the time being the contribution does not intend to propose protocol stack for approval or insertion within the TR, but to highlight the needs to coordinate the discussion within other international bodies since the Wr interface is both an interface internal to 3GPP network and with external network.

In Figure 2 an example of protocol stacks for the two reference points are presented. The protocol stack is based on re-organization of various protocols available and under discussion in IETF, IEEE and ETSI about authentication for WLAN systems.
As far as the interfaces are concerned, the protocol stack for Wr reference point can based on the standard AAA protocols, DIAMETER or RADIUS. Both the protocol support EAP to carry different authentication methods. 

Please remember that AKA is the 3G standard used for mutual authentication and management of  integrity and ciphering keys. According to draft IETF document “ftp://ftp.isi.edu/in-notes/search.ietf.org/internet-drafts/draft-arkko-pppext-eap-aka-03.txt”, the AKA mechanism can be generalized to the systems interworking with 3G network using EAP messages that carry AKA parameters. In this way a secure authentication method in devices that already contain an USIM could be provided. Moreover the IEEE 802.1X defines a standard for EAP frame encapsulation over LAN system known as EAP over LAN (EAPOL). EAPOL messages can be encapsulated over WLAN frames, and this scheme provides a perfect interoperability with WLAN and 3GPP AAA element networks.
As far as the Wx reference point is concerned, the protocol stack should be based on the standard protocols that interworks with HLR/HSS: MAP with HLR, MAP or DIAMETER with HSS.
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Figure 2: Protocol stacks for Wr and Wx reference points

Following cases want to underline the role of the different AAA network elements in Authentication procedures.

In Figure 3 the case of a user in a WLAN area of 3GPP home network operator is presented:

· WLAN AAA proxy is optional, because acts as a RADIUS/DIAMETER client for Authentication messages towards the 3GPP AAA server (3GPP AAAh) by using Wr reference point. This functionality could be simply implemented by the Access Point (AP), because the use of a local AAA server (if the WLAN and 3GPP networks property is the same) only increases the costs of network deployment;
· 3GPP AAAh authenticates the user retrieving authentication information from HLR/HSS by means of Wx reference point;

· authentication can be provided by using UTMS AKA/GSM SIM over Wr reference point;

· in WLAN network the approach defined by IEEE 802.1x can be used and extended..
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Figure 3: User in WLAN area of 3GPP Home network

In Figure 4 the case of user in WLAN area of 3GPP visited network operator is presented. The AAA procedure is implemented via Wx reference point:

· WLAN AAA proxy is optional, because acts as a RADIUS/DIAMETER client for Authentication messages towards the 3GPP AAA server (3GPP AAAh) by using Wr reference point. This functionality could be implemented by the Access Point (AP) or by a local AAA server;
· 3GPP AAAv authenticates the user retrieving authentication information from HLR/HSS in user home network by means of Wx reference point;

· authentication can be provided by using UTMS AKA/GSM SIM over Wr reference point;
· in WLAN network the approach defined by IEEE 802.1x can be used and extended...
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Figure 4: User in WLAN area of 3GPP visited network with roaming via Wx reference point
In Figure 5 the case of user in WLAN area of 3GPP visited network operator is presented. The AAA procedure is implemented via Wr/Wx reference points:

· WLAN AAA proxy is optional, because acts as a RADIUS/DIAMETER client for Authentication messages towards the 3GPP AAA server (3GPP AAAh) by using Wr reference point. This functionality could be implemented by the Access Point (AP) or by a local AAA server;
· 3GPP AAAv also acts as a RADIUS/DIAMETER proxy in order to relay (via Wr reference point) the AAA information towards the 3GPP home network;

· 3GPP AAAh authenticates the user retrieving authentication information from HLR/HSS in own network by means of Wx reference point;

· authentication can be provided by using UTMS AKA/GSM SIM over Wr reference point;

· in WLAN network the approach defined by IEEE 802.1x can be used and extended...
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Figure 5: User in WLAN area of 3GPP visited network with roaming via Wr/Wx reference points
4 Conclusions and Proposal

This contribution is an integration of the SA2 WLAN Reference Model e-mail discussion, regarding some aspects of interworking between 3G mobile and WLAN networks. In particular the Authentication issues is investigated.
The main proposed conclusions are the following:

· inclusion in TR of the text included in section 2 in this contribution (for clarity the text is reported in Annex A);

· discussion of the aspects described in section 3;

· the protocol stack for the Wr reference point should be defined and agreed among the relevant international standardisation bodies, e.g. ETSI, IEEE, IETF, so actions toward this bodies should be taken as soon as considered appropriate
ANNEX A text for insertion in TR

Reference model for WLAN interworking

The reference model for access control presented in Figure 1 enhances the maximum flexibility to select the architecture more suitable to the needs of networks operators involved in the roaming agreement. Moreover the needs to reduce the impact on existing equipments are studied.
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Figure 6 - Access Control Reference Model

Network elements

For user authentication process it is necessary assume the presence of the following elements:

· the UE (user equipment) equipped with USIM card, that requests to be authenticated;

· the WLAN AAA proxy (optional): it represents the logical functionality, which can reside on a network element inside the WLAN AN (e.g. AP, Border Gateway), It is able to relay the AAA information towards the 3GPP network. The function of WLAN AAA proxy, is outside the scope of 3GPP;

· the 3GPP visited AAA server (3GPP AAAv), which is located within the visited 3GPP network. It shall support two logical functionalities:

· AAA proxying: the AAAv is able to relay authentication on information between the UE/WLAN Access Network (by means of WLAN AAA proxy) and 3GPP home AAA server;

· Authentication: the AAAv acts as authentication server retrieving the information from home HLR/HSS;

The 3GPP Visisted AAA server can act as Home AAA server (see below) for the Home users of its network located within the WLAN area.

· the 3GPP home AAA server (3GPP AAAh) which is located within the home 3GPP network. If the AAAh is interrogated by 3GPP AAAv (in proxy functionality), it is able to receive/send authentication and authorisation information from/to end user via the WLAN AAAv  and to retrieve information from HLR/HSS of the home 3GPP network; 

· the HLR/HSS, the centralized entity containing subscription data that is required for user authentication and encryption on a per user basis.

Note that 3GPP AAA elements implement two different logical functionalities, taking account if they are involved as proxy or as server. These different roles may reside in the same physical equipment or in two separated physical nodes, but which logical functions should be implemented  within  3GPP networks is left to 3GPP network operators involved in roaming agreement.

Reference points 

Following reference points are defined according to the option 1 of the model proposed in the SA2 WLAN Reference Model e-mail discussion, where only two kinds of interfaces are defined for access control regarding WLAN interworking for user authentication and autorisation: 

· Wr – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network and by which the AAA elements are connected. The Wr reference point terminate in 3GPP network to a 3GPP AAA server locating at 3GPP network. On the WLAN-AN side, the specification of entities facing the Wr reference point within the WLAN-AN is generally outside the scope of 3GPP. 

However the protocol stack for the Wr reference point should be mutually standardised among 3GPP entities and the relevant international standardisation bodies. Then the protocol stack is for further studies, for instance it can be based on RADIUS or DIAMETER protocols.

· Wx – Reference point by which 3GPP AAA server located within the 3GPP network communicates with the HSS/HLR. The functionality of this reference point is the retrieval of user information related to authentication from HSS/HLR,e.g. authentication vectors for SIM/USIM subscribers.

Reference point can be based e.g. MAP protocols or DIAMETER according to the 3GPP network release.

The 3GPP AAA server located within the 3GPP network should support the connection both to HLR/HSS via the Wx reference point and to an other 3GPP AAA via reference point Wr. The selection of reference points Wx or Wr for interconnection of visited and home network is left to network operators. The network operators involved in roaming agreement can select the appropriate configuration, i.e. the connection from the 3GPP AAAv to the home HLR via the Wx reference point or from the 3GPP AAAv to the 3GPP AAAh via the Wr reference point. 
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