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1. General

The “Enhanced privacy checking” has been discussed in the recent LCS drafting sessions. In TR 23.871 v1.1.0 Chapter 7, several architectures are proposed based on the concept of PPR, as the new network node where the enhanced privacy checking shall be performed. 

In this document, Ericsson highlights reasons and proposes functional requirements to implement enhanced privacy checks, according to the service requirements given in ch. 5 of TR 23.871, by means of the already existing LCS architecture, as defined in LCS stage 2 specification 3GPP TS 23.271 v. 5.1.0. Moreover, a CR on TS 23.271 v. 5.1.0 is attached, showing the impacts on LCS stage 2 specification.

At the moment in which this document is written (Feb 12th, 2002), some contributions are being discussed in SA1, proposing modifications against service requirements in the mentioned revision of the TR (S1-020385, S1-020386, S1-020422). The impacts due to these service requirements, not approved yet, are given in blue text, even most of them are common for all architectures.

2. Discussion
The LCS architecture as foreseen by TS 23.271 v. 5.1.0 is the result of work and agreements in 3GPP, starting from rel-98 onwards, through several releases. In rel-5 few new service requirements have been identified i.e. “Codeword”, “Service Type” and “Requestor”. All these three concepts can be handled by means of minor functional requirements on the existing architecture, without any need of new architecture from technical point of view, as shown in following sections. 

Changing the existing architecture would have high costs for both manufactures and operators who already use the current agreed architecture. Moreover, several problems affecting new architectures have been identified, as reported in the TR 23.871 v. 1.1.0 and in this contribution. On the other way, new service requirements can be easily satisfied with few changes in signalling, by using the existing architecture.

By definition, a privacy check is a comparison between information characterizing the LCS request and information related to subscriber’s willingness to allow positioning (subscriber profile). Even if in most cases this comparison can be done in the HPLMN, in case of call related and event-based LCS, the handling of the call/event has often to be handled in the VPLMN (e.g. UE available, change of area). This is seen a further reason to keep privacy checks in the VPLMN, based on the SLPP received from the HPLMN, as in the existing architecture, due to the involvement of the VPLMN in the handling of the call/events. Alternative proposals aiming to keep all privacy checks in the HPLMN would require the VPLMN to contact the HPLMN by means of proper new interfaces when the call/event occurs. In order to transfer the information, these interfaces would anyway need to be updated each time that new events/information to be checked are defined.

It is worthwhile noting that, in case of roaming subscriber, the HPLMN is aware of the LCS capabilities of the VMSC/SGSN by means of “Supported LCS capabilities sets” mechanism, so that the HPLMN (HLR/HSS) can be aware of the VMSC/SGSN capability to support enhanced privacy checks and can anyway have the full control in order to protect the privacy of subscribers roaming in a different PLMN. This means that if the VPLMN does not support enhanced privacy checks, the HLR may reject the LCS request, without any involvement of the VPLMN and/or useless signalling.

Codeword

In order to satisfy service requirements given in ch. 5.5 of the TR 23.871 v. 1.1.0, the codeword check can be done in the HLR/HSS. In order to perform this check, the codeword received from a value added LCS client in the LCS request can be transferred from the GMLC to the HLR/HSS in the MAP SEND_ROUTING_INFO_FOR_LCS message. The HLR/HSS may check that the codeword received from the GMLC matches one of the codewords defined by the subscriber.

Service type

In order to satisfy service requirements given in ch. 5.1 of the TR 23.871 v.1.1.0, the service types subscribed by the UE user can be stored in the SLPP in the HLR/HSS and downloaded to the VLR as already done for the current SLPP. The service type check can be performed in the VMSC/SGSN, upon reception of Provide Subscriber Location, by comparing the service type received from the GMLC and the list of service types allowed by the target subscriber.

Moreover the service type may be sent to the UE in the notification procedure by addition of a new information in the LCS Location Notification Invoke message, as for all other architectures.

Requestor

The requestor identity check can be seen as an enhancement of the notification procedure, so that no further impact is foreseen than the ones already agreed in SA2 by means of the CR 061 rev.1 (Tdoc S2-010218) on 23.271 rev. 5.1.0.

If the requestor is added to the Privacy exception list (Tdoc S1-020386), the VMSC/SGSN performs the requestor check.

3. Proposal
Ericsson proposes to update the TR 23.871 V.1.1.0 by including the attached sections, as a further architecture proposal for enhanced user privacy.
Moreover Ericsson proposes to have functional requirements for enhanced user privacy by means of the architecture described in current LCS stage 2 specification (3GPP TS 23.271 v. 5.1.0) . The related functional requirements are provided in the attached CR.
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********** PROPOSED NEW CHAPTER TO BE ADDED TO TR 23.871 V.1.0.0 ***************

7.4  Enhanced User Privacy using existing LCS architecture.

7.4.1 Architecture

In order to support the service requirements for enhanced privacy checks, the LCS architecture as specified in LCS stage 2 3GPP TS 23.271 rel-4 can be used, without the addition of new nodes/network entities.

7.4.2 Information flow
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1. The LCS service request sent from the LCS Client to the GMLC carries the parameters for enhanced privacy checks (Requestor Id, Codeword and Service ID). 

2. The GMLC verifies in the LCS client profile that the service ID received by the LCS client matches one of the allowed Service identities for that LCS client.

3. The GMLC sends a Send_Routing_Info_for_LCS message to the HLR/HSS, carrying the codeword received from the LCS client.

4. The HLR/HSS verifies that the Codeword received from the GMLC matches one of the codewords stored for the target subscriber. If the check is unsuccessful, the HLR/HSS sends an error indication to the GMLC and the LCS procedure is ended. If the check is successful, the HLR/HSS may verify that the VMSC supports the EUP mechanisms (this information is received in the HLR/HSS at location update in the “LCS supported capabilities set”). In order to protect the privacy of a roaming subscriber, the HLR/HSS may reject the Send_Routing Info_for _LCS if  the VMSC/SGSN does not supported enhanced privacy checks. If the codeword check is successful and the VMSC/SGSN supports the needed LCS capabilities, the HLR/HSS sends the VMSC/SGSN address in Send_Routing_Info_for_LCS_ack message.

5. If no codeword is registered in the HLR for the subscriber, the HLR shall not reject the request and inform the GMLC by setting the codeword check info in the Send_Routing_Info_for_LCS_ack message
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6. The GMLC converts the service identity received by the LCS client in the proper service type and sends the service type and the Requestor identity in the MAP Provide Subscriber Location message. If the GMLC received the information that no codeword for the subscriber was stored in the HLR, the codeword shall be include in the Provide Subscriber Location message, in order to have the codeword check in the UE (note that the PSL message has to carry the codeword for notification, not depending of the chosen architecture).
7. If the SLPP contains service types/requestor ids, an CS-MT-LR/PS-MT-LR will be allowed by the MSC/MSC server or SGSN if the service type/requestor id supplied by the GMLC matches the identity of any service type/requestor id contained in the UE's SLPP. If the SLPP does not contain service types/requestor ids, the already existing privacy checks will be performed.

8. If notification has to be performed, the LCS Notification Invoke message will carry also the requestor ID, the service type and the codeword, if received.

 ********** PROPOSED MODIFICATIONS TO TR 23.871 V.1.0.0 ***************

7.5 Comparison between each architectural alternatives

Several architectural alternatives are proposed in Chapter 7. This section compares the proposed architectural alternatives. 

	
	Rel-5 SGSN/MSC

Rel-4 or earlier GMLC
	Rel-4 or earlier SGSN/MSC

Rel-5 GMLC
	Rel-5 SGSN/MSC

Rel-5 GMLC 

	7.1 

PPR attached to GMLC
	Yes

HLR rejects SRI from the GMLC

The GMLC cannot access the PPR and SGSN/MSC.
	Yes

Enhanced privacy check is performed in the PPR and the PPR rejects the unwelcome location request. 
	Yes

Enhanced privacy check is performed in the PPR and the PPR rejects the unwelcome location request.

	7.2

PPR attached to MSC/SGSN
	No

Mechanism has not been proposed.

The MSC/SGSN can access the PPR, but the MSC/SGSN cannot obtain some parameters sent from the LCS client because the GMLC does not support Rel-5.
	No

Mechanism has not been proposed.

The MSC/SGSN cannot access the PPR.
	Yes

Enhanced privacy check is performed in the PPR and the PPR rejects the unwelcome location request.

	7.3

Home GMLC
	No
HLR rejects SRI from the GMLC

The GMLC cannot access the Home GMLC and SGSN/MSC.
	Yes

Enhanced privacy check is performed in the Home GMLC and the Home GMLC rejects the unwelcome location request.
	Yes

Enhanced privacy check is performed in the Home GMLC and the Home GMLC rejects the unwelcome location request. 

	7.4
Rel-4 architecture
	Yes

HLR rejects SRI.
The GMLC cannot access the SGSN/MSC
	Yes

HLR may reject SRI if the MSC/SGSN does not support the proper LCS capability set.
	Yes
Codeword is checked in the HLR and the HLR rejects the requests if the codeword check is not successful or the MSC/SGSN does not support proper capabilities.



Table 7.5.1; Comparison from operator’s point of view. (See Note)
Note 1: 
The criteria is whether an operator can protect the operator’s subscribers against unwelcome location requests by using the enhanced privacy check mechanism. It is assumed the HLR/HSS of the operator is Rel-5 and supports the enhanced privacy check. 

	
	Call/Session related Class

(Note 2)
	Deferred MT-LR

(Note 3)
	
Handling of event-based LCS 

(Note 4)

	7.1 

PPR attached to GMLC
	FFS
	Yes

MSC/SGSN could ask PPR via GMLC to repeat privacy check.
	NO

VPLMN should have to contact PPR in the HPLMN, carrying the information needed to perform privacy checks. Interfaces to be updated for each new information

	7.2

PPR attached to MSC/SGSN
	FFS
	Yes?

When the event is detected, the MSC/SGSN can access the PPR again.
	NO

VPLMN should have to contact PPR in the HPLMN, carrying the information needed to perform privacy checks. Interfaces to be updated for each new information

	7.3

Home GMLC
	FFS
	Yes

When the enhanced privacy setting of the UE is changed, the Home GMLC cancels the deferred MT-LR dependent on the changes.
	FFS

The Home GMLC may not be aware of information related to events occurring in the VPLMN, but may cancel any ongoing deferred MT-LR if the subscriber changes his profile.

	7.4
Rel-4 architecture
	YES

(no impact)

	YES

(no impact)
	YES

The VMSC/SGSN can perform privacy checks when the event occurs, basing on the event related information and SLPP.



Table 7.5.2; Other criteria
Note 2: 
The criteria is whether it is possible to handle the call/session related class in SLPP that is already defined in Rel-4 Specification. If the PPR or Home GMLC does not stores the SLPP and the SLPP is checked in the MSC/SGSN, this issue is not caused.

Note 3: 
The criteria is whether it is possible to reflect the new privacy setting changed during waiting the event occurrence of the deferred MT-LR.
Note 4: The criteria is the possibility to handle event-based LCS: for some events, the result of the privacy checks may depend on information owned by the VPLMN. When such new events are defined, these information have to be transferred to the node performing privacy checks. If privacy checks are performed in the HPLMN, the interfaces between the VPLMN and HPLMN have to be updated for each new privacy check. This shows that if the privacy checks are performed in the HPLMN, there will be anyway the need to update interfaces when new privacy checks are introduced.
	
	Interface that is new or affected.
	Enhanced privacy check.
	SLPP check in MSC/SGSN
	
Impacts on the network due to migration from   rel-4 to rel-5

	7.1 

PPR attached to GMLC
	New

Lr: FFS

Affected

Lh, Lg
	PPR contains and checks both the enhanced privacy settings and the legacy privacy settings.
	MSC/SGSN may check the SLPP according to the operator’s policy.
	New node to be introduced. New interface to be defined.
Already existing function removed from existing nodes.

	7.2

PPR attached to MSC/SGSN
	New

Ld: FFS

Lt: FFS

Affected

Lg, HLR-MSC/SGSN (PPR address)
	?
	?
	New node to be introduced. New interfaces to be defined.
Already existing function removed from existing nodes.

	7.3

Home GMLC
	New

Lr: FFS

Affected

Lh
	Home GMLC contains and checks only the enhanced privacy settings.

Legacy privacy check in Home GMLC is FFS.
	MSC/SGSN always checks the SLPP.
	Existing node impacted. Interface to be defined.

	7.4
Rel-4 architecture
	New

NONE
Affected

 Lh,Lg,
HLR-MSC/SGSN 
	HLR owns and checks the codeword.
Service type is checked in the MSC/SGSN
	MSC/SGSN always checks the SLPP.
	Small impacts (only few new parameters) on existing nodes and interfaces as a normal function upgrade.



Table 7.5.3; Other differences between architecture alternatives

9. 
Stage 2 description of the codeword concept

There are two ways to standardize the codeword handling. One way is that the codeword is stored in the GMLC and compared in the GMLC. Another way is that the codeword is stored in the PPR and the compared in the PPR. A further solution is that the codeword is stored and compared in the HLR. These alternatives are described and compared in chapter 7.
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9.1
Mobile Terminating Location Request



9.1.1
MT-LR routing procedure in PS and CS domain
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Figure 9.1: General Network Positioning for a MT-LR



1) An external LCS client requests the current location of a target UE from a GMLC. The LCS Client may also request a deferred location request, i.e. based on event. The GMLC verifies the identity of the LCS client and its subscription to the LCS service requested and derives the MSISDN or IMSI or PDP address, (NOTE: IP addressing in this context is FFS, one reason is the dynamic IP addressing used in IPv4.) of the target UE to be located and the LCS QoS from either subscription data or data supplied by the LCS client. For a call related or session related location request, the GMLC obtains and authenticates the called party number of the LCS client. 



The LCS request may carry also the Service Identity and the Codeword. 


The GMLC may verify that the Service Identity received in the LCS request matches one of the service identities allowed for the LCS client. If the service identity does not match one of the service identities for the LCS client, the GMLC shall reject the LCS request.  Otherwise, the GMLC can map the received service identity in a corresponding service type. 



If the codeword functionality is supported, the GMLC shall reject the LCS service request in case the LCS client type is “value added” and the codeword was not received.


If location is required for more than one UE, or if periodic location is requested, the steps following below may be repeated.
Note: This means that GMLC handles the periodicity of location requests as requested by the LCS client both in CS and PS domain.



2)
If the GMLC already knows both the VMSC/MSC server or SGSN location and IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request), and the codeword functionality is not supported, this step and step 3 may be skipped. Otherwise, the GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI, PDP address or MSISDN of this UE. When the GMLC supports the codeword functionality, steps 2 and 3 shall not be skipped.


The  SEND_ROUTING_INFO_FOR_LCS message may carry also the Codeword received by the LCS client in the LCS Service request. For a LCS client type different from “value added” an indication may be sent to the HLR, in order to inform the HLR that the codeword is not applicable.   



Editor´s note: The use of the PDP address for identifying the subscriber is ffs.



3)
The HLR/HSS verifies that the calling party SCCP address of the GMLC corresponds to a known GSM/UMTS network element that is authorized to request UE location information. The HLR/HSS then returns one or several of the addresses, the current SGSN and/or VMSC/MSC server and whichever of the IMSI and MSISDN was not provided in step (2) for the particular UE.
Note: HLR may prioritize between the MSC/VLR or SGSN address sent to GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the MS’s capabilities for LCS. Other priority criteria are for further study.


The HLR may check if the codeword received in SEND_ROUTING_INFO_FOR_LCS message matches one of the codewords stored for the target subscriber. If it doesn’t match, then the HLR shall return an error message to the GMLC. If no codeword is stored in the HLR for the target subscriber, the request shall not be rejected by the HLR and shall send to the GMLC the related indication in SEND_ROUTING_INFO_FOR_LCS_ack message. If the HLR receives the indication from the GMLC that the codeword is not applicable, the codeword check is not performed in the HLR.


Moreover, if the HLR supports the Enhanced User Privacy, the HLR shall check if the VMSC and/or the SGSN under which the target subscriber is located supports the enhanced user privacy mechanisms (Service type and Requestor), by checking the supported LCS capabilities set. Only the address of a serving node that supports the enhanced user privacy mechanism will be returned to GMLC. If none of the VMSC or SGSN supports the Enhanced User Privacy, then the HLR shall send an error indication to the GMLC. 


NOTE: This handling allows the HPLMN to have the control about the fact that the VPLMN supports the EUP mechanisms, in order to fully protect the user privacy.



4)
In case GMLC receives only the MSC/VLR address, the MT LR proceeds as the CS-MT-LR procedure described in 9.1.2. In case GMLC receives only the SGSN address, the MT LR proceeds as the PS-MT-LR procedure described in 9.1.6. In case the GMLC receives several of the following addresses, SGSN, VMSC and/or MSC Server, it has to decide where to send the location request. If the requested MT-LR is known to be associated with a CS call, the CS-MT-LR procedure shall be invoked. If the requested MT-LR is associated with a PS session, the PS-MT-LR procedure only shall be invoked. Otherwise, both CS-MT-LR and PS-MT-LR are applicable. If LCS Client indicated deferred location request, GMLC shall indicate this together with applicable event type (ex. MS available) in requested PS/CS-MT-LR, see 9.1.8.



NOTE:
The order in which these procedures are invoked and whether one or both procedures are used may depend on subscription information for the LCS client, possible priority information returned by the HSS or information already stored in the GMLC (e.g. obtained from previous location requests).



5)
GMLC sends the location service response to the LCS client. If the LCS client requires it, the GMLC may first transform the universal location co-ordinates provided by the SGSN or MSC/MSC server into some local geographic system. The GMLC may record billing for both the LCS client and inter-network revenue charges from the SGSN or MSC/MSC server's network.



The detailed CS-MT-LR and PS-MT-LR procedures in step 4 of figure 9.1 are described in 9.1.2 and 9.1.6.



The detailed procedure for deferred PS/CS-MT-LR is described in 9.1.8.



*** NEXT MODIFIED SECTION ***



9.1.2
Circuit Switched Mobile Terminating Location Request (CS-MT-LR)



Figure 9.2 illustrates general network positioning for LCS clients external to the PLMN. In this scenario, it is assumed that the target UE is identified using either an MSISDN or IMSI.
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Figure 9.2: Network Positioning for a CS-MT-LR



9.1.2.1
Location Preparation Procedure



1)
Common PS and CS MT-LR procedure as described in 9.1.1.



2)
The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a call related location request, the message also carries the LCS client's called party number. For a value added LCS client, the message shall carry the client name and the external identity of the LCS client. Moreover the message may also carry the Service Type and the requestor identity. If the HLR indicated that no codeword was stored for the UE user, the message may carry also the  codeword received from the LCS client, to be displayed to the UE. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client.


3)
If the GMLC is located in another PLMN or another country, the VMSC/MSC server first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. The VMSC/MSC server then verifies LCS barring restrictions in the UE user's subscription profile in the MSC server. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. Otherwise, if the UE is in idle mode, the Core Network performs paging, authentication and ciphering. The MSC will page a GPRS attached UE either through A/Iu or Gs interface, depending on the presence of the Gs interface (see Note).The UE will inform the network about its LCS capabilities, as described in chapter 6.3.4.. If the UE is instead in dedicated mode, the VMSC/MSC server will already have UE classmark information. In GSM this is supported by controlled early classmark sending.



[Note 1:
In GSM, if the target UE has an established circuit call other than speech, the location request may be denied and an error response is then returned to the GMLC. If the location request is allowed for a non-speech circuit call, it shall be up to RAN to decide, on the basis of the applicable position methods and requested QoS, whether positioning is possible. This is FFS]



Note: 
In some network mode of operation, a GPRS capable UE may not receive the CS paging. In addition, upon receipt of a CS paging, a GPRS capable UE may immediately answer to the Paging Request or delay the answer, as defined in 3GPP TS 22.060 and 23.060. A GPRS UE in class B mode may also suspend its GPRS traffic, sending a GPRS Suspension Request to the network.



4)
If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client and whether privacy verification is required. Moreover, the message may carry also the service type and the codeword.


[FFS: For a call related location request, the LCS client identity shall be set to the LCS client's called party number if no separate LCS client identity was received from the GMLC.] Optionally, the VMSC/MSC server may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 6 without waiting for a LCS Location Notification Return Result message in step 5.



NOTE 2:
This step is for further study, it should be investigated e.g. which client identities to include in the Privacy Notification message to be shown to the end-user.


5)
The target UE notifies the UE user of the location request. If privacy verification was requested, the target UE indicates to the UE user whether the location request will be allowed or not allowed in the absence of a response and waits for the user to grant or withhold permission. The UE then returns an LCS Location Notification Return Result to the VMSC/MSC server indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, the LCS Location Notification Return Result message can be returned some time after step 4, but before step 9. If the UE user does not respond after a predetermined time period, the VMSC/MSC server shall infer a "no response" condition. The VMSC/MSC server shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request in the absence of a response. 



6)
The MSC/MSC server sends a Location Request message to RAN. This message includes the type of location information requested and requested QoS and, in GSM, the UE's location capabilities. 



*** NEXT MODIFIED SECTION ***



9.1.6
Packet Switched Mobile Terminating Location Request
(PS-MT-LR)



Figure 9.5 illustrates the general network positioning for LCS clients external to the PLMN for packet switched services. In this scenario, it is assumed that the target UE is identified using an MSISDN, PDP address or IMSI.
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Figure 9.5: General Network Positioning for Packet Switched MT-LR



9.1.6.1
Location Preparation Procedure



1)
Common PS and CS MT-LR procedure as described in 9.1.1.



2)
GMLC sends a Provide Subscriber Location message to the SGSN indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a session related location request, the message also carries the APN to which the user has established the session. For a value added LCS client, the message shall carry the client name and the external identity of the LCS client, and optionally the message may carry the Service Type and the requestor identity. If the HLR indicated that no codeword was stored for the UE user, the message may carry also the codeword received from the LCS client, to be displayed to the UE. . For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client.


3)
If the GMLC is located in another PLMN or another country, the SGSN first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. The SGSN then verifies LCS barring restrictions in the UE user's subscription profile in the SGSN. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. 
Otherwise, if the UE is in idle mode, the SGSN performs paging. The paging procedure is defined in TS 23.060[15].




FFS: The UE may be paged for location services even when in UMTS a signaling connection between mobile station and the network is established and in GSM when in Ready Mode. This makes it possible for the UE to start preparing an anticipated location service coming later by e.g. starting to measure GPS signals. 



4)
Security functions may be executed. These procedures are defined in TS 23.060 [15].



5)
If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS, a notification invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client and whether privacy verification is required. Moreover, the message may carry also the service type and the codeword.



Optionally, the SGSN may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 7 without waiting for a LCS Location Notification Return Result message in step 6.



6)
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the SGSN indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, this message can be returned some time after step 5, but before step 10. If the UE user does not respond after a predetermined time period, the SGSN shall infer a "no response" condition. The SGSN shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request.



7)
The SGSN sends a Location Request message to the RAN. This message includes the type of location information requested, the requested QoS and any other location information received in paging response.



*** NEXT MODIFIED SECTION ***


9.5.3
UE Privacy Options



The UE privacy options in the SLPP apply to an CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR and either indicate that no CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR is allowed for the UE (except as may be overridden by the POI or local regulatory requirements) or define the particular classes of LCS client for which an CS-MT-LR/PS-MT-LR or NI‑LR/PS-NI-LR for location are allowed, with the following classes being possible:



[Editor's note: An e-mail comment pointed out that there are different cases still to be covered in the description of the classes: 1. the LCS Client identity is included in SLPP or 2. the LCS Client identity is NOT included in SLPP. Also some GMLC restriction conditions need to be mentioned.] 



a)
Universal Class - allow positioning by all LCS clients;



b)
Call/Session related Class



c)
Call/Session-unrelated Class



d)
PLMN operator Class



Moreover the SLPP may contain the service types and a list of one or more requestor identities allowed by the subscriber. 


All UE privacy options of above four classes are commonly used for both CS and PS domain.
Note: If a privacy option setting in a domain is updated, the same modification will be applied to the other domain



*** NEXT MODIFIED SECTION ***



NEW 9.5.3.5 Service type checking



If the SLPP contains service types, an CS-MT-LR/PS-MT-LR may be allowed by the MSC/MSC server or SGSN if the service type supplied by the GMLC matches the identity of any service type contained in the UE's SLPP and any other GMLC restrictions associated with this service type in the SLPP are also met. 



If the service type is correctly matched in this way and any GMLC restrictions are satisfied, the CS-MT-LR/PS-MT-LR shall be allowed if the UE user subscribes to either location without notification or location with notification. If the UE user subscribes to location with notification and privacy verification, the CS-MT-LR/PS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to location in the absence of a response. In all other cases, the CS-MT-LR/PS-MT-LR shall be restricted.



NEW 9.5.3.6 Requestor identities checking


If the SLPP contains requestor identities, an CS-MT-LR/PS-MT-LR may be allowed by the MSC/MSC server or SGSN if the requestor identity supplied by the GMLC matches the any requestor identity contained in the UE's SLPP and any other GMLC restrictions associated with this requestor identity in the SLPP are also met. 



If the requestor identity is correctly matched in this way and any GMLC restrictions are satisfied, the CS-MT-LR/PS-MT-LR shall be allowed if the UE user subscribes to either location without notification or location with notification. If the UE user subscribes to location with notification and privacy verification, the CS-MT-LR/PS-MT-LR shall be allowed following notification to the UE if the UE user either returns a response indicating that location is allowed or returns no response but subscribes to location in the absence of a response. In all other cases, the CS-MT-LR/PS-MT-LR shall be restricted.


*** NEXT MODIFIED SECTION ***



9.5.3.7 
Matching of LCS client identities



In evaluating privacy where any address "A" associated with the LCS client (e.g. LCS client ID or GMLC address) needs to be compared with a corresponding address "B" in the target UE's SLPP, a match shall be determined if a match is found for each of the following components of each address:



a)
numbering plan;



b)
nature of address indicator;



c)
corresponding address digits for all digits in "B" (the digits or initial digits in "A" must match all the digits in "B", but "A" may contain additional digits beyond those in "B").



All addresses shall be transferred to the MSC/VLR, MSC server or SGSN in international format, except for the called party number received from the GMLC during a Call-Related CS MT-LR when the LCS client was reached via IN or abbreviated number routing (e.g. toll-free number or emergency call routing). In these cases it is up to the GMLC to use the valid national specific number of the visited country.



In evaluating privacy where an APN associated with the LCS client notified by the GMLC needs to be compared with a corresponding APN that is used to set up the associated PDP context, a match shall be determined if a match is found for each of following components of each address:



a)
Operator Identifier (the Operator Identifier received from the GMLC is compared with the corresponding information used to set up the associated PDP Context in the SGSN when the associated PS session was established) 



b)
Network Identifier



*** NEXT MODIFIED SECTION ***



10.1.1
LCS Data in the HLR/HSS for an UE Subscriber



The IMSI is the primary key for LCS UE subscription data in the HLR/HSS. This subscription data may be stored in a Multiple Subscriber Profile (MSP), with the HLR/HSS able to hold a number of MSPs per IMSI.


The HLR may store a list of codewords given by the UE subscriber, to be provided by the LCS client in order not to get the location request rejected.


LCS UE subscription data includes a privacy exception list containing the privacy classes for which location of the target UE is permitted. Each privacy class is treated as a distinct supplementary service with its own supplementary service code. The following logical states are applicable to each privacy class (refer to TS 23.011 [22] for an explanation of the notation).



Table 10.1: Logical States for each LCS Privacy Class



			Provisioning State


			Registration State


			Activation State


			HLR Induction State





			(Not Provisioned,


			Not Applicable,


			Not Active,


			Not Induced)





			(Provisioned,


			Not Applicable,


			Active and Operative,


			Not Induced)








For each LCS privacy class, the HLR/HSS shall store the logical state of the class on a per-subscriber (or per subscriber MSP) basis. In addition, the permanent data indicated below shall be stored on a per subscriber (or per subscriber MSP) basis when the logical provisioning state of the associated LCS privacy class is "provisioned". For the meaning of each LCS privacy class, refer to clause 9 and to TS 22.071 [4].


Moreover a list of allowed service types and a list of requestor identities may be stored. The meaning of service types and requestor identities is defined in TS 22.071 [4].


Table 10.2: LCS data stored in the HLR privacy exception list for an UE Subscriber
(or UE Subscriber MSP)



			LCS Privacy Class


			Status


			Additional HLR Data when Class is provisioned





			Universal Class


			-


			No additional data





			Call/session Related Class


			M



O



C



O



C






			Indication of one of the following mutually exclusive options for any LCS client not in the external LCS client list: 



· Location not allowed



· Location allowed without notification (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



· Location with notification and privacy verification; location restricted if no response




External LCS client list: a list of zero or more LCS clients, with the following data stored for each LCS client in the list:



· International E.164 address identifying a single LCS client or a single group of LCS clients that are permitted to locate this target UE



· Restriction on the GMLC. Possible values are:



· Identified GMLCs only



· Any GMLC in the home country



· Indication of one of the following mutually exclusive options:



· Location allowed without notification (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



· Location with notification and privacy verification; location restricted if no response





			Call/session Unrelated Class


			M



O



C



O



C






			Indication of one of the following mutually exclusive options for any LCS client not in the external LCS client list:



· Location not allowed (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



· Location with notification and privacy verification; location restricted if no response



External LCS client list: a list of zero or more LCS clients, with the following data stored for each LCS client in the list:



· International E.164 address identifying a single LCS client or a single group of LCS clients that are permitted to locate this target UE



· Restriction on the GMLC. Possible values are:



· Identified GMLCs only



· Any GMLC in the home country



· Indication of one of the following mutually exclusive options:



· Location allowed without notification (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



· Location with notification and privacy verification; location restricted if no response





			PLMN Operator Class


			O


			LCS client list: a list of one or more generic classes of LCS client that are allowed to locate the particular UE. The following classes are distinguished:



· LCS client broadcasting location related information



· O&M LCS client in the HPLMN



· O&M LCS client in the VPLMN



· LCS client recording anonymous location information



· LCS Client supporting a bearer service, teleservice or supplementary service to the target UE








Table 10.3: LCS Service types stored in the HLR/HSS per UE subscriber


			 Service type indication


			Status


			Additional HLR data when the indication is stored





			Service Types






			O


			Indication of one of the following mutually exclusive options for any service type not in the service type list:



· Location not allowed (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



Location with notification and privacy verification; location restricted if no response



Service types list: a list of one or more service types for which the LCS client is allowed to locate the particular UE. The possible service types are defined in 22.071.



· Restriction on the GMLC. Possible values are:



· Identified GMLCs only



· Any GMLC in the home country



· Indication of one of the following mutually exclusive options:



· Location allowed without notification (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



Location with notification and privacy verification; location restricted if no response












Table 10.4: LCS Requstor identities stored in the HLR/HSS per UE subscriber


			 Service type indication


			Status


			Additional HLR data when the indication is stored





			Service Types






			O


			Indication of one of the following mutually exclusive options for any requestor identity not in the service type list:



· Location not allowed (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



Location with notification and privacy verification; location restricted if no response



Requestor identities list: a list of one or more requestor identity for which the LCS client is allowed to locate the particular UE. 


· Restriction on the GMLC. Possible values are:



· Identified GMLCs only



· Any GMLC in the home country



· Indication of one of the following mutually exclusive options:



· Location allowed without notification (default case)



· Location allowed with notification



· Location with notification and privacy verification; location allowed if no response



Location with notification and privacy verification; location restricted if no response












*** NEXT MODIFIED SECTION ***



10.3
GMLC



The GMLC holds data for a set of external LCS clients that may make call related or non-call related
CS-MT-LR/PS-MT-LR requests to this GMLC. The permanent data administered for each LCS client is as follows.



Table10.6: GMLC Permanent Data for a LCS Client



			LCS Client data in GMLC


			Status


			Description





			LCS Client Type


			M


			Identifies the type LCS client from among the following:



-
Emergency Services



-
Value Added Services



-
PLMN Operator Services



-
Lawful Intercept Services





			External identity


			O


			A list of one or more identifiers used to identify an external LCS client. The identity may be used when making an MT-LR and/or MO-LR. The format of the identity is international E.164 addresses. Each external identity shall be associated with a logical client name.





			Authentication data


			M


			Data employed to authenticate the identity of an LCS client – details are outside the scope of the present document





			Call/session related identity


			O


			A list of one or more international E.164 addresses, which are used to make calls by mobile subscribers, or APNs (see NOTE) to identify the client for a call related MT-LR



In case the LCS client was reached via IN or abbreviated number routing (e.g. toll free number or emergency call routing), the E.164 number(s) stored in the GMLC shall be the number(s) that the UE has to dial to reach the LCS Client. In these cases the E.164 number is not to be in international format. The country in which the national specific number(s) is (are) applicable is (are) also stored (or implied) in this case.



Each call related identity may be associated with a specific external identity. Each call/session-related identity shall be associated with a logical client name.





			Internal identity


			O


			Identifies the type PLMN operator services and the following classes are distinguished:


-
LCS client broadcasting location related information



-
O&M LCS client in the HPLMN



-
O&M LCS client in the VPLMN



-
LCS client recording anonymous location information



-
LCS Client supporting a bearer service, teleservice or supplementary service to the target UE


This identity is applicable only to PLMN Operator Services. 





			Client name


			O


			An address string which is a logical name associated with LCS client's external identity (i.e., E.164 address).





			Override capability


			O


			Indication of whether the LCS client possesses the override capability (not applicable to a value added and PLMN operator service)





			Authorized UE List


			O


			A list of MSISDNs or groups of MSISDN for which the LCS client may issue a non-call related MT-LR. Separate lists of MSISDNs and groups of MSISDN may be associated with each distinct external or non-call related client identity.





			Priority


			M


			The priority of the LCS client – to be treated as either the default priority when priority is not negotiated between the LCS server and client or the highest allowed priority when priority is negotiated





			QoS parameters


			M


			The default QoS requirements for the LCS client, comprising: 



-
Accuracy



-
Response time



Separate default QoS parameters may be maintained for each distinct LCS client identity (external, non-call related, call related) 





			Allowed LCS Request Types


			M


			Indicates which of the following are allowed:



-
Non-call related CS-MT-LR/PS-MT-LR



-
Call/session related CS-MT-LR/PS-MT-LR



-
Specification or negotiation of priority



-
Specification or negotiation of QoS parameters



-
Request of current location



-
Request of current or last known location





			Local Co-ordinate System


			O


			Definition of the co-ordinate system(s) in which a location estimate shall be provided – details are outside the scope of the present document





			Access Barring List(s)


			O


			List(s) of MSISDNs or groups of MSISDN for which a location request is barred





			Service Identities


			O


			List of service identities allowed for the LCS client.








NOTE:
The LCS Client is identified with E.164 number or APN. APN is specified in TS 23.003. The APN identity of the LCS Client shall include Operator Identifier as mandatory (i.e. it is globally unique) to show whether the session-related MT_LR is associated with a session towards the VPLMN or HPLMN.



*** NEXT MODIFIED SECTION ***



10.5.1
Interworking with the VLR supporting only pre-Rel'4 LCS



The VLR that supports only pre-Rel'4 LCS cannot handle the extended privacy control for call-related/call-unrelated class of the Rel'4 LCS. That is, the VLR cannot provide the extended call-related/call-unrelated class service to the user who subscribes to the Rel'4 LCS. Therefore HLR/HSS does not send the subscriber data on call-related/call-unrelated class for users who subscribe to the call-related class of Rel'4 LCS to the VLR that supports only pre-Rel'4 LCS. The HLR/HSS is notified whether the VLR supports Rel'4 LCS or not by an indication , which indicates the highest LCS core network signalling capability the VLRsupports, from the VLR during location update procedure. The following LCS core network signalling capabilities are identified in the current version of this specification. 



-
LCS core network signalling capability set 1:
R98 and R99 LCS (pre-Rel’4 LCS)



-
LCS core network signalling capability set 2:
Rel’4 or later LCS (no Enhanced User Privacy support)


-
LCS core network signaling capability set 3:
 Rel’5 or later LCS (with Enhanced User Privacy support)



The serving node, which notified the HLR/HSS that it supports LCS core network signalling capability set 2, shall be able to handle the extended LCS Client list and LCS Client List for call-related class from the HLR. A Rel’5 serving node without support for Enhanced User Privacy shall also indicate LCS core network signaling capability set 2.


The serving node, which notified the HLR/HSS that it supports LCS core network signaling capability set 3 shall be able to handle the Enhanced User Privacy mechanisms, as foreseen for rel-5. If the HLR/HSS is notified that the LCS capability set 3 is not supported, it may decide to not send the LCS subscriber data to the VLR, in order to protect user privacy.


[Note:
this interworking scenario can be also applied for PS domain. Generalization of the description in this sub clause to cover both CS and PS domain should be done.][Note2: the concept of LCS capability set is newly introduced in Rel4 so that it doesn’t appear in the specifications for R98 and R99 LCS]
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