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1. Introduction
In the recent SA2 LCS drafting sessions, introduction of the enhanced privacy check mechanism, e.g. codeword or service type, has been discussed. In Rel-4, the privacy check based on SLPP is performed in SGSN/MSC. Even if the new enhanced privacy check mechanism is introduced in Rel-5, it is desirable that the new enhanced privacy check mechanism is consistent with the current Rel-4 privacy check mechanism and it should be realized with the Rel-4 SGSN/MSC. In this document, we would like to propose the concept of “pseudo-external identity” which enables the enhanced privacy check with the Rel-4 SGSN/MSC and we would also like to introduce the concept to the architectural alternative with Home GMLC. 

2. Discussion

2.1. Pseudo-external identity

In the current stage 2 specification, the external identity is defined as the identity of external LCS client. The pseudo-external identity is not the identity of real external LCS clients but the identity which is used for notifying the result of the enhanced privacy check. The pseudo-external identity shall be defined by each operator. 

Eight pseudo-external identities shall be defined according to the type of indication and whether the location request is call/session related class or not. The eight pseudo-external identities are summarized in the table 1. Each operator allocates E.164 addresses for the pseudo-external identities. 

Table 1: Pseudo-external identities

	Pseudo-external identity
	location request class
	type of indication

	Pseudo-external identity 1
	Call/Session related class
	Location allowed without notification

	Pseudo-external identity 2
	
	Location allowed with notification

	Pseudo-external identity 3
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5
	Call/Session non-related class
	Location allowed without notification

	Pseudo-external identity 6
	
	Location allowed with notification

	Pseudo-external identity 7
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 8
	
	Location with notification and privacy verification; location restricted if no response


With the pseudo-external identities, the enhanced privacy check is performed as follows. 

1) The eight pseudo-external identities are registered in SLPP of each UE in advance. 

2) When the Home GMLC receives a location request, it performs the privacy check based on the privacy profile of the target UE and decides which type of indication is required.

3) According to the required type of indication and the LCS privacy class of the location request, the Home GMLC selects a proper pseudo-external identity. 

4) The GMLC sends MAP_Provide_Subscriber_Location.req message to the serving SGSN/MSC with the selected pseudo-external identity instead of the original external identity which is provided by the LCS client. 

5) The SGSN/MSC handles the MAP_Provide_Subscriber_Location.req as specified in the Rel-4 specification. 

Note) If the target UE user does not want to be protected by the enhanced privacy check mechanism, the original external identity could be sent with MAP_Provide_Subscriber_Location.req message.

With the pseudo-external identity, it is possible to introduce the enhanced privacy check without any modification of the Rel-4 SGSN/MSC. The pseudo-external identity also enables to handle the call/session related class. 

Even in the case when the target UE wants to be protected by the enhanced privacy check mechanism and the original external identity is replaced by the pseudo-external identity, the target UE can receive the client name of the LCS client to identify the LCS client. In the case when the target UE does not want to be protected by the enhanced privacy check mechanism, the original external identity is sent to the target UE as previous release.

3. Proposal

In order to make the enhanced privacy check mechanism consistent with the Rel-4 mechanism, we would like to introduce of the pseudo-external identity concept for the Rel-5 enhanced privacy check mechanism. 

The proposed update of TR23.871 v1.1.0 is attached. 

7. 
Stage 2 description of enhanced privacy checking

LCS Stage 2 specification TS 23.271 defines only limited set of privacy options in chapter 9.5.3 consisting mainly of five different privacy settings:

· positioning not allowed;

· positioning allowed without notifying the UE user (default case);

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

These settings in the network are probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services especially for roaming subscribers.

It should be possible to have variable privacy settings, e.g. according to time of day, day of week and according to the location of the target UE. However, for compatibility reasons to Rel-4 the MSC/SGSN and HLR privacy functionality has to be kept (notification/verification). 

Note 1: 
It is FFS if these additional privacy settings could be handled by the User Profile services as specified in 3GPP.

In order to keep the compatibility with Rel-4 privacy functionality (notification/verification), the concept of “pseudo-external identity” is introduced. In the current stage 2 specification, the external identity is defined as the identity of external LCS client. The pseudo-external identity is not the identity of real external LCS client but the identity which is used for notifying SGSN/MSC of the location request class (call/session related or non-related) and the required type of indication for the target UE user. The pseudo-external identity shall be defined by each operator. 

Eight pseudo-external identities shall be defined according to the type of indication and the location request class (call/session related class or not). The eight pseudo-external identities are summarized in the table 1. Operator allocates E.164 addresses for the pseudo-external identities. The eight pseudo-external identities are registered in SLPP of each UE in advance. 
Table 1: Pseudo-external identities

	Pseudo-external identity
	location request class
	type of indication

	Pseudo-external identity 1
	Call/Session related class
	Location allowed without notification

	Pseudo-external identity 2
	
	Location allowed with notification

	Pseudo-external identity 3
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5
	Call/Session non-related class
	Location allowed without notification

	Pseudo-external identity 6
	
	Location allowed with notification

	Pseudo-external identity 7
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 8
	
	Location with notification and privacy verification; location restricted if no response


After the enhanced privacy check, an appropriate pseudo-external identity is sent to the SGSN/MSC instead of the original external identity. 
With the pseudo-external identity, it is possible to introduce the enhanced privacy check mechanism without any modification of the Rel-4 SGSN/MSC. The pseudo-external identity also enables to handle the call/session related class. 
Even in the case when the target UE wants to be protected by the enhanced privacy check mechanism and the original external identity is replaced by the pseudo-external identity, the target UE can receive the client name of the LCS client to identify the LCS client. In the case when the target UE does not want to be protected by the enhanced privacy check mechanism, the original external identity is sent to the target UE as previous release. 
<< next modified section >>

7.3. 
Architecture alternative with Home GMLC 

7.3.1 Architecture

In order to support the enhanced privacy settings for location services the HLR/HSS may indicate that the subscribers’ additional privacy information for location services is available in a particular GMLC, i.e. Home GMLC of the subscriber. The Home GMLC may contain additional privacy settings of the subscriber, e.g. according to time of day, day of week and according to the location of the target UE. The HLR/HSS sends the Home GMLC address per subscriber in the SRI response. The Home PLMN operator defines what is the physical address of the logical entity Home GMLC. In case a GMLC, (originated GMLC) which receives a location request from an external LCS client received the Home GMLC address of the target UE from the HLR/HSS and the address is not the same as its own address, the originated GMLC forwards the location request received from the external LCS client to the Home GMLC via Lr interface. Then the Home GMLC performs the enhanced privacy check. In case positive result the Home GMLC selects a proper pseudo-external identity, according to the required type of indication and the LCS privacy class (call/session related class or non-related class) of the location request, and replaces the external identity to the appropriate pseudo-external identity. Then the Home GMLC sends Provide Subscriber Location message to MSC/SGSN as specified in 23.271. If the target UE user’s privacy setting does not require the enhanced privacy check, the Home GMLC does not replace the external identity and sends Provide Subscriber Location message with the original external identity. The Home GMLC forwards the location report received from the SGSN/MSC to the originated GMLC. In case negative result of the enhanced privacy check, the Home GMLC immediately returns the response back to the originated GMLC. The Home GMLC communicates with other GMLCs via the Lr interface. This architecture is illustrated in figure 7.3.
If a GMLC supports the enhanced privacy check functionality including Lr interface, it should send that information to HLR in SRI procedure. If that information is not received the home operator can then know that the enhanced privacy check could not be handled and the location request could be rejected already by the HLR.

With this architecture alternative, the Home GMLC holds the subscribers’ privacy information and if the privacy check fails the location request can be rejected already at the Home GMLC. That would mean that there is no need to send the location request further to MSC/SGSN. This functionality would reduce the MSC/SGSN and the Lg interface capacity.
When the Home GMLC concept is introduced, the deferred MT-LR is handled as following steps.

Step 1: 
When any privacy setting of a UE, which is held in Home GMLC of the UE, is changed, the Home GMLC checks whether there is any deferred MT-LR process related to the UE that the Home GMLC is waiting the event occurrence. 

Step 2: 
If there is a deferred MT-LR process, where the GMLC is waiting for the event to occur, the Home GMLC checks whether it is necessary to cancel the deferred location process in SGSN/MSC.

Step 3: 
In case it is necessary to cancel the deferred location request the Home GMLC sends Provide Subscriber Location message to the SGSN/MSC in order to cancel the deferred location request process and returns response back to the original GMLC. 

This solution is especially feasible in roaming situations, since the Home GMLC address is received from the HLR/HSS and the enhanced privacy check is always done in a single point that holds the subscribers’ enhanced privacy settings.

The Home GMLC may hold both of the enhanced privacy settings and Rel-4 privacy setting. Rel-4 privacy check in SGSN/MSC is performed as in the previous releases in order to decide the type of indication for the target UE. 

Note 1: 
The Home GMLC could not identify whether the location request is related to the ongoing call/session because the Home GMLC does not know about the called party number or APN of the ongoing call/session. The call/session related class shall be handled at SGSN/MSC as same as the current specification.
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Figure 7.3.1; LCS architecture alternative with Home GMLC

Note 2: 
It may be necessary to ensure that there is no inconsistency between privacy settings in HSS and Home GMLC, when the Home GMLC will hold both the enhanced privacy settings and the legacy privacy settings. The synchronization of the privacy settings between Home GMLC and HSS could be realized by using O&M functionality or by using enhanced Lh interface. This is FFS. 
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