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1. General

The “Enhanced privacy checking” has been discussed in the recent LCS drafting sessions. In TR 23.871 v1.0.0 Chapter 7, the PPR is proposed as the node where the enhanced privacy checking is performed.
In this document, we would like to point out a problem when the enhanced privacy checking is performed in the PPR, and propose a new architecture which can solve the problem. 

2. Discussion
If the enhanced privacy checking is performed in the PPR, there is a problem related to the deferred MT-LR.

In the current specification, privacy check at SGSN/MSC is performed when the SGSN/MSC receives the deferred location request from GMLC and when the event occurs. 

Problem in the current PPR proposal： 

· When a GMLC in a foreign network wants to perform a deferred location request, the foreign GMLC sends an enhanced privacy check request to the PPR in the home network of the target UE. 

· When the enhanced privacy check in the PPR is passed, the PPR sends the result to the foreign GMLC and the foreign GMLC sends a deferred location request to SGSN/MSC.
· While the SGSN/MSC is waiting the event, the target UE user changed his/her enhanced privacy settings in PPR to restrict the deferred location request.
· When the event occurs, location estimate is performed by SGSN/MSC because the SGSN/MSC does not know about the change of the enhanced privacy settings. 
This problem is not avoidable regardless whether the SGSN/MSC is located in the home network or foreign network.

From UE user’s point of view, this may cause confusion, therefore this problem should be avoided. 

We would like to propose a new architecture below to solve this problem.
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In this architecture, the functionality of the PPR is included in a GMLC. A GMLC which holds the enhanced privacy settings for a UE is called as “Home GMLC” of the UE. 
The procedures when the Home GMLC concept is introduced are shown below.

· The foreign GMLC sends location requests to the Home GMLC of the target UE via Lr interface. 

· The Home GMLC performs enhanced privacy check.
· When the location request passed the enhanced privacy check, the Home GMLC performs the location estimate procedure and relays the location estimate result (i.e. location report) to the foreign GMLC via Lr interface.
When the Home GMLC concept is introduced, the deferred MT-LR is performed as shown below.

· When enhanced privacy setting of a UE is changed, the Home GMLC checks whether there is a deferred MT-LR process related to the UE, which the Home GMLC is waiting the event occurrence. 

· If there is a deferred MT-LR process which the GMLC is waiting the event occurrence, the Home GMLC update the deferred location request to the SGSN/MSC. 

3. Proposal
We would like to propose to include the attached Section into the TR 23.871. 

7.3. 
Architecture alternative with Home GMLC 

7.3.1 Architecture

In order to support the enhanced privacy settings for location services the HLR/HSS may indicate that the subscribers’ additional privacy information for location services is available in a particular GMLC, i.e. Home GMLC of the subscriber. The Home GMLC may contain additional privacy settings of the subscriber, e.g. according to time of day, day of week and according to the location of the target UE. The HLR/HSS sends the Home GMLC address per subscriber in the SRI response. The Home PLMN operator defines what is the physical address of the logical entity Home GMLC. In case a GMLC, (original GMLC), which receives a location request from an external LCS client received the Home GMLC address of the target UE from the HLR/HSS and the address is not the same as its own address, the original GMLC forwards the location request received from the external LCS client to the Home GMLC via Lr interface. Then the Home GMLC performs the enhanced privacy check. In case positive result the Home GMLC sends Provide Subscriber Location message to MSC/SGSN as specified in 23.271 and forwards the location report received from the SGSN/MSC to the original GMLC. In case negative result of the enhanced privacy check, the Home GMLC immediately returns the response back to the original GMLC. The Home GMLC communicates with other GMLCs via the Lr interface. This architecture is illustrated in figure 7.3.
If a GMLC supports the enhanced privacy check functionality including Lr interface, it should send that information to HLR in SRI procedure. If that information is not received the home operator can then know that the enhanced privacy check could not be handled and the location request could be rejected already by the HLR.

With this architecture alternative, the Home GMLC holds the subscribers enhanced privacy information and if the enhanced privacy check fails the location request can be rejected already at the Home GMLC. That would mean that there is no need to send the location request further to MSC/SGSN. This functionality would reduce the MSC/SGSN and the Lg interface capacity.
When the Home GMLC concept is introduced, the deferred MT-LR is handled as following steps.
Step 1: When any enhanced privacy setting of a UE is changed, Home GMLC of the UE checks whether there is any deferred MT-LR process related to the UE that the Home GMLC is waiting the event occurrence. 

Step 2: If there is a deferred MT-LR process that the GMLC is waiting the event occurrence, the Home GMLC whether it is necessary to cancel the deferred location process in SGSN/MSC.

Step 3: In case it is necessary to cancel the deferred location request the Home GMLC sends Provide Subscriber Location message to the SGSN/MSC in order to cancel the deferred location request process and returns response back to the original GMLC. 
This solution is especially feasible in roaming situations, since the Home GMLC address is received from the HLR/HSS and the enhanced privacy check is always done in a single point that holds the subscribers’ enhanced privacy settigns.

The Home GMLC holds only the enhanced privacy settings. The legacy privacy check in SGSN/MSC is performed as in the previous releases. 

Note 1: The Home GMLC could not identify whether the location request is related to the ongoing call/session because the Home GMLC does not know about the called party number or APN of the ongoing call/session. The call/session related class shall be handled at SGSN/MSC as same as the current specification.
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Figure 7.3; LCS architecture alternative with Home GMLC

Note: It may be necessary to ensure that there is no inconsistency between privacy settings in HSS and Home GMLC, when the Home GMLC will hold both the enhanced pribacy settings and the legacy privacy settings in the future. The synchronization of the privacy settings between Home GMLC and HSS could be realized by using O&M functionality or by using enhanced Lh interface. This is FFS. 

7.3.2 Information Flow
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Figure 7.3.1: General information flow for the architectural alternative with the Home GMLC
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